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[bookmark: _Toc243481735]Title Hybrid by Design 
[bookmark: _Toc243481736]Introduction 
Tiered connectivity bounded automation reference architecture for UK critical national infrastructure using open non- proprietary components primarily hardware and software, mitigating expertise knowledge, bespoke training.
Critical national infrastructure (CNI) comprises systems whose failure would cause serious harm to nations, for example water, electricity, telecommunication, Government information systems, most importantly nations, security and defence.
Research indicates approximately last two decades systems have moved from isolated manual operated infrastructure to networked environment connected to cooperative IT infrastructure like cloud providers, this is itself is another security issue,
Overwhelming advantage of this integrated system is efficiency, and speed this infrastructure is the perfect system for artificial intelligence implementation or penetration.

“Initially, OT had little resemblance to traditional information technology (IT) systems because
OT systems were isolated, ran proprietary control protocols, and used specialized hardware and
software. As OT systems adopt IT solutions to enable corporate business systems connectivity
and remote access capabilities and are designed and implemented using industry-standard
computers, operating systems (OSs), and network protocols, they have begun to resemble IT
systems. “ [1]




National Institute of standard and technology (NIST)position confirms the direction of travel, meaning advancement of technology isolated infrastructure has been traded for connectivity, Direct correlation to security burden has grown, the background reason for this project is at most current guidance except that trade on concentrates security connected systems, it may be overlooking which systems in water, electricity, telecommunication or government network needs to be connected at all, which should remain off-line and which should stay under direct human control.
This project is important for the following, Crucial National Infrastructure (CNI) operators need system architectures that are affordable and availability rather than tide to a single vendor or bespoke systems, there are incidents that shown proprietary systems, could have single points or failures this could potentially disable large part of the infrastructure within the whole system. This is not related to any cyber-attacks or infiltration intent,
UK is bringing stricter rules for CNI operator so they must prove their system come with Stan attack and recover from Fares operators need designs that are cheap to build easy to repeat a non-block to One supplier
Artificial intelligence is being added to these environments prematurely without government intervention what could be allowed and not be allowed, and any limits of implementation of artificial intelligence, laws, agreed standards is far behind software advancements.
The motivation is to design and test practical middle path, some sort of hybrid system that would provide security and efficiency, connectivity is only manually granted by human rather than default critical functions remain manual, artificial intelligence is restricted to routine monitoring on observation rather than having access to control,
Most importantly, using non-propriety hardware and software so any operators with adequate IT skills could migrate into the system,
“This pattern is well documented. Bhamare et al. note that control systems designed for isolation now face the full range of IT threats, yet often cannot be patched or updated without stopping the service they provide”
[2]






[bookmark: _Toc243481737]Background to the Research

Control systems in water, power and communication were built to run on their own with no outside connection, over the last 20 years operators have linked them to office networks, Remote access and cloud because it’s cheaper unless engineers what sites from my distance, the system I like ordinary IT infrastructure, by default exposed to weaknesses,
From research in Ukraine 2015 attackers managed to obtain access logins for power companies to cut electricity to approximately 230,000 people,
A water plant in Florida 2021 a desktop remote program was left open in the control Computer someone managed to login from outside and try to manipulate control, an operator observed a mouse curser moving on screen, potential danger was avoided.
Another well-known incident CrowdStrike, outage of 2024 this was not outside attack. This was due to an faulty update which affected approximately 8.5 million machines worldwide including GP surgeries NHS hospitals Sky News airlines.
In these examples, the root problem was connectivity to the outside infrastructure, however, cutting connectivity is not the full solution, manual infiltration is a danger to isolated systems.
Taking example of the Ukraine and Florida incident, this was mitigated by engineers intervening manually in systems, not software, highlighting the importance of manual intervention overriding any software implemented.
The current standard to not fully address the situation, just partly, the Purdue model and IEC62443 and NIST State zero trust no device should be trusted because it’s on the network, in the UK NCSC set out what operators must achieve, and the new cyber security resilience bill this will bring stricter reporting, however, as yet there is little guidance on what AI should I should not be allowed to do in systems.
The identifiable gap in standards from government is prior to connectivity what system should be connected. What system should be off-line and what system should be manual only.
“Research shows that connecting industrial systems to IT networks reintroduces entry points into environments that were once protected by isolation [3]. Zahran et al. also note that older control equipment often lacks modern passwords or encryption and cannot easily be patched, because keeping the system running is treated as more important than updating “ [3]




[bookmark: _Toc243481738]Research Problem Statement

The problem this project addresses is the missing decision before connectivity, all bridges of water power uncomic communication I’ve been told to connect their systems and bring in artificial intelligence for efficiency, at the same time told to reduce the exposure, and stop relying on single suppliers, the standards explain how to protect the system once he’s connected they do not give an operator a method to decide which system should be connected which should be off-line and which should be manually, and they put no limits on what AI may be integrated into.
The CISA Volt Typhoon advisory supports the whole problem (attackers inside connected infrastructure). [4]
This study is between network security and infrastructure policy, it is worth researching because the UK is about to tighten the rules through cyber security and resilience bill because the CrowdStrike outage shown that single supplier dependency could have devastating effects,
Artificial intelligence implementation in control rooms is arriving faster than guidance’s,

[bookmark: _Toc243481739]Aim and Objectives

To design an evaluate in a simulated environment, a tiered hybrid architecture for UK critical national infrastructure that limits outside connectivity, keep safety critical infrastructure under human control, restrict artificial intelligence to routine monitoring, use only existing open non-propriety software and hardware.
Objectives
1. To analyse current standards guidance and read incidents to establish what they cover on where the gap lies by week 6
2. To design a four-tier architecture this includes manual, off-line, hybrid, Limited AI
3. To build a virtual infrastructure power control systems on a window laptop using virtual box using open source tools such as OPenPLC as controller OPNsense as firewall, Suricata and Wazuh for monitoring, and a small local language model that only summarises alerts), and to set it up in three ways for comparison: fully connected, fully isolated, and tiered hybrid, by week 18.
4. To test each configuration against set of simulated attacks model on the Ukraine and other incidents mentioned, comparing exposed services successful attacks on time to detect and to produce recommendations for operators by week 28

“The design applies the zero-trust principle, in which no device is trusted simply because it is already on the network” [5]
[bookmark: _Toc243481740]Research Methodology
“This project follows a design science approach, which moves through identifying the problem, designing a solution, building it, and evaluating the results” [6]
This project will follow simple patterns find problem design an answer build it test it and see what the results say
Objective, 1 will use information that already exist government standards, guidance, academic papers, public report reports, incident described earlier, we will be able to articulate what is missing and what is covered.
Objective 2 produce the design make diagrams make decision table following the system, identifying failures.
Objective 3 and 4 produce new data from test, run simulated attacks against three different setups, including connected, isolated, hybrid, observed the findings observe successful infiltration and protection, giving detailed comparison.
 From the simulated observation, this is analysed by comparing simulated data points from the 3 systems isolated, hybrid connected,
Additionally, the simulated attacks repeated several times with different configurations in each system, these findings comprehensively documented so it may be simulated and tested elsewhere or other parties to confirm. There are limitations structurally this will be a simplified version of actual real operating systems, in a virtual environment.
Simulated testing is isolated in virtual machines with no link to real networks, no personal details collected only public sources I use nothing classified or dependence related is implemented,



[bookmark: _Toc243481741]Resource and materials
A personal Windows laptop running VirtualBox. Free software: OpenPLC to simulate the plant controller, OPNsense as the firewall, Suricata and Wazuh to detect and record attacks, Kali Linux as the attacker, and LM Studio for a local AI that only summarises alerts. No physical equipment is used. Microsoft Word and OneDrive through the university Office 365 account. The UWTSD library and its online journal databases, plus public documents from NIST, NCSC and CISA. Nothing needs to be bought.
· VirtualBox: runs all the virtual machines on the laptop.
· OpenPLC: simulates the plant controller (the pump or valve computer). The target.
· OPNsense: the firewall. Creates the tiers by deciding which network can talk to which.
· Suricata: watches network traffic and raises an alert on attack patterns.
· Wazuh: collects all logs and alerts on one dashboard. Where time-to-alert is measured.
· Kali Linux: the attacker’s machine, with scanning and attack tools.
· LM Studio: runs a small local AI that reads the alerts and writes a plain-English summary. Read only, never sends commands.
· ScadaBR or FUXA (optional): the operator’s screen showing the pump and tank, for the human to watch and override.
I already have access to virtual box, Windows, LM Studio with small language model
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Dates  |Task Milestone

19 Oct-1 Nov 2026 Proposal and ethics form; first supervisor meeting Proposal submitted 21 Oct

2 Nov —29 Nov 2026 Literature review Objective 1 complete

30 Nov 2026 —10 Jan 2027 Design the four-tier architecture Objective 2 complete

11 Jan —24 Jan 2027 Write Chapters 1 to 3 Interim draft to supervisor
Build the testbed (VirtualBox, OpenPLC, OPNsense, Suricata, Wazuh, o

25 Jan —21 Feb 2027 . . Objective 3 complete
Kali, LM Studio)

22 Feb —28 Mar 2027 Run attack tests on all three set-ups Test data collected

29 Mar —11 Apr 2027 Analyse results Analysis complete

12 Apr —2 May 2027 Werite results and recommendations Objective 4 complete

3 May - 16 May 2027 Proofread, references, final review Report submitted





