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	“Cloud computing has been a global megatrend for the past decade and enjoyed skyrocketing adoption, and there is no end in sight. As this transition continues, cloud services will assume a dominant position as IT innovators produce more efficient, flexible, and faster products” (Mark Wilczek, 9th of December 2021).[1]
	

[bookmark: _Toc1]Introduction

	Both a physical and a virtualisation layer can be thought of as part of the Cloud architecture. The physical layer often includes server, storage, and system components that are necessary to provide the Cloud services. The product delivered across the physical layer and revealing the core characteristics of the Cloud is what makes up the virtualization layer. Virtualization makes sense as a top layer, sitting atop the physical layer.
	In this chapter, we will look at the many models, qualities, advantages, and technologies that can be found in the delivery of Cloud services.[2]


[bookmark: _Toc2]Cloud Computing Concept

	Computer hardware, data storage, databases, networks, operating systems, and even complete programmes can all be accessed on-demand and in real-time in what is known as "the Cloud." Although there may not be a large number of novel technologies at work in Cloud computing, there is no denying that it offers an entirely new approach to IT administration. One example is how Cloud computing can help with scalability and savings.[2]
	There will inevitably be comparisons made between cloud computing and SOAs, Grids, Utilities, and Clusters. It is not common practise to combine cloud computing with service oriented architecture. Cloud computing's platform and storage services bring significant value to SOA. Grid computing and similar technologies have made it possible to treat computer resources like any other utility. Cloud computing, on the other hand, takes things farther by making resources available on-demand. Over-provisioning to meet the needs of a wide range of clients is also rendered unnecessary. In utility computing, users pay for the resources they use in the same manner that we pay for public utilities (such as electricity, gas, and so on).[2]
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	We've been discussing shared and isolated cloud infrastructures. Although the common understanding of these phrases is likely obvious, it is nevertheless helpful to have a precise definition of each. We agree with Microsoft's description of the public cloud: it consists of computer services provided by independent third parties and made available for use and sale via the public internet. Rather than making their computer resources available to the broader public, private clouds limit access to only a subset of users via a restricted network or the internet. Even if there are many more definitions, these will do nicely for our needs.[3]
	Public Clouds
	Some of the most well-known public cloud service providers are Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP), and OpenStack-based public clouds. 
All of these services qualify as public clouds according to our criteria, but there are important distinctions between them. 
However, AWS and Azure share a common ancestor in that they both grew out of the concept of making storage available to the general public over the internet. First, Amazon Web Services developed a storage service they termed S3. Cloud storage was Azure's first focus. 
Managed services for constructing environments are available from all three major cloud providers (AWS, Azure, and GCP), although their implementations are extremely different. 
While there is a wide variety of public cloud services available, not all of them are designed to handle every scenario. 
Since many businesses rely on SAP ERP and Oracle Database systems, for example. These businesses are increasingly moving their solutions to highly scalable cloud environments, where they must interact with infrastructure hosted on-premises or in other clouds. Full clouds have emerged from some of these ideas, most notably Oracle's OCI.
	The vast majority of businesses have cloud computing strategies in place or are actively implementing cloud computing strategies. They typically only use a few key platforms to house their workloads, including Azure, AWS, and GCP. Although there are other platforms, the aforementioned three are by far the most popular and, according to analyst forecasts, will remain so for the foreseeable future.[3]Figure 1 Moving to the Cloud (Top Challenges)















Figure 2 Increase of Usage Public Clouds
Figure 3 Technology trend adoption NA/Europe 2021

 As we've seen in the preceding paragraphs, enterprises find that it gets complex to prepare for and migrate workloads to these platforms. Furthermore, as compliance, security, and privacy rules continue to multiply, businesses must reevaluate whether or not to include our information in their systems. In the end, the information is what matters most. Besides human capital, it is an organization's most prized possession. 
The answer is to once again bring the cloud to the data, rather than transferring it there. In recent years, we have witnessed a shift in which big cloud providers have begun penetrating markets previously dominated by other enterprises, such as storage providers and system integrators. To adapt to the new reality, public cloud providers are moving progressively closer to the on-premises space.[3]

Private Clouds
	VMware appears to be the most popular platform for private clouds, followed by those that are based on Microsoft's Hyper-V technology. We will talk about Azure Stack in more detail later in this chapter, but for now just know that Microsoft is increasingly encouraging its clients to move their consumption to Azure. 
OpenStack still continues to do extremely well, especially in European government situations, to avoid having data controlled or even viewed by American-based firms. However, OpenStack's popularity and implementation appear to be waning. [3]
	OpenStack continues to thrive in government settings across Europe, where it is used mostly to protect sensitive information from prying U.S. eyes. However, OpenStack's popularity and implementation appear to be waning. [3]

VMware
	Simply said, VMware is still a virtualisation platform. Initially, x86-based physical servers were virtualised so that they could host many virtual machines. When it came to storage, VMware followed suit with the introduction of vSAN (virtualised SAN) and NSX (network virtualization and security), both of which virtualise the network and make micro-segmentation possible in private clouds. The company has been able to adapt to the growing popularity of cloud computing by, among other things, working with Amazon Web Services (AWS) to make it possible to expand VMware private clouds to AWS's public cloud with little to no disruption to end users. VMware is now a major player in containerisation thanks to Pivotal Kubernetes Services (PKS) and container orchestration thanks to Tanzu Mission Control. The company has been making strides in the security space over the past three years, with a renewed focus on the multi-cloud stack. VMware's goal is to become the spider in the multi-cloud web by piggybacking its solutions on top of the established public cloud providers.[3]

OpenStack
Undoubtedly, OpenStack has some positive effects. It's a platform for running applications in the cloud, and it's used most often in that capacity. Although other hypervisors were offered for OpenStack, KVM is the primary one used. A number of businesses and organisations adopted it because it provided a reliable, scalable alternative to the dominant cloud and technology service providers. IBM and Fujitsu, two major integrators and system providers, both use OpenStack in their cloud platforms (Bluemix and K5, respectively) (decommissioned internationally in 2018). Although OpenStack is free and flexible enough to meet the demands of every organisation, its complexity makes it difficult to administer. Azure, Amazon Web Services (AWS), and Google Cloud Platform (GCP) stand out from the crowd because of the extensive set of services they provide to their customers. OpenStack may have lost ground in the business sector in recent years, but it still holds some relevance, so we'll look at some of that in this book.[3]

AWS Outposts
We may now host Elastic Compute Cloud (EC2), Elastic Block Store (EBS), databases, and even Kubernetes clusters using Elastic Kubernetes Services on an appliance instead of in the AWS public cloud (EKS). All of this works in tandem with our public cloud's virtual private cloud (VPC), sharing the same set of application programming interfaces (APIs) and administrative controls. To put it succinctly, AWS Outposts is the AWS public cloud brought to your own premises. What this means for VMware's and AWS's VMC (VMware on Cloud) on AWS offering is an obvious concern.[3]
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Figure 4 depicts the five defining features of cloud computing. It's important for readers to take note of the phrase "vital," which indicates that if any of these features are lacking, then the service in question is not cloud computing. [4]

On-demand self-service. It is possible for a user to automatically and independently provide computing resources like server time and network storage from any service provider without needing to engage in manual processes or wait on hold.Figure 4 Characteristics of the Cloud

Broad network access.  The capabilities are made available over the network and may be accessed using standard processes, making them suitable for usage by a variety of client platforms, both thin and thick (e.g., mobile phones, laptops, and personal digital assistants [PDAs]).
Elastic resource pooling.  Using a multi-tenant approach, the provider pools its computer resources to serve numerous customers, allocating and reallocating various physical and virtual resources on the fly. Since the customer typically does not have access to or knowledge of the precise location of the offered resources, but may be able to designate the location at a higher level of abstraction, there is a sense of loca-tion independence (e.g., country, state, or data center). Materials can include things like space, computing power, memory, and bandwidth.  
Rapid elasticity.  In order to scale out quickly, capabilities can be swiftly provisioned and, in some cases, immediately released. Users may mistakenly believe they have limitless access to the provisioning capabilities that are actually capped at a certain rate.
Measured service. In order to scale out quickly, capabilities can be swiftly provisioned and, in some cases, immediately released. Users may mistakenly believe they have limitless access to the provisioning capabilities that are actually capped at a certain rate.[4]
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	There are primarily three uses for the aforementioned cloud-based computing resources, which are made available to end users in the form of: SaaS, PaaS, and IaaS refer to "infrastructure, platform, and software" that are delivered through the Internet to users (IaaS) as shown in Figure 5 [4]
SaaS.  The consumer can use the provider's cloud-based apps, including network, servers, operating systems, storage, and individual application capabilities, with restricted user-specific configuration settings. The applications are accessible from various client devices via a web browser (e.g., web-based e-mail) or a programme interface. Consumers don't manage or control cloud infrastructure. CRM, business intelligence analytics, and online accounting software are common services.
PaaS. The user can deploy consumer-created or acquired apps utilising the provider's programming languages, libraries, services, and tools. The consumer does not manage or control the cloud infrastructure but has control over deployed applications and optionally application-hosting configuration parameters. It's a pre-packaged development or operating framework. PaaS providers manage networks, servers, storage, scalability, and maintenance. Clients pay for services. Google App Engine and Azure Services are PaaS vendors.Figure 5.1

IaaS. Customers are given the option to deploy and operate any kind of software, including operating systems and applications, on a pay-as-you-go basis, with the service provider taking a cut for each transaction. The user has management and control over the operating systems, storage, and installed applications, but only has limited management and control over some networking components in the cloud (e.g., host firewalls). Equipment is owned by the service provider, who is also responsible for providing a safe environment for it to operate in, as well as for operating and maintaining any necessary cooling systems. Some examples of significant IaaS providers are Amazon Web Services (AWS) and Microsoft Azure. [4]
	
	The degree of autonomy enjoyed by end users is what differentiates PaaS from IaaS. In contrast to IaaS, which places more responsibility on the shoulders of end users, PaaS allows providers to take care of everything. IaaS is the better choice over PaaS for businesses that have developed their own software and wish to deploy and run it on the cloud as shown in Figure 5.1 [4]

[bookmark: _Toc6]Modern Cloud Services
[bookmark: _Toc7]Containers
	A software container is abstract, therefore it may help to use a familiar comparison. Before the wheel, humans carried items in bags, baskets, or chests on their shoulders or utilised donkeys, camels, or elephants. With the wheel, mankind could build roadways to propel their carts along.One thing hasn't changed in thousands of years: the need to unload things at the destination and reload them onto another vehicle.Figure 6 Container Structure

	Packaging items into containers is now assigned to shippers, who should know how to handle and package them. Shippers can employ standardised instruments to handle containers, such as cranes that unload containers from a rail or truck and load them onto a ship or vice versa.
	Once the developers deemed a programme complete, they'd send it off to operations engineers to install and operate on production servers. In a business, several developers produced different sorts of programmes, but they all needed to function on the same production servers. VMs are hefty because they contain a full-blown OS like Linux or Windows Server for a single application.
	Here, the products are the application built by our developers plus any external dependencies, such as framework, libraries, configurations, and more.
		[5]
[bookmark: _Toc8]Dockers
	Developers use Docker containers to package their applications, frameworks, and libraries into them, and then they ship those containers to the testers or to the operations engineers.
	The company's Docker engine was homogenous. It had a container runtime, network library, RESTful API, command-line interface, and more. Red Hat and Kubernetes used parts of the Docker engine in their own solutions. Kubernetes didn't utilise Docker's network library but offered its own networking. Red Hat didn't update the Docker engine much and applied unapproved fixes to previous versions, although they still labelled it the Docker engine.	[5]Figure 7 Advantages of Serverless

[bookmark: _Toc9]Serverless
	Serverless is a deployment strategy where users only manage application code and configuration. Serverless customers don't need to worry about the underlying platform and infrastructure and can focus on building code. Serverless is not server-less. Code and configuration require a server. A customer's application can be serverless. The client never sees the server. They ignore the platform and infrastructure. They have no responsibilities. Serverless environments easily scale up, down, out, and in without clients noticing. Behind-the-scenes operations run platforms and infrastructures. Azure satisfies performance-related SLAs despite server loads. 
Customers simply need to bring their code; the cloud provider does the rest.
	Despite having total control over physical servers, there were many downsides. Long waits between server order and deployment. 
1. High-capital 
2. Wastage 
3. Poor ROI 
4. Scalability issues[6]Figure 8 Native Microservices

[bookmark: _Toc10]Kubernetes
		Kubernetes is a new IaaS for cloud-native apps and infrastructure. K8s is a popular open source solution for automating containerized application deployment, scaling, and administration. It allows containers to deploy contemporary apps and a highly available, robust infrastructure environment. It provides container orchestration and other resources to provide an API-driven infrastructure and platform layer on top of VMs. 
Kubernetes is a Google-created orchestration technology. Kubernetes lets you host Linux containers on-premises and in multi-cloud. Kubernetes has various significant features such as an ingress/egress load balancer, service discovery, container auto-scaling, security, config map to store key-value pairs, node affinity, taint and tolerations, secret to store credentials and certificates, and so on.[7]Figure 8.1 Kubernetes Structure
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	Azure's serverless apps. Azure Functions will run code written in any language the user choose. Users can bring their own code to a language-specific platform. Functions are scalable deployment units. Azure Functions gives a tiny window to examine underlying virtual machines and platform via the Kudu Console. Azure Functions has two parts: Running Azure Functions Azure Functions triggers. [6]Figure 9 Types of Triggers
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	The University of Wales, Trinity Saint David, would be wise to migrate to the cloud, since doing so would provide benefits in terms of scalability and elasticity, allowing them to manage even more data than they could before the Pandemic.
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