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[bookmark: _Toc66209635]Task 1 
Creation of the Server 1 VM  (which was repeated for the other 3 VMs)
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Allocation of 4GB of memory per VM
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Choosing the hard disk file type
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Choosing the location where the VDI will be stored
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Showing all 4 VMs created
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Choosing the Windows Server 2019 disk image ready for installation on Server1
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Choosing the Windows 10 disk image for Client1
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Enabling PAE/NX functionality with VMs[image: ]




Beginning installation on the Servers
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Setting up public facing network adapter
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Assigning IP addresses (I did enter a subnet mask of 255.255.255.0)[image: ]
Setting up private network adapter
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Disabling firewalls to allow ping command to function correctly
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Successful ping to 192.168.100.2[image: ]
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Task 3


[bookmark: _Toc66209638]A) 
Describe the main differences between Type 1 and Type 2 Hypervisors. Identify
benefits and drawbacks of both and provide some example Vendors.

The main difference between a Type 1 and a Type 2 hypervisor, is the fact that a Type 1 hypervisor is installed directly to a server/machine, and essentially replaces the operating system, so there is no intermediary OS required in between the hypervisor and the physical elements of the machine. For this reason, a Type 1 Hypervisor is often called a bare metal hypervisor, given how directly it interacts with the machine it is installed on, or sometimes as native, for the same reasons. 
Two of the main benefits of using a Type 1 Hypervisor are the efficiency, and the security aspect.  Type 1 Hypervisors operate effectively because they have direct access to the hardware so there is no additional level of processing to access and manage the resources available, this also adds security, as there is no middle that an attacker could compromise. Type 1 Hypervisors are mainly used for large scale VM deployment.
A drawback of a Type 1 Hypervisor is because the Hypervisor is installed directly to the server, there is often a need to use a separate management machine to manage the hypervisor.  
A few examples of Type 1 Hypervisors available today are: KVM, Citrix Xen, VMWare vSphere, Windows Server 2012 Hyper-V. 
A Type 2 Hypervisor, unlike a Type 1, is installed on an existing OS (Windows/Linux/Unix etc) so runs more like an existing application, rather than an Operating System. Because of this, a Type 2 Hypervisor is less efficient at resource managing than a Type 1 is, so the use cases for a Type 2 differ. Type 2s would often be used instead for individual use, not for large scale VM deployment, where the user can run multiple environments/operating systems on one machine, be it for network professional use, security (like analysing malware in a secure environment) or accessing platform specific applications without needed to get a dedicated machine. 
Benefits of this type of hypervisor include providing ease of access to multiple environments in one machine for multiple specialised applications, thus saving cost and overall resources. Drawbacks include poor latency when compared to Type 1, as resources must be managed through the host OS. This also introduces security risks, if the Host OS is compromised, so too are all the guest VMs. 
A few examples of Type 2 Hypervisors available today are: Oracle Virtual Box, Microsoft Virtual PC, VMware Workstation.
[1]




[bookmark: _Toc66209639]B) 
What is the significance of the subnet mask in IPv4 addressing?

The subnet mask is what separates an IP address into its network address, and its host address in the use of subnetting, logically dividing a given IP address into further networks. Subnets came into being because IPv4 addresses were to become exhausted as every network compatible device was given its own IP address. In the late 1980’s, the internet grew from what was a research project to interconnect end systems, to become the means of expansion and commercialisation for many organisations, which required further IP addresses to be assigned. 
It was noted then by the ROAD group (Routing and Addressing) in Nov ’91 that there had occurred the exhaustion of the Class B Network address space, and the eventual exhaustion of the entire IPv4 addressing system. To this end, the Classless Inter-domain Routing (CIDR) was introduced, by leaving behind the class system for IP addressing, originally intended to be a short-term response to the impending exhaustion. [2]
CIDR allows greater utilisation of an IP address. Say a small organisation needs 8 IP addresses for individual machines/servers, and one for their WAN connection, they would, without CIDR, need minimum 9 addresses. Say the range they are given is 192.162.100.0 – 192.168.100.8 and one each was given to each of the machines. Without CIDR, they would need to have been given the whole range of 192.168.100.0, which would provide them with 256(254 usable addresses), so in this case, there would be 245 wasted addresses. With CIDR, an IP provider can sell a set range of IP addresses to meet the exact demand, thus limiting IPv4 exhaustion/wastage.

[bookmark: _Toc66209640]C) 
Cloud computing has revolutionised the way that enterprise networks are hosted.
Describe the use of cloud computing including its benefits and drawbacks and identify
example vendors within the industry	

Cloud computing has been used in the IT industry for approximately the last decade. The function of cloud computing is to be able to provide storage, servers, infrastructure, networking, platforms, software, among many other services over the internet, where resources can be deployed and scaled depending on the requirement. This allows organisations requiring these services to better manage their resources, either privately, by managing their own cloud services themselves, or to outsource/contract the services from a 3rd Party, or sometimes somewhere in between.
There are several benefits to cloud computing. For businesses, it can be an excellent way to save costs. One way to save cost would be to outsource the services required to a third-party cloud provider. There are many ways these can be provided, offering different levels of services as needed. These are IaaS (Infrastructure as a service), PaaS (Platform as a service), Serverless Computing, and SaaS (Software as a service).
[bookmark: _Toc66209641]
D)
Give an in-detail description about the different terminologies and its purposes (like (not limited to) Ping, Server Management, Firewall, PAE/NX, OOBE etc) you came across during the Task 1 and Task 2. Compare your list of terminologies in the aspect of their operations/functionality with other Network Operating Systems.

[bookmark: _Toc66209642]OOBE
OOBE is an acronym for Out Of The Box Experience. It is the term given to the setup scripts when first installing software on a given device, which instructs the user in setting up the software in a more user-friendly way. It is used with setting up Windows, Mac, and even some Linux distributions. Mobile phones also depend on OOBE for user first time setup, rather than providing a manual, physically or digitally. 
It guides the user to choose setup questions like their keyboard layout, language, date and time, network connectivity, and setting up the first user account.

[bookmark: _Toc66209643]Intel VT / AMD-V
The above terms are for each vendor’s specific virtualisation technology. It allows the use of hardware to accelerate virtualisation capabilities, rather than the alternative of the virtualisation being completely emulated by software, which would offer lower performance, as is the case with any form of emulation. These settings were not enabled by default and had to be turned on by entering the BIOS/UEFI configuration mode. 
These technologies work by extending the native instruction set of the processor and was first introduced in 2005. [3]

[bookmark: _Toc66209644]PAE
The above term is an acronym of Physical Address Extension. PAE extends the page table entry in x86 systems from 32 to 64 bits. This feature has been supported by Intel since the Pentium Pro in 1995, and AMD with the Athlon in 1999. PAE allows operating systems to make use of physical memory, or RAM, resources above 4GB. It does this by as above, extending the page table. The page table is where mappings of virtual addresses and physical addresses are stored. 
Virtual addresses are used by the application executing a process, and the physical addresses are used by the hardware, specifically the RAM. The page table is essential for data access in memory. Each mapping of virtual to physical address is called a page table entry. 
[bookmark: _Toc66209645]NX
No-execute bit, or known as NX bit, is a computing technology which separates memory for either use for processor instructions, or for storage. It does this by allowing supporting Operating Systems to mark certain areas of memory as non-executable. This helps in preventing some malicious software from being able to execute from within storage.
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