
[image: smu80_longline.GIF]
BEng (Hons) Year 2
Network Operating Systems and Security Worksheet 1:  Building the NOS infrastructure using Active Directory.
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Complete the following tasks:  
Note:  (You should screen capture and document these tasks as evidence of their completion).
	Task 1: Use the dcpromo tool to upgrade a Member server to a Domain Controller

	Previously, we installed Windows 2003 Server onto a new partition with NTFS 5. In this exercise, we promoted the basic Windows 2000 Server to a Domain Controller that houses the Active Directory and called it  smu.com. 

We know that we will be creating a hierarchical domain tree in the smu.com forest utilizing a parent – child domain network infrastructure.  Your task here is to create the 4 child domains of smu.com, namely sales, purchase, marketing and admin.

Creating Child Domains
After you have your first domain (Root Domain called smu.com) up and running (meaning the Active Directory and the DNS is also up and running), we need to configure a child domain controller.
The process is similar to the steps that we went through to create the first domain controller, with a few minor changes mainly to ensure that our child domain ends up belonging to the Active Directory tree established when we created our first or parent domain.

· Click the Start button, point at Programs, point at Administrative Tools, and
then click Configure Your Server. (or you could  click Start, Run, type dcpromo).
· Click the Active Directory link on the left side of the window and then click Start the Active Directory wizard (you may have to scroll down a little to find the Start command). The Active Directory Wizard appears. Click Next to advance beyond the wizard's introductory screen.
· On the next screen, you are asked if you want to create a domain controller for a new domain or an additional domain controller for the current domain. Because we are going to create a child domain, click the Domain controller for a new domain option button and then click Next to continue.

· You are then asked if you want to create a domain that will reside in its own Active Directory tree or a child domain that will reside in an existing Active Directory tree. You want your child domain to be part of your existing Active Directory tree. Click the Create a child domain in an existing domain tree option button. Then you can click Next to move to the next step.
· [image: ]On the next screen, shown below, you are asked to provide a domain user account and password which will allow child domains to be added to the Active Directory tree. The domain admin account credentials are as follows (note the password is case sensitive):
                                
                                 User name:  administrator
                                 Password:  Network1 
                                 Domain:  smu.com

After specifying the account information and the domain that will serve as the parent domain, click Next to move on.
· On the next screen, provide the Fully Qualified Domain Name (FQDN) name for the parent domain (such as smu.com or spinach.com or whatever your FQDN is) and the name that you will use for the child domain. After supplying this information, you can click Next to continue.

· The next screen just shows the simple NetBIOS name for your child domain. It's based on the name that you entered on the previous screen. You don't have to change it, just click Next to keep going.
· On the next screen you are asked to specify a folder on the computer that will hold the Active Directory database and the Active Directory log (the database holds all the information; the log holds the usage statistics). A default folder is specified for both the database and the log, so why mess with it? Go with the defaults by clicking Next.
· You are then asked to provide a folder for the Sysvol. This folder holds all the public files for the local Active Directory (which you want to make available to the Active Directory running on all other domain controllers in the tree). Again, a default folder is provided. Let's go with it. Click Next to continue.
· [image: ]The next screen, shown below, wants to know if you want permissions set up so that they are backward compatible with any Windows NT 4.0 servers that are running on the network or if you want your permissions to be set up for Windows 2000 servers only. Although progress can be painful, I say let's go with permissions that aren't watered down, so click the Permissions compatible only with Windows 2000 servers. Then, click Next to keep going.

· Okay, we're getting close to the end. On the next screen, provide the password (and confirm it) that you want to use for the Administrator's account on this new domain controller.  These passwords are as follows: 
         Sales domain:     Network2
         Purchase domain:  Network3         
         Marketing domain: Network4
         Admin domain:  Network 5 
         
· After entering the info, click Next.
· The next screen provides a summary of the information that you provided on all the other wizard screens. Look it over (if you need to change anything, click the Back button) and then when you're ready, click Next.
· A screen pops up letting you know that the Active Directory Wizard is configuring the computer as a domain controller for your new child domain. This may take a few minutes (but probably less time than it took to answer all the annoying questions from the wizard).
· When the wizard has completed its job, a screen appears letting you know that the Active Directory is good to go. Click Finish on the message screen and then click Restart on another box that pops up to complete the installation.
· After your server has rebooted, log on using the password you specified during that whole routine with the wizard and you're logged into the domain controller.
· If you want to verify that the child domain has been added to the parent domain's Active Directory tree, start up the Active Directory Domains and Trusts snap-in on either the parent domain controller or your new child domain controller. To do so, click the Start button, point at Programs, point at Administrative Tools, and then click Active Directory Domains and Trusts.

The Domains and Trusts snap-in appears. Expand your parent domain node and you'll find that a node has been added on the tree for your child domain.


	Task 2: Installing Client Computers and Basic Object creation in the Active Directory

	Windows 2000/3 clients (and Windows NT clients) require that the client computer itself (workstation) be registered on the network. This means a computer object must be created in the Active Directory system i.e. the workstation name must first be put onto the controlling Domain Server before installation of the new workstation can begin.
You can create this computer object in the Active Directory using the Active Directory Users and Computers snap-in. 

To start the Active Directory Users and Computers snap-in, click the Start menu, and then point at Programs. On the submenu that appears, point at Administrative Tools, and then select Active Directory Users and Computers. The Management Console window appears containing the Active
 Directory snap-in (see diagram below).


                           



Click the Domain node to expand it, then click the Computers node to open it. Any servers or workstations that have already been added to the domain appear in the Details pane.
To add the new computer (the Windows XPPro, Windows 2000 Professional or Windows NT Workstation) to the domain, right-click the Computers node and point at New on the shortcut menu. Now select Computer from the cascading menu. The Create New Object - (Computer) dialog box appears, as shown in the diagram below.


                       

To specify the computer that you will add to the domain, type the name of the computer in the Computer Name box. 

In our case, we will name the workstations according to the department (Domain) that they are in:

e.g. We have 2 workstations in each of our 4 Domains, we use the following DNS naming conventions:

itws1 & itws2, 
salws1 &salws2, 
purws1 &purws2,
marws1 &marws2,
admws1 &admws2

The default group of users (Domain Admins) that can add a computer to the network/domain is also specified in the dialog box (you don't need to change this; it should remain Domain Admins). Click OK to add the computer to the domain.
After you close the dialog box and return to the Active Directory, you will find that the computer you added to the domain is now listed in the Details pane of the Active Directory. After a Windows XPPro  workstation has been added to the Active Directory, you can then connect the computer to the domain and allow your users to start using the computer for network access. 
Installing/Connecting a Windows XP Pro Client to the Domain
After you've added the client computer name to the domain (on the Domain Controller server), you can then install/connect the Windows XPPro client to the domain. This is done by installing the XPPro client software on the client machine itself.

During the installation of XPPro (software is bootable from CD with appropriate Bios settings; make sure you have the license key available), ensure that you have configured the machine as follows:
· Hard Disc – NTFS formatted
· Language, keyboard settings – UK
· Computer Name – same as that chosen on the Domain DC
· Machine Administrator, Password chosen accordingly (local administrator for XPPro machine, not Domain administrator)
· Note – let the machine be a member of a Workgroup, do not try to join the Domain at this installation stage.

After the software has been installed and after logging on for the first time as the local Administrator, you may need to install the Network Card (Adapter) driver. This can be done via the Control Panel>Add New Hardware. [Intel Pro network cards have their own ‘Intel Express Installer CD’ which auto runs any required Intel Network device drivers].

The last step is to then allow the machine to be a member of the Domain (as opposed to the default Workgroup). To do this, use the following procedures:
i. Start>Control Panel(Classic View)>Network Connection>LAN Connection>Properties
Enter the IP Address, Sub-net Mask and the DNS Address of the Active Directory Service. 
ii. Start>My Computer>Right click on Properties>Computer Name>Change to Domain



	Task 3:  Observational Tasks.

	A).  Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.
B). Investigate and document the main roles and responsibilities of an Active Directory Domain Controller
C). What actions could we take in the event of a Domain Controller becoming unavailable.
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