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Executive Summary
I am a professional organisational consultant specialised in the field of cyber security and maintenance, of a recognised consultancy company has got an approach to resolve a specific issue of cyber-attack which has appeared in Holiday Inn Madrid, located in Madrid, Ciudad Pegaso Street, Madrid, Spain. Usually, Holiday Inn Madrid is considered one of the recognised hotel industries in Madrid, SPAIN. The hotel has received sufficient recognition throughout the world in terms of its customer base and genuine services including lodging, food, and outstanding hospitality. Recently, Holiday Inn Madrid has witnessed a serious complication regarding its cyber security management and database maintenance of the customer. The internal cyber surveillance management of that hotel has seriously been attacked by malicious dark web hackers. Of this serious complication the database operation of the hotel crashed and diverted from the internet domain. Personal information of the customers associated with Holiday Inn Madrid including identity, bank details, location, contact number etc. were circulated and hacked by the unauthorised hackers. The hotel must compensate in terms of the penalty imposed by the SPAIN Government for the violation of the Data Protection Act caused by the attackers of cyber hackers. The hotel was nearly on the verge of destruction.
The hotel then desperately needed support to deal with the cyber security implications and incidentally, Holiday Inn Madrid approached a cyber-security professional consultant of my organization. Some relevant experiments and analyses like STEEPLED analysis were done by the consultant to overview the hospitality management of Holiday Inn Madrid. Then a SOAR analysis was done by the consultant to make an overview of the hotel's strengths, staff, and other considerable areas. A proper table was framed to personify the term SOAR analysis more efficiently. After the SOAR analysis was conducted, the TOWS analysis was conducted respectively by the consultant to examine and highlight the probable future directions for Holiday Inn Madrid. This TOWS analysis also was represented by framing a graphical framework and then a table was followed to state the impacts. The Professional Consultant wanted to portray a realistic condition before coming to fix the cyber security problems. By adopting this analysis, the consultant got a clarified conception of the current condition of Holiday Inn Madrid. Whether the hotel is intentionally trying to circulate the confidential information of the customer to the third party was also checked well by the consultant concerning the customers. 
After the following analysis and experiments were conducted by the consultant then gathered much information regarding the drawbacks and loopholes in the cyber security failure of Holiday Inn Madrid. The many issues which were found by consultant. The consultant found that the cyber security operators of the hotel are not well educated and trained about the advanced conception of cyber intelligence. The online network infrastructure of the hotel was too backdated and complicated which can trouble the other stakeholders of that hotel. Operators are unaware of using strong and complex passwords on the relevant personal websites of the hotel. Proper two-mode verification was not being done in the cyber security. The Antivirus that the company was using to secure its websites from external hackers was not up to date. The third-party interference was at its best in the hotel for which much confidential information of the customers was being circulated. The Internal Threat ratio in the cyber security system of the hotel was also at its peak. The cyber operators of the hotel were way casual in his or her work on protecting the data from the hackers. A ransomware virus threat was detected in the computer software system of that hotel which resulted in hacking the internal software of the hotel. 
After conducting an elaborate detection by the professional cyber security consultant, various recommendations have been suggested to the cyber security and database management department of Holiday Inn Madrid. The hotel was directed to properly educate and train the novice and fresh computer operators. The hotel was suggested majorly to keep updating its websites regularly. A professional and efficient cyber security maintenance operator was directed to be appointed in the hotel workplace. Interference of third parties needs to be highly controlled by the hotel management to secure the personal details of the customers of the hotel. The hotel needs to implement and work more efficiently on adopting artificial intelligence in its cyber security department.
Holiday Inn Madrid has been successful in adopting those significant recommendations to resolve the complications of its cyber security and database management. The hotel has invested a lot to install highly secured artificial intelligence-enabled database management software. The hotel has also invested well in providing proper training to the novice and fresh staff regarding cyber security information. The hotel has been recovering gradually from previous disasters with the help of an appointed professional consultant. Gradually the additional cost incurred by the hotel to deal with different kinds of issues. In addition to these, the study has also been used SOAR analysis as this analysis is easy and simple to understand and is based on effective goals for managing market trends and business. It has been observed that the hotel has invested a lot to provide training related to cyber threats to the freshly recruited operators. Unauthorised websites have been blocked and authentic VPN applications have been installed in the computer system of the hotel.
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[bookmark: _Toc159838922]Introduction
This research is going to discuss the security department of the Holiday Inn Hotel, Madrid. The location of Holiday Inn Madrid, Spain is based at Ciudad Pegaso, Av. de Aragón, 402, San Blas-Canillejas, 28022 Madrid, Spain. This is an elegant hotel that is close to Marid Airport with a bar and restaurant. They offer free Wi-Fi services and create new meeting rooms in their hotel premises. Holiday Inn Madrid- hotel is walking distance from the Airport (IHG, 2024). This hotel is based on new AC conference rooms, a 156-room property and there are lobby where customers can print their documents. There is an option for free breakfast, mini gyms are available and complimentary water for their guests. There are various amenities for the Hotel which are based on enjoying delicious dining options, business services, fitness and recreation and laundry and housekeeping purposes. Different amenities are based on restaurants, Wi-Fi, lounge, baggage storage and fitness centres. Holiday Inn is IHG’s biggest hotel brand that is developing traveller numbers by developing customer service rates. Holiday Inn Hotel in Madrid is facing issues related to security breaches that are mainly based on cyber-attacks. Cyber-attack threats have created barriers for the hotel industry (Khanraet al., 2021). They are facing security issues related to social engineering, system intrusion and primary web application attacks. Insider threats, weak passwords, malware, and ransomware have created barriers for the Holiday Inn Hotel in Madrid. Hotel industries are facing cyber security threats for using different smartphones, computers, and smart home systems (Sharma and Gupta, 2021). Cybercriminals are creating negative impacts on those types of devices for managing guests' information, launching various activities, and managing financial data. As per the comment of Florido-Benítez (2024), threats, lack of proper visibility, and lack of properly documented processes are creating barriers to managing cybersecurity-based challenges for the hotel industry. The main purpose of Holiday Inn, Madrid is to help business customers, manage leisure guests and become familiar with staying places. It was opened in 1952 and it is an award-winning global icon they have an expanding pipeline in the world. The mission statement for Holiday Inn, Madrid is based on working together to deliver proper commitment, managing services, and delivering hospitality products to control strong moral systems and help the community. As per the comment of Bellantuonoet al. (2021), internal strategy consultants are defining the issues and identity of the organisations that need to be improved. They are looking for the development of employee satisfaction rates and defining profits and management. 
This research study is going to discuss the issues related to cyber-attacks that are mainly faced by the Holiday Inn Hotel in Madrid. As viewed by Costanet al. (2021), various factors are creating barriers to cyber capacity management purposes that are based on the lack of inadequate availability and sufficient funding. An overview of the hotel is going to be made based on those aspects. Income rate, reputation, scope, and feedback are going to be evaluated for this research study. STEEPLED analysis it made to know different types of business evaluation, strategies and solving issues for managing daily operations. SOAR analysis is based on proper strategic planning that helps to manage the current position of the people's ideas and manage work vision. Different change management models are going to be examined in this research study to define issues and deliver proper solutions for effectively solving those issues. Action plans are going to be made based on defining problems, delivering proper solutions for the problems, defining desired outcomes, and managing time and dates.















[bookmark: _5y9a9fuwq492][bookmark: _Toc159838923]Analysis
Holiday Inn Hotel has faced issues regarding cyber-attacks that are creating cloud attacks, IoT attacks, ransomware attacks and mobile banking malware. A security breach is negatively affecting hotels' reputations publicly and damaging business. There are various causes of cyberattacks which include malware, phishing, the internet of things, economic disrupts and SQL injection. Other reasons are based on worms, theft, social engineering, and DNS tunnelling. Guest feedback is creating a significant role in the hotel industry (Park et al., 2020). Holiday Inn Hotel is trying to develop its reputation rate by responding to all the reviews, creating buzz for the brands, and using social listening for the development of the advantages.  Holiday Inn has increased its overall revenue rate by the end of the year 2022 and the worldwide revenue rate is 3.4 billion GBP (Statista, 2024). 
[image: ]
Figure 1: Gross revenue of Holiday Inn
(Source: Statista, 2024)
Madrid Hotel has faced challenges to cyber threats and unauthorised access to various time technology departments. This hotel group has faced barriers in managing bookings and controlling other applications and they are trying to manage all systems quickly (IHG, 2024). They are facing claims that IHG allowed hackers to manage access and create network disruptions for managing personal information. 
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Figure 2: A proper distribution in tourism and hospitality business in the SPAIN based on employment and size.
(Source: Statista, 2024)
In 2012, the total employment size in the SPAIN hotel sectors was approximately 81% for the micro and macro businesses. The tourism and hospitality sectors are the main key factors for social and economic success and for delivering £66bn Gross Value and managing 3 million people (Statista, 2024). Overall employment among the hotel industries is around 76% in the SPAIN those are from the age of 16. 
[bookmark: _th5oz3jjo3yw][bookmark: _Toc159838924]STEEPLE Analysis
STEEPLED Analysis is managing a proper technique that is helping business evaluation, and strategy and solves issues for managing daily operations. As per the comment of Richter et al. (2022), this model helps to determine and manage new opportunities and depends on various factors those are including economic, technological, social, ethical, political, and environmental factors. 
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Figure 3: STEEPLED Analysis
(Source: Saidova and Muminjonova, 2022)
[bookmark: _Toc159838925]Social Factor  
· Work-life balance is managing overall experiences and managing proper demands for the hospitality sectors for managing retreats, and entertainment among the hospitality sectors.
· In the year 2021, 2.4 million people will be involved in delivering food services and managing business accommodations for the tourism sectors in the SPAIN (Bhattacharya et al, 2021).
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Figure 4: Total number of employees in the tourism sectors in the SPAIN 
(Source: Statista, 2024)
[bookmark: _Toc159838926]Technological Factor 
· Advanced technology, mobile technology and big data analysis are creating positive impacts for technology development purposes (Cappaet al., 2021). More deppp
· IoT has created positive impacts in the hotel industry for the development of the guest's experiences for managing systems and devices for security systems and room controls (Peletet al., 2021).
· Contactless payments are creating positive impacts in the hotel industries, the COVID-19 pandemic has defined these contactless payment methods for decreasing the rate of physical contact and decreasing transmission risks (Puriwat and Tripopsakul, 2021). 
[bookmark: _Toc159838927]Environmental Factor
· The Environment Act of Spain has played a positive role in protecting wildlife, controlling water and air quality, and decreasing plastic waste (Averchenkovaet al., 2021). 
· A high range of sustainable practices is creating barriers for the hotel industries and creating impacts for overall development purposes.
[bookmark: _Toc159838928]Economic Factor
· Lack of proper economy is decreasing total consumer spending is decreasing overall demands for hospitality services (Ceylanet al., 2020).
· Inappropriate exchange rates are negatively affecting the purchasing powers of the customers and increasing relative values. 
· Holiday Inn has created negative impacts on the economic aspects and increasing competition rates.
[bookmark: _Toc159838929]Political Factor
· Government regulations and policies have created negative impacts for the SPAIN government in the time of setting proper rules and regulations on this sector (Bardoshet al., 2022).
· Brexit has some negative barriers for the hotel industries in Europe, decreasing investment rates, and tourist visiting rates among the hotel industries. It is decreasing the rate of foreign investors and decreasing attractiveness (Holloway and Humphreys, 2022).
[bookmark: _Toc159838930]Legal Factor
· The Employment Rights Act has played a positive role in managing employment opportunities, workers' rights, and employees' interests (Darmawanet al., 2020). 
· The Data Protection Act is followed by this company for effectively managing consumers' data.
· The Consumers Rights Act plays playing crucial role in protecting consumers' rights to take services and goods from the hospitality sector. 
[bookmark: _Toc159838931]Ethical Factor
· Hotel industries are managing cruelty-free practices and sustainability for managing proper commitment to ethical and responsible business.
· Holiday Inn is implementing cruelty-free practices and sustainability for managing the community and controlling ethical business (Nuneset al.,2022). 
· Most of the hotel industries in the SPAIN follow a code of ethics for delivering proper guidance for professional and ethical behaviour of policies and managing day-to-day operations (Sifatuet al., 2020).
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SOAR analysis defines four different factors including opportunities, strengths, results, and aspirations which are based on strategic planning tools. In the thoughts of Sorooshianet al. (2020), this analysis delivers strategic planning techniques for managing organisational focus which is defining opportunities and strengths for defining results. 
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Figure 5: SOAR analysis
(Source: Eshovet al., 2023)
It is based on result result-based aspirations for managing various trends and strengths for controlling competitive advantages. As viewed by Eshovet al. (2023), SOAR approaches are managing strategic planning, controlling issues, defining organisational learning and analysis purposes. Four major key components for the SOAR analysis depend on opportunities, strengths, results, and aspirations. The main goal of this analysis is to develop proper efficiency for digital and physical security programs. 





	Strengths
	Opportunities

	· Higher visibility and brand values for managing advertising.
· Proper hotel location, proper hotel management systems and internal resources are delivering proper strengths in Holiday Inn, Madrid (Roy, 2021).
· Proper time management, communication, teamwork, and flexibility are creating strengths for the Holiday Inn, Madrid.
· The Parent company has higher brand values and higher customer satisfaction rates that create strengths. 
· Higher profit margin rates, proper hotel locations, tangible assets, full flexibility, and a high brand reputation have created strengths for Holiday Inn. 
· One of the main strengths is based on contributing to the local economy and managing the community (Gasga, 2022).
· Higher profit margin rate creates positive impacts for Holiday Inn, they are providing lower labour costs and managing a high profit margin.
· A higher profit margin is creating positive strengths for the hotel industry by managing luxury resorts and hotels.
· Relationship building and communication have been created strengths for hotel industries by making proper sense.
· Flexible pricing attracts more customers and makes proper sense for market development purposes.
·  The comfortable and safe environment of Holiday Inn delivers offers for them and controls necessary facilities including electricity, beds, and washrooms. 
	· The huge scope for the technology is creating opportunities for Holiday Inn to manage the travel and hospitality sectors.
· Holiday Inn is getting technical advancement by managing robotics for managing services and controlling property management systems. To do so allow accurate  employers training. 
· The hotel industry is managing decision-making aspects controlling lodging and managing opportunities for delivering effective marketing segmentation (Misra, 2020). 
· This organisation is delivering new opportunities for the industry and delivering new and effective ways for defining and decreasing the rate of threats. 
· Uniqueness is creating opportunities for Holiday Inn to deliver higher comfort, attract more customers and help to differentiate competitors. 
· Dynamic prices create opportunities for the hotels by delivering different prices for the same services.
· Huge capacity for accommodation and capacity management purposes for the tourists. 
· Online booking systems are creating positive impacts for the hotel industry for managing booking systems and confirmation purposes.
· The hotel industry is contributing around £20 billion to the economy in SPAIN. 


	Aspiration
	Result

	· Holiday Inn will share all cultural aspects, respecting communities, colleagues, and guests to protect customers. They are trying to make great hotels by delivering true hospitality for the guests. 
	· Madrid Hotel needs to use big data, robotics, and cloud computing AI for managing cyber-attacks. They must implement Cloud for controlling property management systems, booking engines and channel managers for managing the hospitality industry. 


Table 1: SOAR analysis
(Source: Developed by the learner)
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TOWS analysis is based on four different factors those are including opportunities, threats, strengths, and weaknesses. As stated by Fitriani (2022), there are various advantages of the TOWS analysis that are based on focusing on positive and negative impacts, and it is leading to the development of current positions. Those factors are determining strengths, weaknesses, threats, and opportunities. Those are matching weakness threats and external threats, external opportunities and internal strengths, and external and internal strengths and weaknesses. This is delivering proper ideas regarding weaknesses and strengths for controlling threats and opportunities. Businesses need to develop strategic action plans for detecting opportunities and strengths, threats.  Holiday Inn Hotel is managing potential strategies and controlling strategic actions by defining threats and weaknesses. As mentioned by Safari and Amghani (2022), the TOWS framework helps to make, assess, and decide different business strategies. It helps to manage effective marketing strategy, decision defining threats and providing awareness for achieving success. As viewed by Dattaet al. (2020), there are various advantages of the TOWS matrix based on determining strategies for the changing dynamics. This analysis is helping to develop strategic ideas for managing external and internal factors among the organisations. 
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Figure 6: TOWS analysis
(Source: Savari and Amghani, 2022)



	Strengths and opportunities
	Strengths and threats

	· Internal resources and the proper location of the hotels are creating strengths for Holiday Inn
· The proper location of the hotel is attracting more customer’s daily and attracting tourist’s visions and managing guests. It is developing guest satisfaction rates, developing booking rates and increasing profits for the hotel industry (Tomislav and STIFANICH, 2020). 
	· Holiday Inn is trying to manage the proper quality of its products and services in a better way rather than competitors.
· Strengthening cooperation and extensive promotions are creating positive impacts for the hotel industry. 

	Weaknesses and Opportunities
	Weaknesses and Threats

	· Holiday Inn is developing marketing promotion efficiently and effectively.
· Hotel industries have been trying to reschedule different promotional tourism programs through the years. 
	· Lack of promoting cooperation is creating a threat to the growth of the business and creating negative experiences for others.
· Lack of proper marketing segmentations is creating challenges for controlling marketing messages, decreasing loyalty programs and customer satisfaction rates in the business. 


Table 2: TOWS analysis 
(Source: Developed by the learner)

[bookmark: _phwv5eka08j5][bookmark: _Toc159838934]Recommendations and Change Management
After an elaborate analysis of the complicated issue of cyber-attacks in Holiday Inn Madrid, a contemplative and intense understanding has been constructed. As a professional consultancy company, the company has encountered and experienced numerous loopholes and technical glitches regarding the maintenance of cyber security in Holiday Inn Madrid (Ghelani, 2022). 
First, the consultancy company has attempted to detect and analyse the prime drawbacks of the cyber security system of Holiday Inn Madrid, which have resulted in the acute cyber-attack in that hotel (Buttrick, 2009). Generally, a cyber-attack is a kind of malicious and vulnerable online assault to avail unauthorised and confidential access from database management of a computer system. The hackers who are mainly responsible for cyber-attacks usually aim to detonate and demolish a computer system and computer network to steal valuable data and information (Burnes, 2014). With this conception and information, it has been identified by the consultancy company that the cyber security and database management computerised system has been majorly attacked by malicious dark web hackers. As per the comprehensive analysis by the consultancy company towards Holiday Inn Madrid, various computerised cybersecurity-related loopholes have been found (Noordzife, 2014). 
[bookmark: _Toc159838935]Phishing attacks 
The term Phishing is defined as the transference of emails at random that are presented to be an authentic source, but it has been generated by a dark web hacker criminal. The hacker usually is involved in sending these emails to the selected recipients intending to convince the recipients to share information (Whittington, 2020). The consultancy company has detected many serious issues regarding fishing attacks in the computer network system of Holiday Inn Madrid. The company has found uncountable email senders irrespective of whether genuine or fake have sent emails targeting the Holiday Inn Madrid as recipient. The system operator of that hotel has randomly replied to the maximum number of emails. Even some official and confidential information has been unnecessarily and casually sent by the hotel computer system operator through email replies (Gunduz and Das, 2020). It has also been identified that the attackers sophistically created duplicate email accounts in the name of Holiday Inn Madrid and tried to malign the name of the hotel to the existing customers of the hotel.
[bookmark: _Toc159838936]Ransomware
The term ransomware threat is considered one of the worst cyber threats in recent years. Ransomware sabotage is also called one of the most notorious internet security malpractices in the world (Yohanandhanet al., 2020). Generally, the actual objective of this attack is to access the financial information of the users who are involved in paying the demanded amount using online payment websites. In the hotel industry, the respective hotel operators have been facing this ransomware trouble a lot. The consultancy company has detected that the cyber security system of Holiday Inn Madrid has been neutralised by the ransomware virus majorly (Safitraet al., 2023). The attackers intelligently have created such kinds of malicious websites which have been circulated through the internet targeting most of the hotel sectors. Holiday Inn Madrid has fallen into the trap of ransomware threat where the database management system has been critically hacked by the attackers. The confidential information of the customers and other guests has been shared automatically through the ransomware web pages. Holiday Inn Madrid has to compensate much money to fix the issue in the last year (Humayunet al., 2020). This year also the hotel has been on the verge of making the compensation.
[bookmark: _Toc159838937]A distributed denial-of-service (DDoS)
The term A distributed denial-of-service (DDoS) is another critical cyber threat that appeared from internet hackers. It is generally associated with the hotel industry mostly (Lallie et al., 2021). The hackers intended to create such websites through the dark web by which they can access the internal information and consequences of a specific hotel. The computer database system of Holiday Inn Madrid also has been attacked by the DDoS. The security camera management system also has been hijacked by the DDoS. The entire computer system has been impacted majorly by the DDoS. The confidential information regarding the financial statements, budgets, forecasting reports etc. also have been accessed by the attacker (Steingartner and Gelinec, 2021).
[bookmark: _Toc159838938]Payment card attacks
The highlighted term Payment card attacks are considered a major threat to the hotel industry in the world. Holiday Inn Madrid has faced one of the worst situations caused by the payment card attacks (Yeboah-Oforiet al., 2021). The professional consultant has witnessed a major error and miscommunication among the computer operators of that hotel. That is why the computer system has been majorly attacked by payment card attacks. Even the debit card swipe machine software of that hotel has been hacked by unauthorised online sources through a third party.  For the utmost negligence and inefficiency of the computer operator of Holiday Inn Madrid. The bank account details of many customers of that hotel have been frozen and blocked by payment card attacks (Nam et al., 20210.
[bookmark: _Toc159838939]Customer data theft
Safeguarding the identification and valuable information of a customer is essential to the potential improvement of any business and the hotel industry. Customer data theft is considered one of the serious threats to the hotel industry. Unfortunately, Holiday Inn Madrid also has been made victim of that issue (Lai et al., 2020). There is innumerable customer data stored in the computer system but, the hotel computer operator has shown major idleness and inefficiency in protecting the entire database system by activating the safest cybersecurity software. For this reason, the attackers have been successful in accessing the debit and credit card essential data and identifications of the customers of Holiday Inn Madrid (Asadiet al., 2020).
The abovementioned highlighted points are the actual drawbacks and are responsible for hampering the cyber security management of Holiday Inn Madrid. The professional cyber security consultant of the consultancy company has adopted and implemented many infusions which have tried immensely to fix the implications of cyber security attacks in Holiday Inn Madrid. Therefore, the cyber security consultant has mentioned many solutions regarding the fixation of cyber security problems in the hotel (Yu et al., 2021). These are represented as recommendations below.
[bookmark: _Toc159838940]Provide proper education and empower all the staff and associate members.
A hotel without any difficulty can adopt any kind of cyber threat-solving network connection and software. It will matter seriously how a cyber-operator is technically advanced in operating the entire cyber system well (Ozdemiret al., 2021). So, according to the suggestion of the professional cyber security consultant the staff are directed to get training from specialised cyber security professionals. Holiday Inn Madrid is suggested to invest money in providing proper user-friendly training to the staff to cope with upcoming cyber-attack issues. 

[bookmark: _Toc159838941]Upgrade of cyber network infrastructure
It is very necessary for the hotel industry to regularly update their cyber networking software to protect it from vulnerability. Holiday Inn Madrid has been properly directed to keep updating their database management software. They must protect the POS system which is very essential to store the entire identification details of a customer (Rahimianet al., 2021). The hotel has been suggested to set complex passcodes to stabilise the POS system. Dual-factor verification has been recommended to implementation in the hotel cyber security system. Authentic antivirus software and strong VPN activation have been suggested to be implemented in the system management. The hotel has also been recommended to keep filtering the external unrecognised mail chain (Ghelani, 2022).
[bookmark: _Toc159838942]Security Capacities Assessment of Vendor
Many cyber threats are executed through third parties. Holiday Inn Madrid has personally so many third-party vendors who generally work under that hotel to assist the customers in booking rooms (Buttrick, 2009). The cyber security operators of Holiday Inn Madrid are suggested to verify its vendors assuring that all the vendors have presently met compliances.
[bookmark: _Toc159838943]Tackling internal threats efficiently
Hotels generally have huge digital evidence as an outcome of all the separate systems they use. In this way, hackers attempt to gain entrance into a network and then they find sufficient access to the system (Burnes, 2024). The cyber security maintenance operator of the hotel has been advised to keep monitoring their self-made internal networking system to detect suspicious acts.
[bookmark: _Toc159838944]Adaptation of powerful VPN software
The cyber security operators of the hotel Holiday Inn Madrid have been recommended to adopt strong VPN software in their cyber network system which can immediately block the vulnerability of unknown websites from unauthorised sources (Ghelani, 2022).  


[bookmark: _Toc159838945]Strong and unique password
The cyber security operators of Holiday Inn Madrid are directed to keep the customer database system by generating strong passwords so that not a single official excluding the IT Admin and system operators can access this database randomly (Noordzife, 2014).
The abovementioned highlighted points have covered the recommendations and management reformation part completely after thorough detection and analysis of the different kinds of drawbacks and loopholes caused by the cyber-attack towards the cyber operation of Holiday Inn Hotel (Buttrick, 2009). After some days, the professional cyber security consultant of the consultancy company went to visit the hotel again to measure and review the rate of success applied by the cyber security operator of the company. The professional cyber security operator has collected that after the analysis and relevant experiments done to deal with the cyber-attacks on the hotel, Holiday Inn Madrid has immensely improved its cyber security and database management software. The hotel has appointed many young efficient cyber security operators in its workplace to deal with the online slags (Ushakovet al., 2020). 
After implementing the recommended strategies and frameworks from the cyber security professional consultants, Holiday Inn Madrid has witnessed sufficient success and development in its cyber security and database management (Zhonget al., 2021). Now the hotel has become successful in storing systematic personal identifications of its customer domain. The hotel is now implementing updated and organised software in operating organisational tasks. Not serious bugs and implications are appearing now in its workplace (Fandakly and Caporusso, 2020). After the elaborate analysis and recommendation made by the professional cyber security consultant, Holiday Inn Madrid has been able to reduce the excessive expenditure arising from the inadequate control of cyber security management. The hotel has been also able to reduce the compensation which was being generated from the defalcation of the customer database and leak of information (Samatovich, 2021).
Finally, it can be discussed that Holiday Inn Madrid has become successful in implementing different kinds of database security protocols in its cyber system management. However, the hotel must spend a big amount of money in the current year for the installation of additional software and cyber security system panels. The hotel has now been much aware of the utmost security and restoration of the information regarding the database management system. The third parties who are engaged in working for the hotel now are being managed properly by the management. The third party have been highly alerted by the hotel management to work positively and securely so that not a single internal information can be circulated (Yanget al.,2020). The hotel has improved the receipt and payment process software and made it user-friendly. The hotel has been regularly updating its websites in the browser so that users can deal with the latest websites regarding the hotel. Holiday Inn Madrid also has modified the social media channels of the hotel. Now individuals can be able to get information on social media platforms. The hotel has immensely modified its management system. Novice employees have been replaced by professional and experienced ones. Though these are the actual outcomes that Holiday Inn Hotel has witnessed, the hotel is still working on improving its cyber security.  
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	Number
	Problem
	Solution
	Desired outcome
	Time
scale
	Completion
Date
	Planned
Budget

	1.
	Cyber security 
	Issues related to cyber security are based on prioritising, identifying and remediating vulnerabilities. There are various ways to mitigate cyber security that are based on employee training, providing strong passwords, and paying proper attention to physical security (Baron and Armstrong, 2007). 
	Cyber security is decreasing downtowns and decreasing revenue loss for specific systems and data (Ramadan et al., 2021). It will help industries decrease the rate of data breaches, phishing attempts, and malicious activities. Along with this, this is delivering skill and knowledge for safety purposes and organisations are getting success from cyberattacks.  
	4 months 
	June 2024
	30,000 GBP

	2.
	Data breaches 
	The use of strong passwords and authentication for delivering proper protection for personal data is trying to prevent data breach-related issues (Ernest et al., 2023). Along with this, different tools including anti-spyware, firewalls and anti-virus software are important tools those are helping businesses against data breaches. 
	A proper data breach response planning is managing responses and entities for data breaches and decreasing overall impacts (Newton, 2010). Along with this, proper reputation management strategy is managing online meetings, delivering proper responses for managing feedback and defining issues to prevent reputation images. 

	3 months 
	April 2024
	10, 000 GBP

	3. 
	Managing online reputation 
	Positive reputation can be achieved by creating proper keywords, delivering positive online customer reviews, and managing brand mentions (Subramaniamet al., 2011). Along with this, it can be achieved by developing credibility, and trust, managing online reputations and developing brand images. They need to follow a long-term strategy for managing breaches and decreasing the rate of threats. 
	Reputation management is needed for the development of overall revenue rate, increasing opportunities, and determining the reputation rate. A positive online brand reputation helping others to develop credibility and trust and manage target audiences. Brand reputation helps customers develop credibility, trust and loyalty among other customers and negative impacts decreasing company image and sales. Brand reputation is done by defining customer reviews, and defining brand reputations (Rust et al., 2021). 
	2 months 
	March 2024
	5,000 GBP


Table 3: Action Plan
(Source: Developed by the learner)
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This research study has been described regarding the Holiday Inn Hotel in Madrid, Spain. The main problem has been based on cyber security, data breaches and managing online reputation in the hotel industry. A proper overview of Holiday Inn Madrid has been examined based on scope, interest rate, growth rate and revenue. Along with this, the location of the hotel, total rooms and background of hotels have been defined in this research study. Different theories and models have been defined for this research study. Various frameworks have been examined that are based on SOAR, STEEPLED and TOWS these frameworks are helping to define issues and challenges. A proper analysis has been made based on defining the impact of cyber security in the hotel industry. The cause of cyber security impacts of negative feedback, income, scope, and reputation rate have been defined for this research study. They are facing different threats for managing hotel industries which are based on a lack of proper safety concerns, data privacy and inappropriate guest behaviours. Positive reviews are increasing bookings and managing higher occupancy rates and consequences among the hotel industries. Lewis Chnage's management theory has been used in this research study and has been based on three different stages including unfreeze, refreeze, and change. Overall success rate and impacts have been measured for strategic management purposes. An action plan has been made based on defining problems. Those problems have been based on data breaches, cyber security, and online brand reputation management purposes. Possible solutions have been delivered for mitigating those issues in the hotel industries in SPAIN. Desired outcomes have been analysed by effectively mitigating those issues. Time scale has been analysed based on 2 to 4 months and required budgets have been examined for this research study. 
Coming to points of the actual threats and attacks that the hotel has faced are related to its cyber security manipulation. A professional cyber security consultant was approached by the hotel to detect the actual implications that the hotel is facing. The professional consultant studied and experimented well through thorough analysis and interpretation. The consultant has found several major drawbacks and loopholes that were creating trouble in the database management and cyber system software of the hotel. The protected data and information were being circulated through the third party to the cyber hackers. The online payment website was manipulated and crashed by the cyber-threatening bugs which troubled the customer so much. The debit and credit card details were hacked by the cyber hackers. Ransomware was found on the personal website of the hotel. This ransomware was troubling the internal software of the hotel. After the recommended strategy made by the professional cyber security consultant, the hotel gradually got recovered and back to its previous form.
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