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In recent times, information security has become a matter of concern for FinSecure Ltd (FSL) after a string of incidents. These events have highlighted weaknesses within the company's IT infrastructure and highlighted the need for a reconsideration of its information security policies. This report will seek to address these weaknesses and provide guidance on possible solutions, procedures and policies that can be implemented in order to counter them.
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To begin with, these concerns are not exclusive to FSL; with the increasing digitisation of offices and businesses, the incentive for hackers to attack them has only grown larger. In the recent WEF Cybersecurity Outlook January 2025[4], 72% of the respondents described an increase in cyberattacks.  Without proper security and informed staff, data breaches and malware become an inevitability.
In order to address FSL’s issues, understanding the CIA triad is essential. Confidentiality - Data must be accessible to only the appropriate people, Integrity - data must remain accurate and uncompromised, availability - data must be accessible when it is needed.
One highlighted issue facing FLS has been phishing- the act of sending emails containing malicious files or links.
With the rise and easy accessibility of generative AI technologies, scams, phishing and social engineering-based attacks may grow to become even more convincing. A study by Hoxhunt found that as of 2025, AI-made phishing scams were 24% more effective than humans, and the amount of phishing has increased by 4,151%[2]. AI can scrape data on an employee from social media or company websites and use it to generate tailored messages that are more likely to fool the victim. Although the chances of this succeeding on one individual may not be guaranteed, AI scams are easily scalable and automated- everyone is a potential target. Another more recent tactic employed in phishing scams is using QR codes posing as digital signature requests that link to malicious sites or download malware onto the victim's device[3].
	The first step towards dealing with the increase in influx and effectiveness of phishing is simply filtering. If the company is using its own network with its own mail provider, then it would be most effective to block emails from unknown addresses or simply have them flagged as spam by default or to use Advanced Phishing Filters. However, some will likely still get through, so it is essential that employees receive proper training and instructions on avoiding clicking any links or QR codes from spam emails or downloading any attachments.

A much more severe threat to the company is the attempts at unauthorised access, which could be caused by a multitude of reasons, such as: lax passwords, unsecured devices or lack of properly implemented access levels.
A useful way to shield against this could be to enforce the use of more secure passwords. Passwords that use characters from a greater pool of available characters (e.g. lowercase letters, uppercase letters, numbers & special characters instead of just plain words) will be much harder to crack. Other passwords that should be avoided include- generic sequences such as ‘123’ or ‘abc’, identifiable personal information such as one’s own last name and passwords that have been associated with a data breach elsewhere. In order to ensure passwords aren’t being left out of date, it is advisable to mandate regular resetting of passwords. Logins can be further secured by utilising a 2FA system, requiring users to enter a code from elsewhere, such as a message or authenticator app. Additionally, former employees should have their accounts removed from the systems or disabled as soon as possible for maximum security.
There are also other ways a person might gain inappropriate levels of access without knowing any passwords. If the perpetrator is physically present in an office, they may be able to use a device that hasn’t been logged out to elevate their access level[5]. As such, it is key to have a system that automatically logs out devices that are idle after a certain amount of time, making sure that sessions are ‘short-lived’ and the window to take advantage of them is limited. Employees who use work devices from home or outside should be instructed on the importance of making sure they are not accessible to anyone else.
A relatively new tactic amongst hackers has been ransomware attacks. These involve malware (typically arriving at a network through phishing) that locks a device and threatens to delete its contents unless a payment has been made (usually through cryptocurrency). Ransomware was cited as the top concern by 45% of companies in the 2025 global cybersecurity outlook[4].
	In addition to the same defences used against phishing scams in general, another important defence is to maintain regular backups of important data which will help minimise damages incurred by ransomware and other malware and maintain the database’s integrity.
	Vulnerability
	Recommended Policy

	Unauthorised access
	Maintain intrusion detection systems (IDS/IPS).
+
Users should only be able to access what they need to see (Principle of Least Privilege)

	Outdated software
	Bugs and backdoors in software are found by hackers all the time. It is important to update software as soon as it is feasible.

	Lax passwords
	Mandate the usage of a greater combination of characters + forced resetting of passwords at regular intervals

	Unattended devices
	Session management - automated logouts

	Phishing scams
	Spam filtering + train employees to disregard suspicious emails
+firewalls configured to scan & delete incoming downloads

	Social engineering
	Training employees on social engineering tactics


Fig 1. A threat table summarising some of the threats facing FSL and appropriate policies to address them 
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Fig.2 A flow chart depicting a basic monitoring and response system for FSL
Figure 2 is a rough idea of how an incident at Finsecure may pan out with a robust response system. Issues that are taken care of automatically by the firewall are noted for later. Issues that cause more problems require the administration to be notified, followed by an analysis of what went wrong, this may provide insight on how to further update the policy.

The policy should not be static but rather should be robust. When there is an issue it should be analysed after it has occurred and used to update the policy.
An important concept when it comes to designing a policy for a network is Principle of Least Privilege[8]. Employee Accounts should be given differing access levels that only allow them to read and edit what they need to use for their jobs. Compliance with governing organisations such as the GDPR is also important in order to minimise legal rebound should the worst occur.
Sites such as sans.org and cynomi were used as inspiration and reference for the creation of this security policy [9][6].
1. Access Management Policy:
Individuals within the organisation should be given different access levels based on their role, with everyone having access to only the data they need and higher administrative roles being able to access information from the lower tiers.
0. Password Management Policy:
Passwords should have a variety of characters(upper case,lowercase, special characters and numbers) and should be automatically reset every 6 months with repeat passwords banned.
0. Backup Policy:
Important data should be regularly backed up and stored separately and securely in order to prevent a loss of accessibility should corruption or other issues occur. 


0. Redundant Data Policy:
Personal data about former employees or customers should not be kept for longer than it is needed, as it would violate GDPR.


0. Breach Management Policy:
Should a potential breach be identified, it should immediately be reported to server administration. The cause of the breach should be identified and analysed, then used to update policy and training.


0. Device Security Policy:
Company devices used outside of offices should not be used by anyone other than the employee they’re given to. Any connection to the network and accessing of company files should be protected with encryption

[bookmark: _Toc197978168]Training
Much of the previous threats mentioned in this report propose training as a solution- this is because employees/end users will always be the weakest link when it comes to data security. In the global cybersecurity outlook[4], only 14% of organisations said they felt their employees were properly equipped for cybersecurity measures. It only takes one click for confidential information such as company assets, private emails, or employee personal data to be leaked. As such, it is important that a training program is implemented and taken seriously.
It is not only important to teach employees about safe practices but also to make sure they understand the potential dangers and take information security seriously; A study by H. Choi, S. Park, and J. Kang[7] found that the perceived level of threat had a significant effect on emplyee responses, with employees generally following security policies more strictly with mid level threats.
In order to ensure employees follow security procedures, it would be ideal to deliver targeted training programs. If the company does not see it fit to create its own training modules, there is a wide variety of training courses available online that could be used to educate employees on information security practices. 
It is important to avoid punishing or severely reprimanding employees for breaches, as it incentivises not reporting them.
In order to make sure employees are remaining alert to dangers, simulated attacks can be employed regularly such as: fake phishing emails, penetration testing and USB drop tests. When employee clicks a fake email or uses a decoy USB it can be noted for future training.
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In the current day and age, there is a rising number of threats adding to an already existing pile of troubles when it comes to Information Security. In order to keep with the arms race against malicious entities such as hackers and scammers, it is important to keep an up-to-date Information Security Policy. Finsecure Ltd particularly stands to benefit from a comprehensive, adaptive, and well-enforced policy that not only addresses current vulnerabilities but also anticipates future threats such AI scams and the increased volume of attacks. Based on the occurrence of phishing scams, FSL would also benefit significantly from an overhaul to its information security awareness training for general employees. 
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