LITERATURE REVIEW

2.1 Introduction

The purpose of this chapter is to review current literature to identify current pieces of legislation and strategies that are in place to the UK’s national security, particularly focusing on UK police forces and counter terrorism organisations. The aim of the review is to also examine the causes and effects of Terrorism within the UK, and how the respective organisations detect, prevent, and combat those events. It will consider the effectiveness of strategies and programmes in place by these organisations to identify any gaps in current literature and provisions that may be considered in the future to assist in the prevention of terrorism. Lastly, the review will analyse current challenges and evolving threats to consider whether they are appropriate with modern day terrorism. The first chapter will provide an understanding of the first objecting in this dissertation:

[bookmark: _Hlk141182029]To comprehend the term ‘Terrorist’ and explain the cause and effect of Terrorism within the UK from 2000 to Present.

The literature review below contains a range of sources which have been obtained from the University of Wales Trinity Saint David’s (UWTSD) online library, Google Scholar, Google Books, online books, and Blackstone’s Handbook for Policing Students.

2.2 What is Terrorism?

2.2.1 Terrorist definition and Perception.

According to Karimi et al., (2017), there isn’t a clear definition for Terrorism however, it can be summarised as the instillment of fear, loss of life, and destruction on a global scale. This assists in understanding that there is a lack of general conception and knowledge regarding the general understanding of what Terrorism is. Due to the lack of understanding on definition, raising awareness to bridge the gap on misinformation and increase general knowledge can only provide positives. Supportive of this literature Singer (2015) notes, an international consensus has provided insight into the objective and subjective factors of a crime of international terrorism in times of peace, which include three main factors:
(i) “Acts normally criminalised under national penal systems.”
(ii) “Which are intended to provoke a state of terror in the population or coerce a state or international organisation to take (or abstain from) some sort of action.”
(iii) “Are politically or ideologically motivated.”
Therefor the term Terrorism can be perceived as a genus to cover a wide range of acts.

Modern terrorism can be referred to as the ‘Religious Wave’ often referred to as the ‘Jihad era’ shows that although violence on the behalf of religion is not a modern theory, the current terror attacks that occur nowadays provide insight into how impactful religion is on the human subconscious (Rapoport, 2011). 

2.2.2 Significance of studying terrorism in the UK (2000-present).

Studying terrorism in the UK is important for numerous reasons. Firstly, since 2000 the UK has been victim to various major terrorist attacks, such as the 7/7 London bombings in 2005, and the Manchester Arena bombing in 2017. To comprehend the factors that contribute to terrorism and analysing the methods utilised by terror groups can assist in further development of effective counter-terrorism strategies and programs, inevitably enhancing national security. 
Secondly, the UK has been actively seeking to involve themselves in international efforts to combat terrorism, by studying terrorism experts can provide important insight into these initiatives. The UK’s involvement into intel sharing with other countries emphasises the importance of understanding the modus operandi of terrorism. 
Furthermore, the study of terrorism assists in the identification and risk assessment of potential near threats and radicalisation factors within the UK. The information and intelligence gathered from studies such as literature reviews can provide crucial knowledge for identifying prevention methods, intervention methods and rehabilitative programs to treat radicalisation and extremism appropriately. 

2.3 Causes of Terrorism within the UK (2000-present).

The causes of terrorism within the UK from 2000 to present are dextrous and can be influenced by infinite factors, the list if not exhaustive (Al Sumait et al., 2009). In this literature review I will provide the most common themes to provide insight into the main causes of terrorism in the UK.

2.3.1 Islamist Extremism and radicalisation.

Extremism and radicalisation among the Muslim communities have been major issues in the UK. Extremist concepts have an impact on vulnerable individuals, inspiring them to commit violent acts of terror as well as recruit others to assist (Piazzi, 2011). To address this threat and foster community ties against extremism, the British Government implemented counter-radicalisation measures (Saggar, 2019).

2.3.2 Radicalisation and extremism.
Prominent factors contributing to the causes of radicalisation in the UK are social exclusion, persons who are isolated, and resentment towards the UK. These factors play a key role as driving forces for each individual sharing extremist ideologies (Frank & Gruber, 2012).

2.3.3 Jihadi networks.

The rise in jihadi networks across the world such as the Islamic State (ISIS) and Al-Qaeda have increased the likelihood of terror attacks in the UK, these networks have used modern day technology such as social media and other online platforms to infiltrate governments, recruit, inspire, and radicalise British citizens to direct their attacks on British soil (Hossain, 2015). Jihadi inspired ideological motivations relate to extremists who only accept Islam as the path to human righteousness and believe Jihad is the main belief in Islam. Jihadi’s support Sharia Law as outline for current Muslim society and believe it should be mandatory, they also wish to bring about change through means of violence in place of peaceful political agendas (Freilich et al., 2014).

2.4 Far-right extremism and radicalisation.

The UK has witnessed a concerning rise in far-right extremism and radicalisation (or domestic terrorism) since 2000. According to Home Office UK (2021), groups such as Combat 18, National Action, and Britain First whose aim are to target ethnic and religious groups, LGBTQ+ communities, politicians and public figures, and national institutions and infrastructure. There are several contributing factors regarding radicalisation which share the same methods as Islamic extremism such as the exploitation of online platforms to spread propaganda, recruit members, and organise acts of violence on the British public (Rushchenko, 2019).

2.5 Homegrown Terrorism.

This refers to persons who were either born or raised in the UK who’ve become involved in extremist activities via radicalisation, local networks, social media and extremist websites, and local communities with radical ideologies (Aly, 2013). Cities with large diverse communities have local preachers or influential figures who exploit vulnerable individuals to disseminate their propaganda and ‘brainwash’ them into sharing terrorist theories (Jore, 2020). Previous research suggests vulnerable people are more at risk of being radicalised within education departments such as students and how they present risk to those persons, their families, and the public (Chisholm, Coulter & Public, 2017).

2.5 Socioeconomical Factors.

Socioeconomical factors play a key role by influencing terrorism within the UK. According to Krueger (2018), economic deprivation and lack of education cause people to adopt extreme views and resort to terrorism, the correlation between those and political extremism resonates to government officials and other high profile political members of society in the UK and the world. The “Draft Report on Young Muslims Extremism” states the issue Muslims in the UK experience is a feeling that divides the Muslim community, specifically young men who are disaffected by Muslim beliefs pose a threat to become isolated, this includes those who are well educated and have good wealth prospects (Turnball, 2004). 

2.5.1 Social marginalisation and alienation.

When individuals or communities feel excluded from society, they may seek a sense of belonging through extremist ideologies or groups. The feeling of alienation can lead to a sense of grievance, resentment, and anger. Terror groups exploit these areas of vulnerability for their own gain to recruit these individuals who feel disconnected and provide them with a sense of purpose and belonging. The addressing of social marginalisation and promoting inclusiveness is a key factor in preventing grooming and radicalisation (Cincu, 2016). 

2.5.2 Economic disparities and grievances.

Literature from Frammolino (2016) states, disadvantaged populations may experience feelings of resentment and unfairness resulting in extreme economic disparity, which may prompt some people to look for radical alternatives or joint extremist organisations. Terrorist groups may take advantage or these differences by posing as advocates for the underprivileged and pledge to solve economic inequities. Economic inequality can also limit access to basic necessities such as healthcare, education, and food, further escalating social tension (Jackson & Lacey, 2007). 

2.6 Political Factors.

British terrorism has also been influenced by political reasons. The nature of terrorism in the United Kingdom has been shaped by conflicts and political developments on national and international scales (Richards, 2011). Meierrieks & Gries (2013), describe participation in overseas army operations may have exacerbated resentments among Muslim communities, inspiring terror events as a method of protest or retaliation. Additionally, terrorism has been used to oppose governments to pursue their own agendas which conflicts with political ideologies, it is essential to comprehend and address these elements to create successful counterterrorism programmes (Park & Bali, 2017).

2.6.1 UK Foreign policy and national security interventions.

The UK has taken proactive initiatives to combat terrorism through a variety of strategies, including British Army interventions, intelligence sharing, and diplomatic alliances. Interventions such as these aid to dismantle terrorist networks to weaken their strongholds and prevent future attacks (Sandler, 2014). Through diplomatic alliances, countries across the world can become more stable and lessen the attractiveness of extremism making it harder for recruitment to take place (Azam & Thelen, 2010). Additionally, increased levels of security such as border control and prevention initiatives within schools, universities and communities have proven to reduce levels of homegrown terrorists and recruitment drives (Blomberg et al., 2011).

3. Effects of terrorism within the UK (2000-present).

Terrorism has a profound affect on numerous areas of the world whether it be directly or indirectly. Those directly affects would include members of the public who have been injured, killed, or fearful of the likelihood of being victim to such thing. Whereas indirectly affected can be considered those who are subject to racism, harassment, victimisation and so on. For example, Muslim communities to this day are stereotyped members of the public as well as Far Right groups for being ‘Terrorists’ simply because of their appearance and/or beliefs (Abbas, 2019).

3.1 Human casualties and injuries.

Worldwide, terrorism has claimed many lives and injured even more. Numerous people have been hurt, traumatised, and their lives destroyed. Despite causing physical destruction, terrorism has a negative psychological and emotional impact on individuals, communities, and nations (Baucum & John, 2020).

3.2 Analysis of major terrorism attacks and their impact.

In 2017, London and Manchester saw four attacks by terror groups using vehicles, explosives and knifes to kill and injure members of the public. Johnson (2019) notes a total of 36 people were killed in these attacks, and almost 200 were injured. According to Anderson (2017), although concerning, these attacks in fact united the UK from all races and beliefs to grieve, mourn and empathise with those who were victim to these attacks. However post-attack crimes and incidents did increase, according to the Victim Support Organisation there was a 59% rise in hate crime cases following the Manchester attack. 
Diana Fawcett, Victim support’s operations director stated: 

“When a tragic and horrific terror incident happens, it affects so many lives. ‘We know that incidents such as these can sadly trigger hate crime and these figures show how innocent people across the country have suffered merely because of their race and religion. ‘It is important that people across the country stand together and are united. We must not allow terrorists to cause a divide among us as that is what they want (Fawcett, 2017)”.

Evident of a knock-on effect, direct attacks provide insight into the indirect consequential effects caused as a response to the attacks. Whether this was one of the terror groups aims or not, it is a detrimental impact to British society and its communities (Corbin et al., 2002).

3.3 Psychological trauma and post-traumatic stress disorder (PTSD).

Beside death, physical injury is considered the most impactful outcome of terror attacks. Acts of terror have been shown to have an immediate and long-term negative effect on members of the public’s mental health (Paz et al., 2016). PTSD can affect people who have experienced or seen terrorism-related incidents. Given that terrorism entails violence, anxiety, and a sense of helplessness. It has the potential to cause severe trauma (Foa et al., 2005). The risk of having PTSD increases for those who have personally experienced events such as, first responders, witnesses, and those who have lost loved ones to terrorist circumstances (Dolberg et al., 2010).

4. Legal and Security measures to combat terrorism.

Measures to combat terrorism must aim at both political and violent forms but must also retain basic values and legitimacy, this includes legal policies, data protection restrictions, and other ethical approaches (Walker, 2011).

4.1 Strengthening of counter-terrorism legislation.
In the UK, the government enacted the Infrastructure and Projects Authority (IPA) for its ability to bulk collect and retain electronic data communications with the assistance of employees to decrypt the data. The examination takes into account human rights and legal acts for an ethical approach to detecting terrorist activity, this identified evidence that terror groups had familiarised themselves with modern communication technology and were using it to radicalise, groom and orchestrate terror attacks (Bartlett et al., 2013). There were also findings that some legislative measures had failed to combat terrorist communications such as:
Section 1 of the Terrorism Act 2006 – The use or threat is made for the purpose of advancing a political, religious (racial) or ideological cause.
Section 2 of the Terrorism Act 2006 – The offence to distribute a terrorist publication with the intention of encouraging acts of terrorism (Terrorism Act, 2006).

Section 57 of the Terrorism Act 2000 – A person commits an offence if he possesses an article in circumstances which give rise to a reasonable suspicion that his possession is for a purpose connected with the commission, preparation, or instigation of an act of terrorism.
Section 58 of the Terrorism Act 2000 – Make it’s an offence to collect or make a record of information of a kind likely to be useful to a person committing or preparing an act of terrorism (Terrorism Act, 2000).

The utilisation of doctrinal methodologies or ‘letter of the law’ rather than law in action makes it near impossible for counter terrorist programmes to monitor the entire UK populations communication data, and that pre-emptive measures such as these were in fact criminal offences (Boer, 2015).

4.2 Impact on civil and individual rights.

Human rights are universal principles that set out legal framework to defend people and groups from criminal action that violate fundamental rights, entitlements, and human dignity. These treaties are universal and protect individuals against torture, inhuman or degrading treatment, punishment, and many others (College of Policing, 2015). Alternatively, terrorist group aims are commonly known to disrupt those rules of law and attack the values at the centre of the United Nations (UN) objectives. Terrorism has a direct impact on numerous human rights such as the right to life, freedom and integrity, causing instability towards peace, safety, social and economic growth, the fundamentals of human rights (Carter & Carter, 2009). To satisfy the obligations the UN have set out, effective counter-terrorism measures are required to be in place to prevent those rights from being withheld. The difficulty within those rights set out is the duties nations have to protect all individuals, proving difficult for them to combat terrorism without being in breach of their own practises. The complexity of challenges counter-terrorist organisations face are significant, most countries have noted they are met with a double ended sword when attempting to combat terrorism, they are also breaching their obligations under human rights law to obtain information and intelligence for prevention and national security (Hale-Ross, 2018).

4.3 Emerging challenges and evolving threats.

The conflicting aim to prevent terrorism and retain human rights proves challenging, as seen above. The obligations to maintain domestic security falls short of human rights and most counter-terrorism measures are in fact adopted from pre-existing legislation. Despite this, in exceptional circumstances certain restrictions are permissible, enabling countries to use necessary flexibilities whilst also complying with their obligations under the human rights act such as:
A. In the pursuance of a legitimate purpose – The pursuance of interfering with an individual’s rights must be legitimate to prevent terrorist activity.
B. Necessity and proportionality – any limitation the individuals human rights must be necessary in the pursuit of a more pressing objective (Council of Europe, 2005).

4.3.1 Adaptation of terror tactics and strategies.

Home Office UK provide a counter-terrorism strategy (CONTEST) notes the internet continues to make radicalisation content more accessible and that pre-existing methods that require a face-to-face activity is become less often, proving more difficult for prevention strategies to be imposed (Home Office, 2023).

4.3.1.1 Technology.

Technology is readily available across the globe, accelerating availability of modern technology and online platforms inevitably providing opportunities to hide terrorist networks, spread propaganda and enable terror attacks (United Nations, 2008). Artificial Intelligence (AI) has implications for counterterrorism and the threats terrorists behold, terror activity will continue to become more sophisticated with the likes of end-to-end encryption and the option of anonymity when communicating online. Again, Human Rights laws play a key role alongside the General Data Protection Regulation (GDPR, 2018), recipients of data from the GDPR are shared securely IF strictly necessary to the organisations such as the Police, Home Officer, Immigration, Probation, and other relevant agencies (Lancashire Country Council, ND).

5. Conclusion.

This chapter achieved the first objective:

To comprehend the term ‘Terrorist’ and explain the cause and effect of Terrorism within the UK from 2000 to Present.

In conclusion to this literature review, it is evident there’s a considerable amount of research that has been carried out by counter terror organisations, governments, and councils to assist with the understanding of the term terrorist, the cause and effect of terrorism, and the efforts and implications of countering it. The literature review revealed previous search has concluded that terrorism is a multi-faceted phenomenon that is every changing, and as a result of that research with be on-going indefinitely. The purpose of terror attacks is consistently described in literature as anti-governmental terror groups who wish to disrupt nations that have alternative agendas to themselves (Frammolino, 2016).  The literature review also found that the vulnerabilities of people who face diversity, alienation and resentment often seek purpose and a sense of inclusiveness within terrorist groups (Cincu, 2016). The literature review outlines that there are certain gaps in the research regarding the restrictions on investigatory powers under The Terrorist Acts whilst complying and coinciding with The Human Rights Act.
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