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[bookmark: _Toc71054574]Introduction
The following report discussed the broad topic of Cloud Computing. The author dives into what cloud computing is from the different types of Cloud Services to its benefits and draw backs. While looking into the benefits and drawbacks for cloud computing, the cost implications are also discussed in terms of the decisions a company would face while migrating to a cloud service provider. Moving on from these topics, the report discusses to major development features of cloud computing, virtualization through using virtual machines and the user of docker and containerisation. These benefits and drawbacks to both these approaches and then discussed in more detail before rounding off the report with an evaluation of the in-class exercises that were completed.


Introduce the report, brief overview of each of the sections that will be discusses.

[bookmark: _Toc71054575]Cloud Computing
[bookmark: _Toc71054576]What is Cloud Computing
Cloud computing simply, is the delivery of such services like “servers, storage databases, networking, software, analytics and intelligence over the internet” [1], allowing users and companies alike to use these separate features while not physically have the software locally. There are many businesses now using cloud computing for a variety of different reasons. These reasons consist of, data storage and backup, email, virtual machines, software development and testing, data analysis and web application hosting [2]. Cloud hosting is all about accessing data across the internet. Rather than storing your applications or document on a hard drive locally, taking up physical storage on your device, cloud computing does not as it is all accessed from the internet. There are three types of cloud computing all varying in what they offer. The first of these types are Iaas, or otherwise called, Infrastructure as Service. This is the most common form of cloud service. This type of service offers the infrastructure for the use of virtual servers and computers, networks, and data storage. The use of this form of cloud computing allows for flexibility for a business as they do not need the physical storage for several computers, a network, or servers to store their data on as it is accessed in the cloud, likewise in terms of scalability, they can increase server size or virtual computers at the click of a button. The second of the three options is Paas, Platform as a service. In this option, a cloud computing company “deploys the infrastructure and software framework” which the business then develops on their own in terms of networking and or software. This option really benefits a company who has multiple developers working together on the same website or application. The final of the three services, Saas, Software as a service. This is type of service that involves a piece of software being deployed to a company on a subscription basis which can be used by said company to manage their sits and software from one “central location” [3]. Other than the types of service provided, there are also different form of cloud computing available. These forms are Public Cloud, Private Cloud and Hybrid Cloud. Public cloud environments are owned and operated by “third-party cloud service providers” [1] where all the needed resources are provided over the internet. An example of a provider is Microsoft Azure. In this case, a company pays for access and therefor get access to the resources but do not own them, the resources are owned by the provided. The second type of cloud computing is Private. A private cloud is not owned by a third-party company, it is directly owned by the company using it. It can be stored by hosted by a third-party company, but it will be “physically located on the company’s onsite data centre” [1]. The third and final form is Hybrid cloud computing. This is where a combination of public and private clouds. These two clouds are then linked together by technology that will allow all the companies data and application to be shared between both clouds. The hybrid cloud option allows for greater flexibility to a business’s existing infrastructure [1].

[bookmark: _Toc71054577]Cost Implications
There are cost implication to cloud computing in terms of if the service is worth it on a cost front as to what the business wants. To decide whether a business should run their infrastructure on the cloud or not, they must investigate specific areas of cost within their data centres “even as it dramatically reduces the upfront costs of computing that deter many organizations from deploying many cutting-edge IT services” [4]. The first of these checks is to consider whether the software the business is using is companiable with a Cloud Service Provider. Obviously, this is a major factory to be considered, especially as if the company were to switch, it could cost them a lot extra to redevelop with new software and update existing projects. Which links into the next consideration of whether the software being used will cost more once migrated to the cloud or not. If a company was only created a bill of such amount but this was going to increase on the cloud then the cloud computing option would not be a smart one, however for example the user of virtual machines are a prime example. A company would be charged for running costs on a virtual machine, this would not apply to when the machine is inactive. This skips the initial start up cost of purchasing a machine and the hardware that goes with it, likewise the physical space needed to house a machine, so in many cases a virtual machine would save a company, potentially a lot of money. This also applies to storing data. However, on the other hand, if a company were to need to increase storage of their server, or even a machine, this would require extra hardware to be ordered and installed, whereas with cloud computing, additional storage can be added at the click of a button, yes it would be more expensive, but this is essentially the exact financial requirements the company would have to price up, while considering future projects and or work. The security on these cloud services are also something else that has to be considered. Considerations such as increases in costs, will the data of its customers and or staff meet the legal requirements. The final consideration is in terms of deployment and support from third party. Moving to cloud services will change the way a company may deploy and host an application so this will require new techniques and methods to be potentially adopted. This would lead to more training for members of staff which adds to the workload of a business and takes their staff away from doing their main job. An example of this scenario to be considered is if a business were hosting their own applications, what would the costs savings be by switch do the cloud. Looking at the running costs of the two servers to compare would be very important, just as the performance side of things would be, which would add to the additional cost of the hosting. If a company had to be slightly more initially to set up and migrate their projects, but in the long run were saving money in terms of maintenance but also physical space and cooling for their data centres then it would make complete sense for them to move over to cloud computing [5] [6].

[bookmark: _Toc71054578]Benefits of Cloud Computing
Cloud computing has such a vast variety of benefits to a business or to any user, not just from a cost point of view. These benefits are discussed below.
[bookmark: _Toc71054579]Cost
The cost saving in most situations of cloud computing is one of the biggest factors in cloud computing. It irradiates the cost of buying and setting up hardware and software while also getting rid of the need for in house data sites which would need constant power. While also taking away the need for constant management of the infrastructure which would all be taken care of by Cloud Service Provider [1] [7].
[bookmark: _Toc71054580]Speed/Performance
Another string to the bow of Cloud Computing is the sheer speed and performance. Firstly, looking at the speed side of this point. With just a click of a button, the storage of a server or an extra virtual machine can be added so quickly, as said at the click of the button, so there is no delay to a company’s work schedule. On the performance side of things, “the biggest cloud computing services” all run on a worldwide network allowing user access anywhere, while also keeping up to date with the latest and newest technology and fast and efficient hardware to provide the fastest connections possible to any user [1].
[bookmark: _Toc71054581]Agility
The agility of Cloud Computing is another major benefit to this method. It gives a company or user the option to use a variety of different technology and allow anyone to “build nearly anything” that they want. The agility leads back to the cost section where a user can “spin up resources” as and when they are required and add to their resources for added performance or downgrade for a period of time if a specific technology is not required. Rather than overcompensating for busy periods these resources can just be upgraded to deal with day to day demands there and then [2] [8].
[bookmark: _Toc71054582]Security
Cloud Service Providers overall will offer a variety of different security policies so that a business always has a model to fit their requirements and only help to increase and improve the security of store data or an application from security threats. Cloud service providers always monitor the security of client’s data very closely, which takes this task and pressure of a company allowing them to dedicate more time, elsewhere [1] [7].
[bookmark: _Toc71054583]Loss Prevention
The final of many benefits of cloud computing is loss prevention. Many companies may have lots of data stored in data centres but like, just on a normal office machine. If hardware were to fail, this could cause a large amount of data to be lost, permanently, if regular backups were not made. This is where Cloud Computing offers a huge benefit, where the data stored in the Cloud is backed up on its own by the Provider, likewise if there was to be a hardware failure in the providers data centre there would be more backups already in place [7] [8]. 

[bookmark: _Toc71054584]Drawbacks of Cloud Computing
[bookmark: _Toc71054585]Internet Connection
Cloud Computing is based around being access from the internet, allowing access remotely anywhere on the planet. This also poses a drawback, if one is not able to access the internet, they will not be able to access the data that they need. Whereas having data locally stored on a device would allow a user to access it regardless of the ability to connect to the internet [9].
[bookmark: _Toc71054586]Technical Issues & Support
If a Cloud Provider were to have a technical issue or a company was to have one of their own, unlike with their in-house infrastructure when they could solve the problem themselves, an issue with the cloud would require a phone call to be made to customer support which is not always available any time of the day, which could lead to down time for their software and their customers [9] [10].
[bookmark: _Toc71054587]Downtime
System downtime ties in closely with the previous discussion on technical issues and support. There is always a possibility for a Cloud Service Provider to have downtime through something as simple as a loss of power causing all access to their services to come to a halt. This can vary from, website or app downtime, loss of connections to services like virtual machines or even something as simple as email, all providing huge implications to a business and their customers [9].
[bookmark: _Toc71054588]Reliability and Scalability
The reliability and scalability within Cloud Computing are two of the biggest benefits of using this service, whether personally or for a business. As advertises on Microsoft Azures website, their cloud computing service makes data backups and disaster recovery all to allow a business to continuously operate without any major problems [1]. Yet more points to add to the reliability of cloud computing is the ability to access the service from anywhere with an internet connection from any type of device, while also having a safe and secure connection to the services. The scaling of Cloud Computing refers to how easily a system can adapt to different demands that a business may encounter. This can be broken down into Cloud elasticity, vertical scaling, horizontal scaling, and auto-scaling. Elasticity refers to the ease of adding or removing a resource in a cloud service, which as previously mentioned can be done at the click of a button. Vertical scaling refers to the update or upgrade of a specific resource, an example of this would be increasing the storage to a server. Horizontal scaling refers to “building out” a system, such as adding additional processing power to a virtual machine or server before finally, looking at auto scaling which refers to a cloud provider, for example Amazon Web Services who offer auto-scaling to allow constant high performance depending on demand of a resource. All of this can be done very easily, with the click of a button or just turning on a setting in the setup. To conclude this section, Cloud Computing is very reliable and scalable [1] [11] [12] [13].
[bookmark: _Toc71054589]Virtualization
Virtualization and virtual machines are a process used by using specifically design software to create and environment or machine separate from the physical computers operating system, “Virtualization is basically making a virtual image or “version” of something such as server, operating system, storage devices or network resources” [14] It is used to “emulate the hardware of a physical computer with a complete operating system” [15]. This is done by the software creating an “abstraction layer over computer hardware” allowing the ability to have two operating systems. This has its own impact in terms of development of an application. If an app were being developed using Virtualization with a Virtual Machine this would force a company to purchase the software before installing it on their hardware to emulate a system. This would mean having two OS’s on one system which would lower the performance if the right hardware was not present [16].

There are advantages to using Virtualisation in the development of a Node.js application is that a VM is much simpler to create and use in terms of its tooling ecosystem as well as being able to run docker in a virtual machine anyway while keeping it separate from the development system. The use of virtual machines to support applications that need a complete operating system is when they really come into their own, especially in comparison with containerisation. Another major use of VM’s is over a longer period with applications and deployment as their life cycle is much longer than a container [17]. 
[bookmark: _Toc71054590]Docker Containers
Containerization is done using docker. It is an alternative to virtualization. Docker stores the application with its own software but using the operating system of the host computer it is installed on which makes it much less demanding on the system. Using containerisation in the development of a piece of software or an application allows it to work on a variety of different devices without any compatibility issues as the docker container acts as a server almost, “Docker containers ensure consistency across multiple development and release cycles, standardizing your environment [18]”, storing the backend server to the database that it uses for connection all locally on a system, rather than requiring a connection to a companies database or server. This allows multiple users to work on software and transfer their work back and forth without having to configure their systems to deal with updates or new code [19] [20].

Some of the big advantages of docker containers is that it is a lot cheaper than virtualisation as a full OS is not required by the software while also leading to faster boot times due to a less demanding process. As mentioned above, the portability of docker is one of its biggest benefits, “it can be written for one host environment and then ported and deployed to another, as long as the new host supports the container technologies” [19]. In a workplace environment this is a huge advantage of Virtual Machines.
[bookmark: _Toc71054591]Evaluation
From the process of developing a web server and service in the in class it was clear to see the many advantages of using the process beginning with the use of typescript to create the node.js web server with express, the ability to add additional packages with node package manager and finally, the use of running the application through a docker container.

[bookmark: _Toc71054592]Typescript
Typescript was what was used to create the application. Typescript was used to program the sever before it was compiled into vanilla JavaScript. Typescript is a plainer language compared to that of JavaScript. Creating the backend routes and variable was much quicker in TypeScript as there was no complex dynamic typing involved as this sating type is the difference between the dynamically typed language of JS. In terms of debugging, TypeScript would catch errors during the exercise before the application was run, which would only be picked up once the application is running, and something would not work as it was meant to.
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[bookmark: _Toc71054593]Node.js
Node.js was the language of choice for the web server. Node had a few rather important number of benefits to using this language. The first of the benefits were the use of the node package manager (NPM) which will be discussed in the following section. It was clear to see from the in-class exercises how fast and efficient node was to use. Having the ability to add additional packages. Using the likes of express and axios made this process very simple. This was another advantage of using node as there are so many different free tools available to use in development. Using express, this package made it very easy and quick to define the route of the application based on HTTP protocols while also being just a quick to customise, not requiring the configuration of the server to be changed.
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Axios was one of the packages that linked into the node.js application. This package was used to create the routes the application would use on the frontend with ajax. The biggest benefits to axios over a standard fetch request is that is supports older browsers as well as the new, allows you to set timeouts as well as being able to abort requests, while also working perfectly in tandem in node.js.

[bookmark: _Toc71054595]Node Package Manager
Node package manager was one of the biggest benefits to using node. This service made it simple and fast to install all the dependencies that were needed to create the application from install express into the server, likewise axios and the typescript compliers to be able to program in typescript. This software made it easy to get a variety of different modules to add to both the server side and client side. Some benefits of using NPM was the fact that packages could be install locally just to this project, or globally if needed, like wise if the package were only needed for development purposes it could be split up from the rest of the applications packages. An example of this would be with the typescript compilers. These were needed in the development of the application but were most certainly not needed on production variation of the app which meant avoiding having redundant packages attached to the app.

[bookmark: _Toc71054596]Docker
The final piece of the puzzle was the use of docker in the exercises. Docker was used for hosting and running the web server locally whilst also containing the postgres database. The use of docker in these exercises made it very easy to configure and use a database for the application whilst also running the server on the same container, just in a different image. This made it easy to manage the system and made it very quick to boot up the application as it was all stored in the docker container. Having the docker container run the database along with the server made it simple to make the required get requests and post requests that were used to display and add data within the application, without the need to configure a link to an external source.
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Conclusion
To conclude this report, cloud computing is becoming increasingly popular as it takes so much pressure off the business. It is clear to see in terms of development, the easy at which collaboration can take place and between different devices and operating system, just to name a few reasons. From a business standpoint of view, it would most definitely save a business on overheads, especially ones with their own data centres while having many additional benefits other than overheads, especially in terms of scalability. To conclude, cloud computing is a popular service many businesses use, and it is clear to see that this is the way forward.

An evaluation of the code and website that was created can be seen in the youtube link as followed https://youtu.be/zEAiU26H89k but a video file can also be found in the code upload too.
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import express from ‘express’;
import path from ‘path’;
import Axios from "axios';

let port: number - 805
let server = express();
let dirname: string - _ dirname;

// for parsing application/json
server.use( express.json() );

// for parsing application/x-wai-form-urlencoded
server.use( express.urlencoded({ extended: true }) );

dirname = path.join(dirname, *..");
server.use(express. static(path. join(dirname, "/public’)));

server.post(/addstudent’, async (req, res) => {
try
{

let containerName: string = "webservice”;
let serviceResponse = await Axios.post( http://${containerName}:1339/students , {
name: req.body["name-textbox"],
age: req.body[ "age-numberbox”],
course: req.body[ "course-textbox"]
s
console.log("Service response - ${serviceResponse.status} );
res.redirect("thanks.html");

¥

catch(error)
i
il

console. log(error);
res. status (403).end();

server.listen(port, () => console.log( Example web server listening at http://localhost:${port}));
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