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1. INTRODUCTION
1.1 Context and Background
The Fourth Industrial Revolution (Industry 4.0) has brought a revolutionary change in the manufacturing world because of the wide use of Industrial Internet of Things (IIoT) technologies that allow for real-time data exchange between machines, sensors and cloud systems [1]. These interrelated systems have made significant contributions to improvements in operational efficiency, leading to predictive maintenance, real-time monitoring, and intelligent automation in the manufacturing world [14]. The transformation has had significant impact on the global economy, and is estimated to boost manufacturing productivity by 10-25% and enable the manufacture of a product valued at around $1.8 trillion by 2025 [16].
The Manufacturing Threat Landscape 2025 report indicates that manufacturing is the highest targeted industry sector in the world, with 1,466 documented ransomware incidents in 2025, which is a 56% year-over-year increase [14]. 
1.2 Research Problem
Current security architectures are based on perimeter security concepts, separating networks into internal and external segments, and securing them with firewalls and intrusion detection systems [4]. In these models, after authentication, the entity is trusted implicitly for a long time within the network perimeter [14]. 
First, the increased attack surface due to the fusion of IT and OT has caused the perimeter to effectively disappear [3]. Heterogeneous devices (legacy OT systems, sensors and actuators, cloud-based platforms) create many attack surface vulnerabilities [8]. Second, when a trusted entity within the network is breached, the trust placed in the entity allows an attacker to spread through the network undetected, which can result in operational disruption, equipment damage and even safety hazards [12]. 

1.3 Research Aim and Objectives
Objectives:
1. To perform a systematic literature review on the approaches of ZTA and techniques of Micro-segmentation that can be used in IIoT environment [6]
 2. To create a zero-trust approach using micro-segmentation policies for IIoT devices with diverse characteristics [4][6] 
3. To realize a prototype of the proposed concept in the testbed smart factory environment [13]

1.4 Significance of the Research
This research is beneficial for research and industrial practice [10]. The academic value is a consequence of gaps in the literature identified, such as the lack of a systematic mapping of ZTA components to the constraints specific to IoT and the interaction of ZTA enforcement with application-layer communication in industrial settings [6][15]. 
It is a significant industrial plant. The model could support the implementation of regulatory requirements such as NIS2 [18], IEC/ISA 62443 and GDPR, which require organisations to have a certain level of security controls that are demonstrated.






























2. LITERATURE REVIEW
2.1 Introduction to the Literature Review
The aim of this literature review is to analyse and evaluate the current research landscape of the zero-trust architecture (ZTA) and the micro-segmentation in relation to Industrial Internet of Things (IIoT) and smart manufacturing environment [6]. This reviews the important trends, theories, technical frameworks and gaps identified in the proposed study. It covers peer-reviewed journal articles, industry standards, and government publications of the last 5 years, focusing on NIST Special Publication 800-207 which is the most authoritative guideline for ZTA [4]. 
2.2 The Shift from Perimeter Security to Zero Trust
Traditional security architectures employ a perimeter-based model where everything internal to the corporate network is trusted by default [14]. This approach was designed to protect static servers and endpoints; however, it has become inadequate for emerging technologies including serverless applications, containers, mobile endpoints, IoT, and cyber-physical systems [4]. 
There are several notable milestones along the way to the evolution of zero trust. The idea was initially presented in the "de-perimeterisation" security concept of the Jericho Forum in 2004. Forrester's Kindervag officially coined the term "zero trust" security in 2010, and the cybersecurity industry started a systematic exploration and practice of it [14]. In 2014, Google published its BeyondCorp project which provided a comprehensive account of how to ZTA design and deploy it within an enterprise network [4]. 
The fundamental concept of Zero Trust is to "never trust, always verify" [14].Access control policies need to be set on information from as many sources as possible, including device health, and the type of resource being accessed [5][14].













2.3 Micro-Segmentation as a Core ZTA Enabler
One of the most important technologies that make up the core framework of industrial zero trust is identified as micro-segmentation, also known as micro-isolation [6]. Wang et al. present a comprehensive description of migration strategies and evaluation techniques for ZT architectures in industry [6] and review the main technologies namely authentication, software-defined perimeters, micro-segmentation, trust evaluation and secure communication channels. 
Network segmentation and micro-segmentation are essential elements in operational technology (OT) security, creating a barrier to network traffic and preventing lateral movement by attackers while maintaining a secure network perimeter for critical infrastructure protection [12]. 
The practical application of micro-segmentation extends to isolating every manufacturing phase from others, ensuring that even if one phase is compromised, attackers cannot move laterally to other production phases [12]. 
2.4 ZTA in Smart Manufacturing and IIoT Environments
The implementation of the Zero Trust approach in the context of IIoT is still in its infancy, and in need of thorough and systematic investigation [6]. However, since the dawn of Industry 4.0, a huge amount of investments have been made in smart manufacturing, adapting to supply chain in real-time and linking digital and physical worlds through the use of IoT, cloud computing and data analytics [2].
1. IT/OT Convergence: As operational and information technology systems grow closer, industrial systems are exposed to growing and more sophisticated cyber security threats [2][3].
2. Legacy system incompatibility: This is another obstacle that is associated with legacy system incompatibility and high availability requirements in OT environments in implementing modern security controls [8][10]. 








2.5 Key Contributions and Research Gaps
2.5.1 Major Contributions
There are some important advancements in the field of zero trust for IIoT. ZTA implementation is based on the NIST SP 800-207 framework [4]. Google's BeyondCorp project proved enterprise-wide zero trust is feasible [4]. Rao et al. presented a holistic zero trust model for smart manufacturing which includes micro-segmentation, device discovery, and compliance management [7]. Wang et al. systematically reviewed the state of the art in industrial ZT, examining the key technologies and real-world applications of IZT, as well as the current research interests and potential future directions of IZT [6]. 
2.5.2 Identified Research Gaps
Although these efforts have resulted in a number of contributions there is still a number of gaps. First, the research and application of ZTI in IIoT is still in its infancy [6]. Second, the existing systematic mapping of ZTA components to IoT-specific constraints, such as computational constraints, as well as hardware-level and lightweight protocol considerations, is limited [15]. Third, the interaction between ZTA enforcement and the application-layer communication in industrial applications is still scarcely explored [15]. 
2.6 Theoretical and Technical Frameworks
This research is based on the theoretical framework of NIST Zero Trust Architecture [4]. According to this framework, access requests never allow direct access to resources; all communications go through a Policy Enforcement Point (PEP) [4]. The requestor is authenticated before it arrives at the PEP and the request is validated at the Policy Decision Point (PDP) with policies configured [5].
1. Software-Defined Perimeter (SDP): Software-Defined Perimeter (SDP) is a solution architecture for the zero trust implementation that has been developed by the Cloud Security Alliance (CSA) [4].
 2. Zero Trust Network Access (ZTNA): Gartner first coined the term Zero Trust Network Access (ZTNA) in 2019 and it is becoming the alternative to VPN-based access to critical services [14]. 
3. Dynamic Access Control: This is a control system that allows fine-grained permissions based upon the actual state and environmental data of the access subject [6]. 




2.7 Positioning of the Proposed Study
The study is innovative and extends the work done by the previous studies by addressing several gaps. First, it suggests a holistic ZTA model tailored to the IIoT environment that includes micro-segmentation as part of it [6][7]. Second, it tackles the problem of making zero trust work with non-identity-aware devices, a major hurdle to implementation in industrial environments [8][10]. Thirdly, it offers empirical evaluation by implementing a testbed, adding practical information to support the theoretical frameworks [13].
2.8 Literature Summary

The literature has shown that Zero Trust Architecture, along with the micro-segmentation as one of the key enabling technologies, has great promise for securing the IIoT and smart manufacturing environments [6][12]. Perimeter-based security is no longer sufficient to meet the challenges of IT/OT convergence, the growing number of attack surfaces, and threats of lateral movement, which are the drivers of the move to zero trust [4][14]. Despite the early progress in industrial zero trust research, there are still many unknowns about implementation of legacy devices, optimization of the performance and holistic testingapproach. 






















3. RESEARCH DESIGN AND METHODOLOGY
3.1 Research Design
Design Science Research Methodology (DSRM) is used as the overall research methodology in this research [4]. The research paradigm of DSR is based on the design, development and validation of knowledge that is normative, which is expressed in the form of artifacts for the achievement of certain functions such as security, usability, etc., [6]. Unlike natural sciences, which describe how things are, DSR focuses on how they should be – especially in designing artefacts to solve real world problems.
The following are some of the reasons that DSRLM is suitable for this study. There are several reasons why DSRLM is suitable for this study. The first goal of the research is to develop an artifact, in line with DSR's core objective on creating artifacts [4]. Second, DSR allows for a systematic assessment of the artifact's performance and security at the same time, both qualitatively and quantitatively, permitting to evaluate the artifact's performance and security comprehensively [6]. Third, the iterative approach of DSR allows for improvement of the framework in light of the evaluation results, thus producing an artifact that satisfies functional and security needs.
3.2 Research Methods
3.2.1 Research Strategy
A research strategy is used in this work that is both prototype development and controlled experimentation in a testbed environment [13]. This hybrid solution can be used to generate the zero-trust artifact and to test it in controlled conditions [4]. 
Prototype Development Strategy:
The proposed framework will be based on the principles of zero trust and include micro-segmentation as an integral security measure. In addition to other essential technologies that make up the core supporting framework of industrial zero trust, such as authentication, software-defined perimeters, secure communication channels, and trust evaluation, Wang et al. include micro-segmentation [6]. The prototype will gather these components and include them in the designed architecture which is specific to the IIoT environment [4].







Proposed Architecture and System Design:
The proposed architecture draws from established ZTA frameworks while addressing the unique constraints of IIoT environments. The NIST Zero Trust Architecture provides the foundational model, where access requests never allow direct access to resources, and all communications go through a Policy Enforcement Point (PEP) [4].
 The architecture will incorporate:
1. 2. Policy Enforcing Point (PEP) : It enforces access decisions: it intervenes between requestors and resources [5] 
2. Micro-Segmentation Engine: Performs fine-grained network segmentation with the aim of limiting lateral movement and allowing for different security controls at each segment [12] 
3. Trust Evaluation Component: Evaluates the level of trustworthiness of the device based on behavioural analytics and historical activity patterns [6]
The micro-segmentation design will leverage clustering methods based on machine learning like hypergraph clustering proposed in recent studies that are able to capture complex data relationships and identify micro-segments with similar traffic patterns.
3.2.2 Testbed Environment
The proposed framework will be assessed by setting up a hybrid testbed environment according to the IoT security experimentation best practices [13]. Recent studies highlight the need to combine real devices with virtual infrastructure, maintaining realistic routing, segmentation and monitoring behaviours, for rigorous security experimentation using an IoT setup [13].
The testbed will meet six requirements that were recognized as critical for an IoT security testbed that are fidelity, heterogeneity, scalability, reproducibility, extensibility, and independence [13]. To ensure fidelity, the true device interactions and behaviours will be maintained by incorporating the true IIoT hardware [9]. 
The testbed topology will be partitioned into functional zones:
· Industrial Control Zone: Industrial environment containing PLCs and sensors. 
· Attack Zone: Offensives testing tools of the hosts.
· Monitoring and Evaluation Zone: Contains performance and security monitoring sensors




3.2.3 Data Analysis and Evaluation Methods
It will be evaluated using a multi-dimensional metric matrix, which includes security and performance evaluation metrics [11].
Security Metrics:
	  Metric
	Description
	Measurement Method

	  Attack Mitigation   Rate
	Percentage of attacks successfully prevented
	Compare attacks before/after ZTA deployment [7]

	  Lateral Movement Prevention
	Ability to contain compromised devices
	Simulated breach attempts across segments [12]

	  Authentication Accuracy
	False positive/negative rates
	Controlled authentication tests [4]

	  Policy Enforcement Efficiency
	Percentage of requests correctly enforced
	Policy compliance testing [6]



Performance Metrics:
	  Metric
	Description
	Target

	  Latency Overhead
	Additional delay introduced by ZTA enforcement
	<100ms [11]

	  Throughput
	Requests processed per second
	Comparable to baseline

	  Resource Utilization
	CPU, memory usage on edge devices
	Acceptable for resource-constrained devices [8]





Comparative Analysis:
Performance will be compared against:
1. Baseline – Traditional perimeter based security that is not ZTA. [7] 
2. For any other evidence, the student must reproduce their own.For any other evidence, it must be reproduced by the student. 
Evaluation Techniques:
The evaluation is done using a combination of scenario based testing and systematic security assessments (SSA) [13]. Scenario based testing can be used to verify system components using realistic operation scenarios [13]. 
3.3 Research Materials
3.3.1 Research Data
Data Sources:
1. Simulated IIoT Network Traffic: Emulated devices and traffic generators with typical communication patterns in smart factories (Modbus, OPC-UA, MQTT) [13]
2. Public IIoT Security Datasets: These consist of the CICIDS2017 dataset and other datasets specific to IIoT security for validation [11]
3. Testbed-Generated Data: Network captures and security logs created while experimenting [13]
Data Collection Methods and Tools:
· The system logs of all testbed components [13]
· IDS/IPS Monitoring: Validating Zeek/Suricata for threat detection.
Ethical Considerations:
Testing is all in an isolated testbed environment without link to a production system or real data from industry [13]. Access to the testbed will be under control and will be open only to  authorized research personnel.








3.3.2 Software and Tools
	Category
	Tools/Technologies

	  Network Emulation
	GNS3, Mininet, or similar network virtualization [13]

	  Security Testing
	Kali Linux, Metasploit, Nmap, penetration testing frameworks

	  IDS/IPS
	Zeek, Suricata

	  ZTNA/Policy Enforcement
	OpenZiti or comparable zero-trust framework [8]

	  Programming
	Python (for automation and analysis), Jupyter Notebooks [11]

	  Machine Learning
	scikit-learn, TensorFlow (for trust evaluation components) [6]

	  Data Analysis
	Python (pandas, numpy), R (if required)

	  Visualization
	Grafana, ELK stack for monitoring dashboards















3.3.3 Hardware Requirements
	Component
	Specification

	  Physical IIoT   Devices
	Representative industrial devices (sensors, PLCs, actuators) [9]

	  Edge Gateways
	Devices capable of running security enforcement components

	 Compute Resources
	Workstation or server for virtualization [13]

	  Network Hardware
	Switches, routers for testbed connectivity

	  Cloud Resources
	Optional for offloading computationally intensive tasks [11]

























4. EXPECTED OUTCOMES
4.1 Anticipated Results
As this is a research proposal, actual results are not yet available. The anticipated outcomes, however, are based on the proposed research design and available literature.
Framework Effectiveness:
Through the empirical study of industrial zerotrust security in recent years, the proposed framework is expected to have substantial improvements over the traditional perimeter-based security [7]. In the industrial setting, zero-trust approaches reduced the incidence of attacks by 98.5%, whereas traditional firewalls reduced the incidence by 35% [7] is called to the attention of the reader. The proposed framework is expected to be able to reach attack mitigation rates of over 90% for common attack vectors in the industrial space such as credential theft, lateral movement and supply chain compromise in the case of specific results, depending on the configuration of the testbed and attack scenarios.
Micro-Segmentation Performance:
The adoption of micro-segmentation should help to effectively limit the lateral movement and the "blast radius" of successful attacks [12]. The framework should isolate various manufacturing stages and functions so that attackers cannot transfer from the compromised IIoT devices to the critical OT systems [12]. Successful breaches will have far less potential impact due to this containment ability [6].
Latency and Performance:
Overhead is an important factor to consider in industrial environments. Studies on edge-native zero-trust architectures for Industry 5.0 were recently conducted and found that the latency was 48.2ms [11]. The same performance is expected for the proposed framework with an acceptable industrial tolerances [8] on latency overhead. For legacy device support and resource limited environments, optimization can be a challenge [8].







4.2 Implications of Findings
4.2.1 Theoretical Contributions
The research will help in the academic knowledge of the Zero Trust Architecture in Industrial situations. The research work on ZTA in IIoT is still in the initial phase [6] and this study will provide empirical evidence to theoretical frameworks [4] in the research field. 
1. Zero-trust implementation in resource-constrained environments: A comprehension of how ZTA principles can be implemented in resource-constrained devices [8] 
2. Micro-segmentation for heterogeneous IIoT: Growing knowledge of segmentation strategies for a wide range of device types [12] 
3. Dynamic trust evaluation in industrial context - Contributing to knowledge on 'behavioural based trust evaluation' in OT context [6]
4.2.2 Practical Applications
This study has applied implications for the manufacturing industries [1]. The framework outlined in this paper will offer implementable strategies for further improving IIoT security without the need to replace the legacy infrastructure [10]. 
Key practical applications include:
1. Guidelines for ZTA implementation: 2. Selecting a step-by-step approach to implementing ZTA in manufacturing organisations [4][10] 
2. Micro-segmentation strategies: what works best for industrial network segmentation and the prevention of lateral movement [12] 
3. Legacy device security: Providing practical approaches to integrating legacy OT devices into a zero-trust environment [8] 
4. Regulatory compliance support: Assisting organisations to comply with NIS2, IEC/ISA 62443 and GDPR with proven security controls [18] 










4.2.3 Contributions to Research Community

1. Empirical evaluation: Providing experimental data on zero-trust effectiveness in industrial contexts [7][13]
2. Methodological contributions: Offering evaluation frameworks for assessing ZTA in IIoT environments [6]
3. Open-source artifacts: Making framework components available for further research and validation
4. Comparative analysis: Enabling benchmarking of different zero-trust approaches [6]
4.3 Limitations and Constraints
4.3.1 Technical Limitations
There are a number of technical constraints to be recognized. First, testbed environments are intended to be as close to the real environment as possible, but are not necessarily as complex and unpredictable as manufacturing environments. All operational variables in a production system may not be included in the experimental conditions of experiments [13].
Secondly, the physical IIoT devices could limit the heterogeneity of devices that can be used, forcing the need to use digital twin simulations for certain devices [9]. 
Third, the assessment time frame can constrain the evaluation of performance over time, especially in terms of ongoing operations and degradation over time [11].
4.3.2 Scope Limitations
The focus of this research is on devices that are part of the IIoT in a smart factory environment [1]. There are industrial sectors that are not directly transferable to other industries like energy, transport, or health, though the findings can be adapted to those sectors [6].
Most of the research focuses on the security issues of implementing a zero-trust approach, and optimization is considered a second priority [8]. In production environments, there could be an optimum security/operational efficiency tradeoff that is worth pursuing [11].



4.3.3 Resource Constraints
1. Equipment availability: Representative, or relevant IIoT devices might not be available, due to budget and availability constraints [9] 
2. The time constraint: The time constraint of the research may restrict the number of experiments and analysis [13] 
3. Personnal expertise: Complete replication of industrials environment needs to have expertise in OT [10] 
4.3.4 Generalizability Considerations
1. Heterogeneity of devices: The types of devices in the testbed may not be representative of all IIoT device types [2] 
2. Network topology: The topology of the testbed may not represent all industrial network topologies [13]
3. Attack scenarios: Attack simulations might not cover all attack vectors [7] 
4. Regulatory context: Findings need to be adapted to different regulatory requirements [18]
















5. TIMELINE AND PROJECT PLAN
5.1 Project Timeline Overview
The research project is designed in a 24-week timeframe with four phases that correspond with best practices for implementing IIoT security research [13]. The timeline is organized in a logical sequence starting from the creation of foundational research, and then moving to the design, development, and evaluation phases, where the work of each phase is the basis for the next phase [6]. 
5.2 Major Tasks and Milestones
Phase 1: Literature Review and Requirements Analysis (Weeks 1–3)
	Week
	Activity
	Milestone

	  1
	Systematic literature review of ZTA and micro-segmentation
	Identify key frameworks, gaps, and best practices [6]

	  2
	Analysis of IIoT security requirements
	Define functional and non-functional requirements [8]

	  3
	Architecture design specification
	Produce initial architecture document [4]













Phase 2: Framework Design (Weeks 4–6)
This stage is dedicated to the design of the framework micro-segmentation for IIoT [4]. The three main ZTA technologies that were identified by NIST will be integrated into the design: Software-Defined Perimeter (SDP), Enhanced Identity Management (IAM), and Micro-segmentation (MSG) [4]. 
	Week
	Activity
	Milestone

	  4
	Detailed architecture design
	Complete framework architecture specification [4]

	  5
	Micro-segmentation policy design
	Define segmentation policies and access control rules [12]

	  6
	Testbed configuration planning
	Design testbed topology and resource requirements [13]



Phase 3: Prototype Development and Implementation (Weeks 7–8)
This phase includes deployment of the prototype in an experimental setting and plug-in of the security mechanisms [13]. The prototype will solve these problems by using the concept of zero-trust communication models, in which there is no implicit trust over intermediate nodes [4].
The testbed will take a hybrid form of physical and virtual set-up that will guarantee the fidelity, heterogeneity and reproducibility [13]. The implementation will be based on the NIST "SIM" model, and will include IAM for identity verification, SDP for fine-grained access control, and MSG for micro-segmentation of east-west traffic between internal servers [4].
	Week
	Activity
	Milestone

	  7
	Testbed setup and framework implementation
	Configured testbed with deployed ZTA and micro-segmentation [4][13]

	  8
	Integration, debugging, and testing
	Functional prototype with all components [13]



Phase 4: Evaluation, Analysis, and Documentation (Weeks 9–10)
This last step is dedicated to testing the framework based on security and performance criteria, studying the outcomes, and reporting the outcomes [11][13]. The approach used will be scenario based testing to ensure that all system elements are tested under realistic operational use scenarios, an approach previously shown to be successful in testing IIoT security [13].
	Week
	Activity
	Milestone

	  9
	Security testing, performance analysis, and evaluation
	Complete evaluation results with analysis [7][11][13]

	  10
	Report writing and final submission
	Final research proposal and deliverables



5.3 Resource Allocation
Technical Resources
· We need a workstation for virtualization, testbed components, network equipment [13].
· Software: Network emulation tools (GNS3/Mininet), Security testing tools (Kali Linux, Metasploit), ZTNA framework (OpenZiti or similar), Data analysis tools (Python, pandas, Jupyter) 
· Data sets: Public IIoT security data sets (CICIDS2017, NSL-KDD) and testbed generated data [11] 
· Academic supervisor: Academic supervisor who gives technical advice and check-up [6]

6. CONCLUSION
This study introduces a zero-trust architecture with micro-segmentation to protect the IIoT devices of smart factories. Conventional perimeter security only prevented 35% of attacks. The framework incorporates continuous authentication, micro-segmentation and adaptive monitoring according to NIST standards. The study will deliver theoretical insights, practical skills to implement, and empirical evidence via Design Science Research with testbed experiments. There are limitations in the testbed, but future work involves integrating AI, blockchain, and expanding the testbed to Industry 5.0. This research provides essential information to safeguard manufacturing assets from the changing cyber threats.
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