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Introduction

This report presents an overview of the network and security topology tasks carried out during the laboratory exercise. It includes connectivity testing using ping commands across Windows and Debian virtual machines, specifically within the S-DC and L-CD environments. Each stage of the practical work is recorded in detail, covering vulnerability identification, exploitation and post-exploitation activities, as well as the security measures implemented to reduce identified risks. Screenshots are used throughout the documentation to evidence and support the practical procedures completed.
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Virtual Machine Configuration

Debian Server and Debian Client
Network Adapters:
	•	Adapter 1: Intel PRO/1000 MT Desktop - NAT
	•	Adapter 2: Intel PRO/1000 MT Desktop - Host-only Adapter (VirtualBox Host-Only Ethernet Adapter)
	•	Adapter 3: Intel PRO/1000 MT Desktop - Internal Network (External)
	•	Adapter 4: Intel PRO/1000 MT Desktop - Internal Network (IntLondon)


Windows Server
Network Adapters:
	•	Adapter 1: Intel PRO/1000 MT Desktop - NAT
	•	Adapter 2: Intel PRO/1000 MT Desktop - Internal Network (IntSwa)
	•	Adapter 3: Intel PRO/1000 MT Desktop - Internal Network (External)


Windows Client
Network Adapter:
	•	Adapter 1: Intel PRO/1000 MT Desktop — Internal Network (IntSwa)


Kali Linux
Network Adapters:
	•	Adapter 1: Intel PRO/1000 MT Desktop - Internal Network (IntSwa)
	•	Adapter 2: Intel PRO/1000 MT Desktop - Internal Network (IntLondon)

Results:
S-DC and L-CD Ping
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Ping Kali Linux to all VM 
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Explanation of the Error

“ping: connect: Network is unreachable”
This message indicates that the system does not have a valid routing path to the destination IP address. In this case, the Kali virtual machine is unable to locate a network route to the target host.

Possible Causes

This issue can occur for several reasons, including:
	•	The virtual machines are connected to different VirtualBox network modes, such as one using NAT while the other is configured for Host-Only or an Internal Network.
	•	One or more network interfaces (for example, eth0 or enp0s3) may be disabled or not assigned an IP address.
	•	The IP addressing configuration may be inconsistent, meaning the machines are operating on different subnets.
	•	A default gateway may be missing, resulting in no valid route being listed in the routing table.

Resolution Steps

To resolve the issue, the following actions can be taken:
	•	Configure both virtual machines to use the same VirtualBox network mode, with Host-Only Adapter or Internal Network being the recommended options.
	•	Verify that both machines are assigned IP addresses within compatible subnet ranges. For example:
	•	Machine A: 192.168.1.50
	•	Machine B: 192.168.2.50
	•	Subnet mask: 255.255.255.0
	•	Manually configure network settings on the Kali machine using the following commands:

Assign an ip address:
Sudo ip route add 192.168.1.50/24 dev eth0

Set a default getaway:
Sudo ip route add default via 192.168.1.1

Alternatively, configure different subnet:
Sudo ip addr add 192.168.2.50/24 dev eth0
Sudo ip route add default via 192.168.2.1




Nmap Scan
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Task 2: Nmap Scanning and Vulnerability Identification

This task demonstrates the systematic use of Nmap to identify live hosts, open services, operating system details, and SMB-related vulnerabilities within the target network.

Host Discovery and Initial Scan

The first scan was conducted to confirm that the target system was reachable and active on the network:

nmap 192.168.1.1

This verified the availability of the target IP address and provided an initial overview of accessible ports.

Service and Port Enumeration

To identify open ports and associated services, a service version scan was performed:

nmap -sV 192.168.1.1

The results confirmed that TCP port 445 was open and running the Microsoft-DS (SMB) service, indicating potential exposure to SMB-related vulnerabilities.

Operating System Identification

Operating system fingerprinting was carried out to determine the platform running on the target host:

nmap -O 192.168.1.1

This scan identified the system as a Microsoft Windows-based operating system, which is relevant when assessing SMB exploit compatibility.

SMB Enumeration

Further SMB-specific information was gathered using the SMB OS discovery script:

nmap --script smb-os-discovery 192.168.1.1

This provided additional details including the operating system, SMB version, and host information, supporting accurate vulnerability assessment.

Vulnerability Assessment (MS08-067)

The target system was tested for the known SMB vulnerability MS08-067 using:

nmap --script smb-vuln-ms08-067 192.168.1.1

The output indicated whether the system was vulnerable, allowing confirmation of exploitable weaknesses based on script results.

Comprehensive SMB Vulnerability Scan

To perform a broader assessment, all SMB vulnerability scripts were executed against port 445:

nmap -p445 --script smb-vuln* 192.168.1.1

This scan evaluated multiple SMB-related issues, including security mode configuration, signing status, and potential misconfigurations.


Evidence Summary

All scans were supported with screenshots showing command execution and results, providing clear evidence of host discovery, open port identification, OS detection, SMB enumeration, and vulnerability testing.


Nessus vulnerability scan 
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Nessus Vulnerability Scan Example
	1.	Assign a descriptive name to the scan to clearly identify its purpose.
	2.	Specify the target IP address, for example 192.168.1.1.
	3.	Configure Windows credentials by selecting the Windows platform and entering the username and password for the Windows server or client.
	4.	Configure SSH credentials by selecting SSH and providing the username and password for the Debian server and client.
	5.	Start the scan and allow Nessus to complete the vulnerability assessment.
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Metasploit Framework – Safe Usage Overview

Starting Metasploit

The Metasploit Framework was launched using the following command:

msfconsole


Searching for Modules

Module searches were carried out to identify relevant scanners and auxiliary tools. The search function itself is non-intrusive and does not perform any active attacks.

Commands used:

search smb
search scanner
search ssh
search ftp

Viewing Module Information

To review detailed information about a specific module, the following command was used:

use auxiliary/scanner/portscan/tcp
info

Displaying Module Options

To identify configurable parameters for the selected module:

show options


Configuring Module Parameters

Before execution, required parameters such as target ranges and ports were set. This step only prepares the module and does not initiate any scanning activity.

Example configuration:

set RHOSTS 192.168.1.0/24
set RPORT 22
set THREADS 10


Listing Available Payloads

To view payloads associated with a module:

show payloads


Checking Vulnerability Status

A preliminary vulnerability check was performed using:

check

This command conducts a safe verification to determine whether a target may be vulnerable, without launching an exploit.


Running Safe Modules

To execute scanner or auxiliary modules for information gathering only:

run


Non-Exploitative Scanning Modules Used

The following Metasploit modules were utilised strictly for reconnaissance and service identification, comparable to Nmap scans:
	•	Port scanning

use auxiliary/scanner/portscan/tcp

	•	SMB version enumeration

use auxiliary/scanner/smb/smb_version

	•	SSH version enumeration

use auxiliary/scanner/ssh/ssh_version


Task Completion Summary
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Preventive security measure
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Patching Identified Vulnerabilities

To mitigate identified vulnerabilities, system packages were updated to ensure that the latest security patches were applied.

First, the system package list was refreshed and all installed packages were upgraded:

sudo apt update
sudo apt upgrade

Critical services commonly targeted by exploits were then upgraded individually to ensure they were running the most recent secure versions:

sudo apt install --only-upgrade openssh-server
sudo apt install --only-upgrade samba
sudo apt install --only-upgrade apache2

To verify that the updates were successfully applied, the installed package versions were checked using the following commands:

dpkg -l | grep openssh
dpkg -l | grep samba
dpkg -l | grep apache2
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Conclusion

Through this assessment, I developed a comprehensive understanding of cybersecurity review writing and practical laboratory work, including virtual machine configuration, Kali Linux setup, vulnerability assessment, exploitation and post-exploitation techniques, and the implementation of preventative security measures. Systematically documenting each stage of the lab activities using screenshots provided clear evidence of the processes undertaken and supported effective demonstration of results.

Overall, this task broadened my perspective and strengthened my technical knowledge, particularly in identifying and troubleshooting network connectivity issues such as unreachable errors. It also enhanced my understanding of IP addressing, including the assignment of temporary IP addresses to virtual machines, and reinforced best practices for diagnosing and mitigating common security and networking problems.
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7  auxiliary/dos/http/apache _tomcat transfer_encoding 2010-07-09 normal No Apache Tomcat Transfer-Encoding Information Disclosure and DoS
8 auxiliary/fileformat/odt_badodt 2018-05-01 normal No Libreoffice 6.03 /Apache OpenOffice 4.1.5 Malicious ODT File Generat|
or
9  auxiliary/gather/apache rave creds normal No Apache Rave User Information Disclosure
10 auxiliary/gather/impersonate ssl normal No HTTP SSL Certificate Impersonation
11 auxiliary/scanner/couchdb/couchdb_enum normal Yes  CouchDB Enum Utility
12 auxiliary/scanner/http/apache activemq_source disclosure normal Yes  Apache ActiveMQ JSP Files Source Disclosure
13 auxiliary/scanner/http/apache activemq_traversal normal Yes  Apache ActiveMQ Directory Traversal
14 auxiliary/scanner/http/apache mod_cgi bash_env 2014-09-24 normal Yes  Apache mod_cgi Bash Environment Variable Injection (Shellshock) Scan|
ner
15 auxiliary/scanner/http/apache optionsbleed 2017-09-18 normal Yes  Apache Optionsbleed Scanner
16 auxiliary/scanner/http/apache userdir_enum normal Yes  Apache "mod_userdir® User Enumeration
17 auxiliary/scanner/http/axis_local file include normal Yes  Apache Axis2 v1.4.1 Local File Inclusion
18 auxiliary/scanner/http/axis_login normal Yes  Apache Axis2 Brute Force Utility
19 auxiliary/scanner/http/mod_negotiation brute normal Yes  Apache HTTPD mod negotiation Filename Bruter
20 auxiliary/scanner/http/mod_negotiation_scanner normal Yes  Apache HTTPD mod negotiation Scanner
21 auxiliary/scanner/http/rewrite proxy_bypass normal Yes  Apache Reverse Proxy Bypass Vulnerability Scanner
22 auxiliary/scanner/http/tomcat_enum normal Yes  Apache Tomcat User Enumeration
23 auxiliary/scanner/http/tomcat_mgr_login normal Yes  Tomcat Application Manager Login Utility
24 auxiliary/scanner/http/wangkongbao_traversal normal Yes  WANGKONGBAO CNS-1000 and 1100 UTM Directory Traversal
25 auxiliary/scanner/ssh/apache_karaf_command_execution 2016-02-09 normal Yes  Apache Karaf Default Credentials Command Execution
26 auxiliary/scanner/ssh/karaf login normal Yes  Apache Karaf Login Utility
27 exploit/linux/http/apache_continuum cmd_exec 2016-04-06 excellent Yes  Apache Continuum Arbitrary Command Execution
Bl 28 exploit/linux/http/apache couchdb_cmd_exec 2016-04-06 excellent Yes  Apache CouchDB Arbitrary Command Execution
29 exploit/Llinux/http/atutor_filemanager_traversal 2016-03-01 excellent Yes  ATutor 2.2.1 Directory Traversal / Remote Code Execution
30 exploit/Llinux/http/cisco_prime_inf rce 2018-10-04 excellent Yes  Cisco Prime Infrastructure Unauthenticated Remote Code Execution
. 31 exploit/Llinux/http/cpi_tararchive upload 2019-05-15 excellent Yes  Cisco Prime Infrastructure Health Monitor TarArchive Directory Trave|
rsal Vulnerability
. 32 exploit/linux/http/hadoop_unauth_exec 2016-10-19 excellent Yes  Hadoop YARN ResourceManager Unauthenticated Command Execution
_ 33 exploit/linux/http/piranha_passwd_exec 2000-04-04 excellent No RedHat Piranha Virtual Server Package passwd.php3 Arbitrary Command
Execution
. 34 exploit/Llinux/http/spark_unauth_rce 2017-12-12 excellent Yes  Apache Spark Unauthenticated Command Execution
35 exploit/linux/http/symantec web_gateway lfi 2012-05-17 excellent Yes  Symantec Web Gateway 5.6.2.8 relfile File Inclusion Vulnerability
36 exploit/Llinux/local/kloxo_Lxsuexec 2012-09-18 excellent No Kloxo Local Privilege Escalation
. 37 exploit/multi/http/apache activemq upload_jsp 2016-06-01 excellent No ActiveMQ web shell upload
38 exploit/multi/http/apache jetspeed file upload 2016-03-06 manual No Apache Jetspeed Arbitrary File Upload
B 39 exploit/multi/http/apache mod_cgi bash_env_exec 2014-09-24 excellent Yes  Apache mod_cgi Bash Environment Variable Code Injection (Shellshock)
40 exploit/multi/http/apache roller_ognl injection 2013-10-31 excellent Yes  Apache Roller OGNL Injection
41 exploit/multi/http/sonicwall scrutinizer methoddetail sqli 2014-67-24 excellent Yes  Dell SonicWALL Scrutinizer 11.e1 methodDetail SQL Injection
© 42 exploit/multi/http/struts2_code exec_showcase 2017-07-07 excellent Yes  Apache Struts 2 Struts 1 Plugin Showcase OGNL Code Execution
43 exploit/multi/http/struts2_content type ognl 2017-03-07 excellent Yes  Apache Struts Jakarta Multipart Parser OGNL Injection
44 exploit/multi/http/struts2_namespace ognl 2018-08-22 excellent Yes  Apache Struts 2 Namespace Redirect OGNL Injection
. 45 exploit/multi/http/struts2_rest xstream 2017-09-05 excellent Yes  Apache Struts 2 REST Plugin XStream RCE
46 exploit/multi/http/struts_code exec 2010-07-13 good No Apache Struts Remote Command Execution
. 47 exploit/multi/http/struts_code exec_classloader 2014-03-06 manual No Apache Struts ClassLoader Manipulation Remote Code Execution
48 exploit/multi/http/struts_code exec_exception delegator 2012-01-06 excellent No Apache Struts Remote Command Execution
49 exploit/multi/http/struts_code exec_parameters 2011-10-01 excellent Yes  Apache Struts ParametersInterceptor Remote Code Execution
50 exploit/multi/http/struts_default action mapper 2013-07-62 excellent Yes  Apache Struts 2 DefaultActionMapper Prefixes OGNL Code Execution
51 exploit/multi/http/struts_dev_mode 2012-01-06 excellent Yes  Apache Struts 2 Developer Mode OGNL Execution
52 exploit/multi/http/struts_dmi_exec 2016-04-27 excellent Yes  Apache Struts Dynamic Method Invocation Remote Code Execution
53 exploit/multi/http/struts_dmi_rest exec 2016-06-01 excellent Yes  Apache Struts REST Plugin With Dynamic Method Invocation Remote Code|
Execution
54 exploit/multi/http/struts_include params 2013-05-24 great Yes  Apache Struts includeParams Remote Code Execution
55 exploit/multi/http/tomcat_jsp_upload bypass 2017-10-03 excellent Yes  Tomcat RCE via JSP Upload Bypass
56 exploit/multi/http/tomcat mgr_deploy 2009-11-09 excellent Yes  Apache Tomcat Manager Application Deployer Authenticated Code Execut]
"5 exploit/multi/http/tomcat mgr_upload 2009-11-09 excellent Yes  Apache Tomcat Manager Authenticated Upload Code Execution
58 exploit/multi/misc/openoffice document macro 2017-02-08 excellent No Apache Open0ffice Text Document Malicious Macro Execution
59 exploit/unix/http/contentkeeperweb_mimencode 2009-02-25 excellent Yes  ContentKeeper Web Remote Command Execution
60 exploit/unix/misc/spamassassin_exec 2006-06-06 excellent No SpamAssassin spamd Remote Command Execution
61 exploit/unix/webapp/jquery file upload 2018-10-09 excellent Yes  blueimp's jQuery (Arbitrary) File Upload
62  exploit/unix/webapp/moinmoin twikidraw 2012-12-30 manual Yes  MoinMoin twikidraw Action Traversal File Upload
63 exploit/unix/webapp/projectpier_upload_exec 2012-10-08 excellent Yes  Project Pier Arbitrary File Upload Vulnerability
64 exploit/unix/webapp/spip_connect_exec 2012-07-04 excellent Yes  SPIP connect Parameter PHP Injection
65 exploit/unix/webapp/wp_phpmailer_host_header 2017-05-03 average  Yes  WordPress PHPMailer Host Header Command Injection
66 exploit/windows/http/apache_chunked 2002-06-19 good Yes  Apache Win32 Chunked Encoding
67 exploit/windows/http/apache mod_rewrite ldap 2006-07-28 great Yes  Apache Module mod_rewrite LDAP Protocol Buffer Overflow
68 exploit/windows/http/apache modjk overflow 2007-03-02 great Yes  Apache mod_jk 1.2.20 Buffer overflow
69 exploit/windows/http/apache tika jp2_jscript 2018-04-25 excellent Yes  Apache Tika Header Command Injection
70 exploit/windows/http/bea weblogic jsessionid 2009-01-13 good No BEA WebLogic JSESSIONID Cookie Value Overflow
71 exploit/windows/http/bea weblogic_post_bof 2008-07-17 great Yes  Oracle Weblogic Apache Connector POST Request Buffer Overflow
72 exploit/windows/http/bea weblogic_transfer_encoding 2008-09-09 great No BEA Weblogic Transfer-Encoding Buffer Overflow
73 exploit/windows/http/php_apache request_headers_bof 2012-05-08 normal No PHP apache_request_headers Function Buffer Overflow
74 exploit/windows/http/tomcat_cgi_cmdlineargs 2019-04-10 excellent Yes  Apache Tomcat CGIServlet enableCmdLineArguments Vulnerability
75 exploit/windows/misc/ibm websphere java_deserialize 2015-11-06 excellent No IBM WebSphere RCE Java Deserialization Vulnerability
76 payload/php/shell findsock normal No PHP Command Shell, Find Sock
77 post/linux/gather/enum_configs normal No Linux Gather Configurations
78 post/windows/gather/enum_tomcat normal No Windows Gather Apache Tomcat Enumeration
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root@osboxes: ~

File Edit Search Terminal Help
49 auxiliary/scanner/smb/psexec_loggedin_users
56  auxiliary/scanner/smb/smbl

normal
normal

Microsoft Windows Authenticated Logged In Users Enumeration
SMBV1 Protocol Detection

51  auxiliary/scanner/smb/smb2 normal SMB 2.0 Protocol Detection

52 auxiliary/scanner/smb/smb_enum_gpp normal Yes  SMB Group Policy Preference Saved Passwords Enumeration

53 auxiliary/scanner/smb/smb_enumshares normal Yes  SMB Share Enumeration

54 auxiliary/scanner/smb/smb_enumusers normal Yes  SMB User Enumeration (SAM EnumUsers

55 auxiliary/scanner/smb/smb_enumusers_domain normal Yes  SMB Domain User Enumeration

56  auxiliary/scanner/smb/smb_login normal Yes  SMB Login Check Scanner

57  auxiliary/scanner/smb/smb_lookupsid normal Yes  SMB SID User Enumeration (LookupSid

58  auxiliary/scanner/smb/smb_ms17_610 normal Yes  MS17-010 SMB RCE Detection

59  auxiliary/scanner/smb/smb_uninit _cred normal Yes  Samba netr ServerPasswordSet Uninitialized Credential State
60 auxiliary/scanner/smb/smb_version normal Yes  SMB Version Detection

61
62

normal
normal No

Yes  SNMP Windows SMB Share Enumeration

Authentication Capture: SMB

HTTP Client Ms Credential Relayer

NetBIOS Name Service Spoofer

samba chain_reply Memory Corruption (Linux x86)

Apache Struts ClassLoader Manipulation Remote Code Execution

auxiliary/scanner/snmp/snmp_enumshares
auxiliary/server/capture/smb

70
71
72
73

exploit/windows/browser/java ws_arginject_altjvm
exploit/windows/browser/java ws_double quote
exploit/windows/browser/java ws_vmargs
exploit/windows/browser/ms10 622 ie vbscript winhlp32

2010-04-09
2012-10-16
2012-02-14
2010-02-26

excellent
excellent
excellent
great

No
No
No
No

sun Java Web Start
sun Java Web Start
sun Java Web Start
NS10-022 Microsoft

Plugin Command Line Argument Injection
Double Quote Injection

Plugin Command Line Argument Injection
Internet Explorer Winhlp32.exe MsgBox Code |

MS13-071 Microsoft Windows Theme File Handling Arbitrary Code El

MS14-060 Microsoft Windows OLE Package Manager Code Execution
URSoft W32Dasm Disassembler Function Buffer Overflow
VideoLAN Client (VLC) Win32 smb:// URT Buffer Overflow
Generic Web Application DLL Injection

2015-03-04

//// 63 auxiliary/server/http_ntlmrelay normal No
64  auxiliary/spoof/nbns/nbns_response normal No
65 exploit/linux/samba/chain_reply 2010-06-16 good No
66  exploit/multi/http/struts_code exec_classloader 2014-03-06 manual No
67  exploit/multi/ids/snort_dce rpc 2007-02-19 good No snort 2 DCE/RPC Preprocessor Buffer Overflow
68  exploit/netware/smb/lsass_cifs 2007-01-21 average  No Novell NetWare LSASS CIFS.NLM Driver Stack Buffer Overflow
69  exploit/osx/browser/safari file policy 2011-10-12 normal No Apple Safari file:// Arbitrary Code Execution
xecution
74 exploit/windows/fileformat/ms13_071 theme 2013-09-10 excellent No
xecution
75  exploit/windows/fileformat/ms14_660_sandworm 2014-10-14 excellent No
76  exploit/windows/fileformat/ursoft w32dasm 2005-01-24 good No
77 exploit/windows/fileformat/vic_smb_uri 2009-06-24 great No
manual No

78 exploit/windows/http/generic_http_dll_injection

el exploit/windows/misc/hp_dataprotector_cmd_exec 2014-11-02 excellent Yes HP Data Protector 8.10 Remote Command Execution
- 80 exploit/windows/misc/hp_dataprotector_install service 2011-11-02 excellent Yes HP Data Protector 6.10/6.11/6.20 Install Service
:28 exploit/windows/oracle/extjob 2007-01-01 excellent Yes Oracle Job Scheduler Named Pipe Command Execution
82 exploit/windows/scada/ge _proficy cimplicity gefebt 2014-01-23 excellent Yes GE Proficy CIMPLICITY gefebt.exe Remote Code Execution
. 83  exploit/windows/smb/generic_smb_dll_injection 2015-03-04 manual No Generic DLL Injection From Shared Resource
84  exploit/windows/smb/group_policy startup 2015-01-26 manual No Group Policy Script Execution From Shared Resource
I 85 exploit/windows/smb/ipass_pipe_exec 2015-01-21 excellent Yes IPass Control Pipe Remote Command Execution
86 exploit/windows/smb/ms@3_049 netapi 2003-11-11 good No MS03-049 Microsoft Workstation Service NetAddAlternateComputerN|
__ ame Overflow
. 87 exploit/windows/smb/ms@4 007 killbill 2004-02-10 Tlow No MS04-007 Microsoft ASN.1 Library Bitstring Heap Overflow
‘ 88 exploit/windows/smb/mse4 011 lsass 2004-04-13 good No MS04-011 Microsoft LSASS Service DsRolerUpgradeDownlevelServer
overflow
. 89 exploit/windows/smb/mse4 031 netdde 2004-10-12 good No MS04-031 Microsoft NetDDE Service Overflow
90  exploit/windows/smb/mse5_039_pnp 2005-08-09 good Yes MS@5-039 Microsoft Plug and Play Service Overflow
B 91 exploit/windows/smb/ms@6 625 rasmans_reg 2006-06-13 good No MS06-025 Microsoft RRAS Service RASMAN Registry Overflow
92 exploit/windows/smb/ms@6 625 rras 2006-06-13 average No MS06-025 Microsoft RRAS Service Overflow
93 exploit/windows/smb/mse6_040_netapi 2006-08-08 good No MSB6-040 Microsoft Server Service NetpwPathCanonicalize Overflol
W
~ 94 exploit/windows/smb/ms@6_066_nwapi 2006-11-14 good No MS06-066 Microsoft Services nwapi32.dll Module Exploit
95 exploit/windows/smb/ms@6_066_nwwks 2006-11-14 good No MS06-066 Microsoft Services nwwks.dll Module Exploit
. 96 exploit/windows/smb/ms@6_ 070 wkssvc 2006-11-14 manual No MS06-070 Microsoft Workstation Service NetpManageIPCConnect Ove]
exploit/windows/smb/ms@7_©29 msdns_zonename 2007-04-12 manual No MS@7-029 Microsoft DNS RPC Service extractQuotedChar() Overflow|
exploit/windows/smb/ms@8 067 netapi 2008-10-28 great Yes Mse8-067 Microsoft Server Service Relative Path Stack Corruptio
exploit/windows/smb/ms@9 050 smb2 negotiate func index 2009-09-07 good No MS@9-050 Microsoft SRV2.SYS SMB Negotiate ProcessID Function Tal
ble Dereference
100 exploit/windows/smb/ms1@ 046 shortcut_icon_dllloader 2010-07-16 excellent No Microsoft Windows Shell LNK Code Execution
101 exploit/windows/smb/ms1@ 861 spoolss 2010-09-14 excellent No MS10-061 Microsoft Print Spooler Service Impersonation Vulnerab
ility
102 exploit/windows/smb/ms15 820 shortcut icon_dllloader 2015-03-10 excellent No Microsoft Windows Shell LNK Code Execution
103 exploit/windows/smb/ms17 016 _eternalblue 2017-03-14 average Yes MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption
104 exploit/windows/smb/ms17 010 _eternalblue wing 2017-03-14 average No MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption
for Wing+
105 exploit/windows/smb/ms17_016_psexec 2017-03-14 normal Yes MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remo!
te Windows Code Execution
106 exploit/windows/smb/netidentity xtierrpcpipe 2009-04-06 great No Novell NetIdentity Agent XTIERRPCPIPE Named Pipe Buffer Overflo,
W
107 exploit/windows/smb/psexec 1999-01-01 manual No Microsoft Windows Authenticated User Code Execution
108 exploit/windows/smb/psexec psh 1999-01-01 manual No Microsoft Windows Authenticated Powershell Command Execution
109 exploit/windows/smb/smb_delivery 2016-07-26 excellent No SMB Delivery
110 exploit/windows/smb/smb_relay 2001-03-31 excellent No Mse8-068 Microsoft Windows SMB Relay Code Execution
111 exploit/windows/smb/timbuktu_plughntcommand_bof 2009-06-25 great No Timbuktu PlughNTCommand Named Pipe Buffer Overflow
112 exploit/windows/smb/webexec 2018-10-24 manual No WebExec Authenticated User Code Execution
113 payload/windows/meterpreter/reverse_named pipe normal No windows Meterpreter (Reflective Injection), Windows x86 Reverse
Named Pipe (SMB) Stager
114 payload/windows/x64/meterpreter/reverse_named_pipe normal No windows Meterpreter (Reflective Injection x64), Windows x64 Rev
erse Named Pipe (SMB) Stager
115 post/linux/busybox/smb_share_root normal No BusyBox SMB Sharing
116 post/linux/gather/mount cifs creds normal No Linux Gather Saved mount.cifs/mount.smbfs Credentials
117 post/windows/escalate/droplnk normal No windows Escalate SMB Icon LNK Dropper
118 post/windows/gather/credentials/gpp normal No windows Gather Group Policy Preference Saved Passwords
119 post/windows/gather/enum_shares normal No Windows Gather SMB Share Enumeration via Registry
120 post/windows/gather/netlm_downgrade normal No windows NetLM Downgrade Attack
121 post/windows/gather/word_unc_injector normal No windows Gather Microsoft Office Word UNC Path Injector
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Vulnerabilties from your list of 6 vulnerabiliies choosing a minimum of 1 High
Severity. 1 Medium Severity and 1 Low Severity

Task 3: Ethically Hacking SWANSEA ACCA Network

24, Exploitation
«Attempt to gain unauthorized access using identiied vulnerabilties (e.g., brute fo 3 £ Ao
exploit frameworks like Metaspioit). e
22, PostExploitation:
essful, maintain access and d it the extent of compromise; if unsuccessful, note

Present the highiights of Explofiation and Post Exploftation (Not a step by step.
screenshot) as Slide 4 during your demonstration

During Demonstration, your examiner! lecturer will ask you fo demonsirate 1
Exploitation and ask you about the Post-Exploitation Process from your
highiights

Task 4: Network Security Measures for SWANSEA ACCA Network

4. Preventive Security Measures

Page Sof15

ssment findings to mitigate t
categorise more vul
network — However, for assessment purpose — the mitigations of 6 vulnerabilties are sufficient)

Harden server configura . d services, apply patches). z
Configure firewalls and access control lists (ACLs) to restrict unauthorized access. E
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4 packets transmitted, 4 received, 6% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.436/4.846/14.579/5.619 ms
root@oshoxes:~# sudo apt update

0% [Connecting to http.kali.orglpa

Err:1 http://http.kali.org/kali kali-rolling InRelease
Could not resolve ‘http.kali.org

Reading package lists... Done

Building dependency tree

Reading state information... Done

323 packages can be upgraded. Run 'apt list --upgradable' to see them

W: Some index files failed to download. They have been ignored, or old ones used instead
root@oshoxes:~# sudo apt install nmap

7
Reading package lists... Done
Building dependency tree
Reading state information... Done
nmap is already the newest version (7.80+dfsgl-lkalil).
o upgraded, © newly installed, 0 to remove and 323 not upgraded
root@oshoxes:~# sudo nmap -sV 192.168.2.10
Nmap scan report for 192.168.2.10

Starting Nmap 7.80 ( https://nmap.org ) at 2025-11-30 07:16 EST
Host is up (0.0014s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenssH 9.2p1 Debian 2+debl2u5 (protocol 2.0)
80/tcp open http  Apache httpd 2.4.62 ((Debian)

MAC Address: 08:00:27:7C:4B:22 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap done: 1 IP address (1 host up) scanned in 20.17 seconds
root@oshoxes:~# sudo sudo nmap -0 192.168.2.10
nmap: unrecognized option '-8'
. See the output of nmap -h for a summary of options.
root@oshoxes:~# sudo nmap -sV --script vuln 192.168.2.10
Starting Nmap 7.8 ( https://nmap.org ) at 2025-11-30 07:33 EST
Nmap scan report for 192.168.2.10
= Host is up (0.00082s latency).
s_  Not shown: 998 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSsH 9.2p1 Debian 2+debl2us (protocol 2.6)
|_clamav-exec: ERROR: Script execution failed (use -d to debug)
80/tcp open http Apache httpd 2.4.62 ((Debian))
|_clamav-exec: ERROR: Script execution failed (use -d to debug)
. |_http-csrf: Couldn't find any CSRF vulnerabilities.
| http-dombased-xss: Couldn't find any DOM based XSS
B | http-server-header: Apache/2.4.62 (Debian)
| http-stored-xss: Couldn't find any stored XSS vulnerabilities
MAC Addres 08:00:27:7C:4B:22 (Oracle VirtualBox virtual NIC)
@ Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap done: 1 IP address (1 host up) scanned in 292.81 seconds
root@oshoxes:~# msfconsole

[-] *+*rting the Metasploit Framework console...-

[-] * WARNING: No database support: No database YAML file

[-] ek

\$$$$$L. ., ,==aaccaaccw#tssh. ds, dsP
dsp $$$$$$595$$3$$9$b . "BP d888888p
d888888P AN U788 DR 788
dsbdsb.dsp dssssh 788’ dsssbsh _.os#§|8*"  dsP 78b  88P
88P°?P'?P d8b_,dP 88P d8P' 788 -oas#S*" daP dssssb $whi?8sb 88b
dss ds 78 88b 88b 88b ,88b .0s5$595+" 788,.d88b, d88 dBP' 788 88P ?78b
dss' dssb 8b 78888P' 78b’ 788P'.as$5550%" "788' 788 788 88b d88 dss
- aff$$555$"" 88b d8P 88’ 78888P
155535588 888888P"  88n _+11,@SS]
-a$$$$$$$P" dssp* .1 -asS%HS$$$$$$59999998"
LasHHHS$SP -1 ~AqSCHSS$$$$$$$$$5599$99599999559% "
SASSIHSIPT ., -asSHS$$$55555555555555555555$5$$$$$S$MSSSS
3395995 $99SSSH$9$999$9959999999999999999$55# "1/$885$% "
18$$$59$ "
11885598"

metasploit v5.0.41-dev
1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

4 evasion

nsf5 > search smb

Matching Modules

#  Name Disclosure Date Rank

W: Failed to fetch http://http.kali.org/kali/dists/kali-rolling/InRelease Could not resolve 'http.kali.org

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Check Descrintion
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Task Completion Summary

Task Status Evidence

Target IP identified v/ Completed| Nmap host discovery

Open ports detected v/ Completed| Nmap port scan

SMB port 445 confirmed |/ Completed| Nmap output

OS information collected |+ Completed| Nmap and SMB
detection

SMB version identified v/ Completed| Metasploit
smb_version

MS17-010 exploitation X Not Target OS not

applicable

vulnerable
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