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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Information Security, threats and attacks. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:




1. As it relates to Information security, threats and attack, what precautionary measures would you take to ensure a company network is protected from these measures.
2. Outline to a security analyst the following:
a. Element of information security
b. Security challenges
c. Threats to information security and detailed the acts of human error or failure.
d. Types of attacks on 
i. A system
ii. Operating system
iii. The application level
iv. What will happen if there is misconfiguration on a system?
e. Explain some key strategies that are used to control the risks from vulnerabilities.
f. Discuss the implementing categories of controlling or safeguarding risk through avoidance, mitigation or transference within a system.
g. Controls operate within one or more information security principles. What are they?
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