Task 1 : Switch Configurations 

Observe the running configuration of your switch and note the configuration


The running config shows all the details of the switch including the name and passwords which I just configured.
My privileged password is showing as “cisco” in plain text.

Observe the running configuration of your switch again and note the difference between password and secret


The difference is my password is now shown as “enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7m0” instead of “enable password cisco”, but the other passwords remain as plan text

Observe the running configuration of your switch again and note the difference now.


All other passwords are now not plain text, for example “password cisco123” has become “password 7 0822455D0A16544541”

Add a router to your network and do the same configurations and record your reflections.


The configurations are very similar as the same “encryption” method Is being used on all passwords so they are consistent between files. The only difference is the interface connections available and the additional configuration applied to gig0/0/0 to enable the connection to the switch.


Task 2 : Wireless Configurations

Did all the laptops successfully connect to the wireless router?
Yes all have established a wireless connection
[image: ]

Did all the laptops gain DHCP IP address? Record your understanding why all the laptops could not get IP address assigned from the DHCP.
No, only 3 of them did as we only allowed a maximum of 3 users. Those 3 in my case were laptop 0,1,3 and laptop 2 got a different IP address.












Disable and enable the DHCP IP configurations in the laptop and check the status.
Laptop 0 – 192.168.10.22 
Laptop 1 – 192.168.10.21 	> Disabled DHCP		> Enabled DHCP, outcome below
Laptop 2 – 169.254.68.208 	> Took over 192.168.10.21	> Kept .21
Laptop 3 – 192.168.10.20 
[image: ]
After I disabled DHCP on Laptop 1 it allowed Laptop 2 to take over the .21 connection.
When I re-enabled DHCP on Laptop 1, Laptop 2 retained it’s connected to the .21, and Laptop 1 was now no longer able to connect via DHCP until another laptop is no longer using it.













Collect the MAC address of any two laptops and go to wireless mac filter option in the wireless router and set MAC addressing FILTERING to prevent them to connect the network.
Observer the changes in the network and record your reflections about MAC filtering and enhancing the security in Wireless Networks.
The connections for the two added are essentially removed (as shown in below topology).
[image: ]
This approach would allow for the complete blocking of machines from a network since the MAC address cannot change. However, the NIC can change so a machine could enter using a different NIC.
The approach of only allowing selected MAC addresses though would allow only selected connections, but would come with a maintenance overhead also.
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Lab04-Router0_running-config.txt
!

version 15.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname MyRouter

!

!

!

enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7m0

!

!

!

!

!

!

ip cef

no ipv6 cef

!

!

!

!

!

!

!

!

!

!

!

!

spanning-tree mode pvst

!

!

!

!

!

!

interface GigabitEthernet0/0/0

 ip address 192.168.10.1 255.255.255.0

 duplex auto

 speed auto

!

interface GigabitEthernet0/0/1

 no ip address

 duplex auto

 speed auto

 shutdown

!

interface GigabitEthernet0/0/2

 no ip address

 duplex auto

 speed auto

 shutdown

!

interface Vlan1

 ip address 192.168.72.154 255.255.255.0

!

router rip

!

ip classless

!

ip flow-export version 9

!

!

!

!

!

!

!

!

line con 0

 password 7 0822455D0A16544541

 login

!

line aux 0

!

line vty 0 4

 password 7 08706F473A1A56

 login

line vty 5 15

 password 7 08706F473A1A56

 login

!

!

!

end
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Lab04 - Switch0_running-config_Output1.txt
!

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

!

hostname SwTMyFirstSwitch

!

enable password cisco

!

!

!

!

!

!

spanning-tree mode pvst

spanning-tree extend system-id

!

interface FastEthernet0/1

!

interface FastEthernet0/2

!

interface FastEthernet0/3

!

interface FastEthernet0/4

!

interface FastEthernet0/5

!

interface FastEthernet0/6

!

interface FastEthernet0/7

!

interface FastEthernet0/8

!

interface FastEthernet0/9

!

interface FastEthernet0/10

!

interface FastEthernet0/11

!

interface FastEthernet0/12

!

interface FastEthernet0/13

!

interface FastEthernet0/14

!

interface FastEthernet0/15

!

interface FastEthernet0/16

!

interface FastEthernet0/17

!

interface FastEthernet0/18

!

interface FastEthernet0/19

!

interface FastEthernet0/20

!

interface FastEthernet0/21

!

interface FastEthernet0/22

!

interface FastEthernet0/23

!

interface FastEthernet0/24

!

interface GigabitEthernet0/1

!

interface GigabitEthernet0/2

!

interface Vlan1

 no ip address

 shutdown

!

!

!

!

line con 0

 password cisco123

 login

!

line vty 0 4

 password 1CiSc3

 login

line vty 5 15

 password 1CiSc3

 login

!

!

!

!

end
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Lab04 - Switch0_running-config_Output2.txt
!

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

!

hostname SwTMyFirstSwitch

!

enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7m0

!

!

!

!

!

!

spanning-tree mode pvst

spanning-tree extend system-id

!

interface FastEthernet0/1

!

interface FastEthernet0/2

!

interface FastEthernet0/3

!

interface FastEthernet0/4

!

interface FastEthernet0/5

!

interface FastEthernet0/6

!

interface FastEthernet0/7

!

interface FastEthernet0/8

!

interface FastEthernet0/9

!

interface FastEthernet0/10

!

interface FastEthernet0/11

!

interface FastEthernet0/12

!

interface FastEthernet0/13

!

interface FastEthernet0/14

!

interface FastEthernet0/15

!

interface FastEthernet0/16

!

interface FastEthernet0/17

!

interface FastEthernet0/18

!

interface FastEthernet0/19

!

interface FastEthernet0/20

!

interface FastEthernet0/21

!

interface FastEthernet0/22

!

interface FastEthernet0/23

!

interface FastEthernet0/24

!

interface GigabitEthernet0/1

!

interface GigabitEthernet0/2

!

interface Vlan1

 no ip address

 shutdown

!

!

!

!

line con 0

 password cisco123

 login

!

line vty 0 4

 password 1CiSc3

 login

line vty 5 15

 password 1CiSc3

 login

!

!

!

!

end
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Lab04 - Switch0_running-config_Output3.txt
!

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname SwTMyFirstSwitch

!

enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7m0

!

!

!

!

!

!

spanning-tree mode pvst

spanning-tree extend system-id

!

interface FastEthernet0/1

!

interface FastEthernet0/2

!

interface FastEthernet0/3

!

interface FastEthernet0/4

!

interface FastEthernet0/5

!

interface FastEthernet0/6

!

interface FastEthernet0/7

!

interface FastEthernet0/8

!

interface FastEthernet0/9

!

interface FastEthernet0/10

!

interface FastEthernet0/11

!

interface FastEthernet0/12

!

interface FastEthernet0/13

!

interface FastEthernet0/14

!

interface FastEthernet0/15

!

interface FastEthernet0/16

!

interface FastEthernet0/17

!

interface FastEthernet0/18

!

interface FastEthernet0/19

!

interface FastEthernet0/20

!

interface FastEthernet0/21

!

interface FastEthernet0/22

!

interface FastEthernet0/23

!

interface FastEthernet0/24

!

interface GigabitEthernet0/1

!

interface GigabitEthernet0/2

!

interface Vlan1

 no ip address

 shutdown

!

!

!

!

line con 0

 password 7 0822455D0A16544541

 login

!

line vty 0 4

 password 7 08706F473A1A56

 login

line vty 5 15

 password 7 08706F473A1A56

 login

!

!

!

!

end






