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Abstract 
This report will look into the effects of the overuse of services and resources in a smart city. The report will detail the types of sensors and actuators that can be used in smart cities which will help benefit the overuse of the services and resources. The importance and challenges of IoT in a smart city.
Introduction  
Nowadays, the Internet of Things (IoT), also known as the Internet of Everything is one of the important and newest area of technology paradigm in the era of Information Communication Technology (ICT). Although, there is no universally recognized definition of IoT, generally IoT is the network of physical devices which are implanted with thigs like software, electronics, connectivity and sensors that allows them to exchange data[1]. Since the IoT are being recognized as one of the most interesting areas of future technology today, their popularity almost reached the sky and as a result, many researchers as well as industries are indulged in researching, creating and producing IoT and IoT enabled devices. In the coming year 2020 the number of IoT is expected to reach around 26 billion units[2].
In this paper the author will investigate the constant over use of services and resources within a city that are affected by waste and no monitoring of the services and resources. Wireless sensors and actuators will be looked at and their abilities to track and monitor usage levels of these services and resources and further providing ways to lower the use. In the second part of the report a smart city scenario will be created in Cisco Packet Tracer where the use of sensors and actuators will capture the use of services and resources through an automated system and be able to give the user the ability to control use and further reduce waste and costs.
Problem formulation
The main goal of this project is to make a research in to a smart city and assimilate possible solution which can be very helpful in minimizing the energy waste in cities by find and answer to the following questions.  
· What is smart city mean?
· What are the main problems within the smart city.
·  What type of technologies are suitable for smart city concepts.
·  What is energy and how we can implement technologies to save energy waste.
Smart city 
The term “smart” is used to denote a technology which is capable of automating, self-regulating, analyzing and reporting. The devices called as smart most of the time possess object embedded technologies that allows them to  register data, analyze and make decisions based on the encoded responses or existing data bases[3].
The concept of smart city was first introduced the 1960s and 1970s  by the  “Community Analysis  Bureau” while they began to utilize cluster analysis, database and aerial photography to gather data, generate report and address resources to places which are in needs of them to lower poverty and possible devastations[4]. Since the term smart city is broad and usually miss interpreted, scholars failed to come up with one universally accepted definition of smart city. This is mainly because it has a different meaning to different countries, people and cities based on the ambitions of the city dwellings, standard of their development and their readiness to change, adapt and improve the existing resources[5][6]. But in this paper the definition of smart city which has a broad context will be used.  
Based on “Mark Deakin” Smart city is a term assigned to a city or municipality that deploys digitalization and electronic technology or Information communication Technology (ICT) to improve the quality of living of urban citizens by elevating operational efficiency, sharing information, enhancing the quality of government services and wellbeing of the residents[7][8][9]. 
Why cities are demanded to be smart?
currently, one of the main challenges of cities all over the world is the urban population. Base on the research released by the United Nations (UN) in 2018, about 55% of the world’s populations are city dwellers and the figure is expected to rise up 68% in 2050[10]. Although, urbanization plays a great role in the conserving the ecological system, it can also negatively affect the environment, services, citizens and ultimately the sustainability. This is mainly because the emission that comes out from the different means of transportation can cause air pollution. Similarly, poor transportation infrastructure can affect the safety of citizen and it also can affect the movement and production of citizens by cause traffic congestions[11]. Additionally, the city waste can also harm the environment and can also pollute the water system and this in turn affects the life of the aquatic-life and even the human’s health. Moreover, inefficient consumption of energy and resources are also some of the common habits in cities. 
Thus, in order to minimize the above-mentioned negative impacts of the continuously growing urbanization on the environment and residents and to make an efficient use of resources services, infrastructure and the properties of citizens the idea of IoT and IoT enabled devices are incorporated into cities which in turn left cities to be named as smart. 
Today many smart city construction projects integrate the following key notions in order to tackle the above-mentioned challenges.

· Collaboration: In order to make the services more effective, efficient and users oriented while helping economic growth, the community services made to operate in outdoor environment so that they can exchange their data and share their projects.
· Sustainability: As today’s smart city ideology incorporates sustainability, it more concerned about saving the natural resources such as energy, raw materials, water, food, decreasing pollution and so on.
· Innovation: The smart city needs to inspire its residents, business and community services to innovate a new method of organization, communication, sharing, production and so on, to develop urban dynamics via a creative service.
· Integration: The smart city needs to reduce social classification of health, education, gender, safety and so on so that, the quality of life of individuals can be improved.
· Participation: the smart city needs to up lift and encourage its community, businesses and other organizations to associate and participate in the exiting projects. Participation is crucial in smart cities[12].
· Simplification: As it seen in the development of most smart cities, there was and still are some complicated and outdated regulations. These regulations need to be simplified and updated regularly[12].
Action areas to change a given city into smart city one
The process of changing a given city into smart city that meets its desirable goals is not an easy task which can be done overnight. Rather it is a long and challenging task which demands financial, natural and human resources. Some of the fundamental frame works of a smart city is comprised of the following elements : smart economy, smart environment, smart governance, smart mobility, smart population, smart building, smart energy and smart services[3].  The figure below shows how a city can act to make each action areas smarter so that the city can be smart. 
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Figure 1    Action areas a smart city
[bookmark: _Hlk27102499]    [12]
Some of the main characteristics used to define the city’s smartness are: 
· Infrastructures which relay on technology.
· How the friendly is to the environment.
· Operational efficiency of public services.
· Promising and sensible urban planning.
· The living and working environment of residents and their ability to utilize the resources. 
Operation of smart city through the internet of things (IoT) 
Although, the smart cities utilize different types of technologies such as IoT devices, communication networks, Artificial Intelligence, cloud computing, software solutions and user interfaces, they heavily depend on IoT devices.  This mainly because the IoT creates a mesh network of linked devices that can communicate and interchange information or data. The data which are gathered and delivered via the IoT sensors and devices will be stored for in designated servers or clouds.
The four most import phases that took place in a successful smart city are; data collection, analysis, communication and action.
First the IoT devices such as smart sensors collect real time data from various parts of the city. Then, the data gathered via the sensors are analyzed so that only the useful data or information can be utilized.
Next, the data which found to be meaningful in the analysis process are transferred or shared with the decision makers via the networks. Finally, the cities act upon the insights which are extracted from the data. The actions can be optimization of operations, generation of solutions, evaluation of management system and so on.
Types of network technology used in smart cities 
In order to harness the benefits of a smart city, today many cities around the world are either adopted or they are in search of the application of smart city model. Among the other things, application of smart city requires utilization of advanced technologies. Some of these technologies are Wireless Sensors Network (WSNs), IoT, Unmanned Aerial Vehicle (UAVs), Robotics, Cloud Computing, Cyber-Physical System (CPS) and others[13].
But all these technologies require a strong, reliable and efficient network and communication infrastructure to be able to communicate and exchange information or data among the various components of the system that delivers the specific service. As the smart city services are designed at different levels and scales the requirement of their network and communication model varies accordingly[13].
Based on the research paper presented by[14] the five IoT network architectures which are used in smart cities are: Participatory Sensing (PS), Ubiquitous Networking (UN), Application-Layer Overlay Network (ALON), service-oriented (SO) and Autonomous Network (AN)[15].
The (AN) architecture is used in few smart city applications like management of automated carpark where the network system supports the application. Most of the time it is not linked to the public networks but it can be linked via a gateway[15]. while the (UN) architecture is appropriate smart cities applications like structure health monitoring where many software applications are able to gather and analyze various structures health in a given city. As in this type of network architecture the sensors, actuators and other smart objects are parts of the Internet any required data can be obtained through direct access to the internet or servers[15]. The (ALON) architecture is appropriate for large scale networks which have many scattered nodes. The ability of the nodes to logically structure in cluster with the cluster head allows them to reduce network traffic. Ad hoc and or mesh type of networks are used in this type of network architecture[15]. The (SO) network architecture is generally built on the network architecture know as Information Driven Architecture. As the various network functions such as naming, addressing routing and so on are presented as network services, it is appropriate to be utilized to configure the various networks to fit other applications[16]. Finally, the (PS)network architecture is user friendly network architecture that allows citizens to use their device to gather, communicate and analyze sensor data. The common wireless communications used in this model are GPRS, 3G and Wi-Fi. Intrusion of privacy, laziness, misbehaving and errors are some the challenges that can affect the QoS in this type of model[16]. 
The table below shows the smart city networking and communication technologies requirements. 
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Figure 2- characteristics and nature of networking for smart city applications. 
[13]	
As it can be seen from the screen shot above the most important parameters for smart city networking and communication technology are: bandwidth, delay tolerance, reliability, power consumption, connectivity, mobility and security. 
All the network protocols possess services to maintain synchronous and asynchronous data collection. Generally, short distance communications utilize protocols from the Personal area network (PAN) category like 801.15.1(Bluetooth) and IEEE 802.15.2(ZigBee) which are recognized by their lower energy consumption, bandwidth and limited range. While applications which demands longer range utilizes protocols from the Local Area Network (LAN) like IEEE 802.11 (Wi-fi). But applications which needs wider range like smart gird needs Wide Area Network (WAN) classes like IEEE 802.16 (WiMAX). Even though, these protocols possess security and reliability, most security features demand more processing which in turn causes energy consumptions and delay[13][17].  
Challenges towards the application of IoT in smart cities 
Generally, the implementation of digitalization especially the IoT played and continued to play a great role in helping cities to minimize their exiting challenges and progress towards achieving their goal, which is improving the standards of life. However, the implementation of IoT cannot bring 100% solution to the city problems and this is because the IoT or the existing computing technologies has their own challenges and negative impact. Some of these are:
· Power consumption: to many IoT devices require a power supply.
· Strong network connection is demanded if a city is full IoT devices otherwise, IoT are like defunct.
· Privacy of individuals and public can be invaded.
· Security issue: the data that is generated daily citizen may fall in the hands of the wrong people.
· Human decisions can be limited or influenced by the computing devices as they make decisions based on the existing database.
· Sometimes the resources or services available are either too slow to use or too complex to comprehend. sometimes the resources are plenty and over provided[12].


Security 
Security can be defined as the governance and protection of confidential information in relation to remediate possible actions of data theft or interference towards infrastructures and services[14][18].
The basic elements of security are confidentiality, authentication, availability and integrity.
One of the main challenges of todays technology especially IoT is the security. This is mainly because the implantation of high security in many IoT devices and network can cause delay in the communication process or consume bandwidth. Another challenge is the fast-growing number of hackers who dedicated themselves to exploit, interrupt, steal or destroy the existing system[14].  
[bookmark: _GoBack]While implanting the existing security, a number of researches also has to be conducted to discover an alternative solution[18].

One of the main problems in cities today is the higher consumption of energy. To minimize this problem in a city the author of this report will investigate and implement possible solutions by constructing a smart campus as a model.

Related work 
According[19] proposal a useful home energy management system can be constructed  for an efficient smart home energy usage. This user-friendly system will allow users to take energy conservation measures by implementing Dr and RTP which are provide through the home energy management system which is in turn is composed of home area network. The data gathering and analyzing techniques is performed via PS. The system is also expected to help minimizing the carbon dioxide emission. The authors employed technologies such as sensors, different types of wireless sensors like Zigbee, Wi Fi. Other network devices like internal routers, Smart utility network and other energy service providers. 

In related work[20], the power consumption of smart appliances and other data, has been monitored to allow for report making to happen to find ways on how to reduce wastage from power sources, the servers that are inter-connected provide interfaces to control the appliances connected to the network, overall the monitor can track energy consumption and control their appliances to avoid energy leakages. To conclude the related work, energy costs can be saved by monitoring and controlling the appliances when not in use automatically with the influence of human use.
Brief research up on three IoT sensors
IoT(smart) Gateway 
IoT gateways are network node which services in communications to link and regulate two or more different networks traffics using various protocols[21].
First the gateways receive data from sensors wirelessly and after they transform the data into Message Queuing Telemetry Transport (MQTT) format which is a machine to machine or IoT connection protocol[22]. Then the data can be transferred to the desired local or to the MQTT broker in the cloud either wirelessly though the WiFi or the ethernet cables. Most of the time these types of devices possess high scalability, decreased cost, rapid production and they also reduce cost of compunctions. The smart gateways also main security through the “cryptographic keys” [21][23][24]. 
In this research a home gateway will be shown int the packet tracer assimilation software.
Smart Temperature sensors  
Smart Temperature sensor is condensed highly responsive IoT device that helps in tracking the temperature in the surroundings. There are a number of temperature sensors exiting today. Most of them possess an outer layer which is exposed to the outside world, two other layer contains heat conducting particles along with the electric circuits. This device is capable of measuring temperatures between      -55 and around 1500C[25].
The temperature sensor presented in the smart campus assimilation software represents the wireless temperature sensor.  
Smart lightbulbs
Smart bulbs are LED light bulbs the permits the user to set operating timing control and customize the intensity of light. Most of the time as they are capable of connecting to the Internet, they can easy be manipulated remotely using the mobile devices and by employing various protocols such as Bluetooth, Wi-Fi or Zigbee[26].
The streets as well as the rooms in the smart campus packet tracer assimilation will be equipped with smart bulbs.





Design 
For the successful completion of assimilation, the design below has been drafted out by the author.
The design below shows three important areas where the renewable energy area contains the main source of the renewable energy which are wind turbine and solar panel along with some smart sensors. The IoT network area contains a smart home gateway that allows the communicates with various IoT devices. While the server room contains the DNS and IoT server. The router and switches are there to regulate the network traffic.
The diagram below denotes the design of the assimilation performed using a packer tracer software.
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Implementation 














  





Conclusion 
The result was successful all the devices was able to communicate to each other as it can be clearly seen in the second scenario which performed using the packet tracer software.
Finally, with knowledge of python programing language the author believes that this research can be taken to a different direction in the future.  
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