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Abstract— The merge of two large universities has led to the need of centralizing IT infrastructures for optimizing future operations. The report's primary goals are to deliver a clear, historically structured review of data centre (DC) technologies. This report explores different DC designing, building, and operating areas and proven practices that improve all the above mentioned. Last but not least future recommendations for improvements and relevant topics of interest were suggested in the latter part of the report.
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I. Introduction

The advantages of a research-led university having its own high-performance data centre is obvious: customize the amount of data storage, CPU power and networking, it can store large data sets making access to said data fast and efficient. Also, the university can set policies to favour its own computational needs. Control over these policies means the group can dedicate resources dynamically towards data analysis, development or throughput, whichever is most crucial at the time. Building a new data centre (DC) is an expensive undertaking; adequate research and planning are essential for the future success of such an endeavour. This report will cover location, design, scalability, security, performance, energy usage and management data center facility.
II. BackGround

1) Data centre overview

The notion of "data centre" was suggested in the 1990s, but in fact, the futures and requirements of data centres appeared whit the creation of the very first computer operation. Telecommunications Infrastructure Standard for Data Centers (i.e., ANSI/TIA-942-2005) defines a data centre as a building or portion of a building whose primary function is to house a computer room and its support areas [1]. Google defines a data centre as a building where multiple servers and communication equipment are co-located because of their common environmental requirements and physical security needs and for ease of maintenance [1]. Based on the two descriptions, the computer room is a central physical environment consisting of computing equipment for data processing. A dedicated power supply (including a backup power system), cooling system, fire protection, cabling, and lighting systems are needed to support its function. Over the years, data centre (DC) infrastructures have evolved through four distinct stages. Tier 1 represents a single path for power and cooling distribution without redundant elements, delivering 99.671% availability [13]. Tier 2 is made of a single path for power and cooling distribution, whit redundant elements, delivering 99.741% availability [13]. Tier 3 is made of multiple active power and cooling distribution routes and is concurrently maintainable, delivering 99.982% accessibility [13]. Tier 4 is made of multiple active power and cooling distribution routes, has redundant elements, and it's fault-tolerant, delivering 99.995% accessibility [13]. Overall, the DC tier is defined by the weakest link it adopts. For example, DC can not be classified as tier 3 if for all other specifications but only has a single cooling distribution element, and this will lower its fault tolerance and thus lower its tier. The higher the tier, the bigger the CAPEX becomes and the more energy it requires. Energy usage optimization and environmental protection are vital issues today's world faces [7], and this is an issue for all of humanity. Whit companies like Google, Microsoft, Amazon and many more have built upwards of 20 productions DC [1] each energy consumption optimization has risen even more. One of the essential components for optimizing and ensuring the DC can meet the demand is the hardware it utilizes.

2) Hardware

One of the essential components for optimizing and ensuring the DC can meet the demand is the hardware it utilizes. Whit the growing demand for cloud services so does the performance requirements for DC.

· Switches are the spine of various DC architectures. This hardware finds the most extensive use in three-layer architectures like fat-tree [1]; this type of architecture comprises core, aggregation, and edge switch layers. Prominent examples of core switches are Cisco Nexus 7000 data centre switches [16], Huawei Cloud Engine 12 800 [17], and Arista 7500E [18]. Two types of edge switches, also known as "Top of Rack, ToR" [1], are Cisco Cisco Nexus 3064 [14] and Arista 7050qx [15]. These previously mentioned switches utilize a copper cable, but optical switches popularity is rising. There is much research done on the topic [19] discus such architecture and how to solve intrinsic issues of optical switches such as long latency. However, so far, this technology has its more prominent use only in high-performance supercomputing like, for example, IBMs "Blue Gene." [20].

· If we look at switches as the spine of DC, servers are the spinal cord. Servers are at the foundation of every DC architecture, these devices process, transmit, analyze, and store a vast amount of data. The choice of the servers directly correlates whit DCs efficiency, both energy and computational performance. Several types can be distinguished depending on the shape of the server, like rack, blade, and tower servers [1]. Rack servers are preferred by many modern DC; these servers are hosts placed in a rack for space-saving and maintainability purposes. One rack can accommodate multiple servers arranged drawer-like. In comparison whit tower servers, the rack server offers better space utilization and maintenance [1]. However, a significant disadvantage of a rack server is very high complexity cabling because of the concentration of the servers in the rack, and maybe an even bigger issue is the poor heat dissipation. On the other hand, Tower servers provide increased performance, to the point that several towers can satisfy small-scale organizations [1]. Nevertheless, its size and shape are not the optimal choices in space and flexibility aspects. A couple of years ago, rack servers were the mainstream choice, but blade servers have increased attention [1]. As its name suggests, these are blade-like servers that offer high density, low-cost, high availability servers. Designed whit flexibility, space-saving, and optimization in mind, these types of servers have seen application in various spheres such as communication, medical, military [1]. Blade servers are on the edge of becoming the future mainstream servers, pushed by the need for space and energy optimization.
· Racks take an imperative role in DC physical architecture. To meet the computational demand, energy consumption, and security requirements, DC must be able to house a large number of heat-generating devices. The rack helps arrange these devices in the most space-saving, secure, and optimal airflow manner to do all these tasks. Open racks and cabinets [1] are the two main types of racks used in DC infrastructure. Cabinets offer better hardware security and stability, while open racks are easy to install, configure and manage [1]. Open racks have two subtypes, two-post and four-post. The latter offers better cabling capabilities compared to the former.

· Cables are the primary interconnection method for all the components housed in DC. The two main types are copper and fibre optic, depending on the medium. The choice of cables must be made according to the need, and requirements can include data transfer capabilities, endurance, cabling capabilities.

· The means of storing all the data entering the DC must be secure with data recovery in mind and must comply with the country's privacy laws in which the DC is built. The two mainstream types of storage systems are Network-attached storage (NAS) and Storage area network (SAN) [1]. These systems play an essential role not only in storing but also in protecting and recovering data. In case of failure, for example, if a storing device fails, the data centre must be able to recover the data it was holding. To ensure a fault-tolerant storage system, new data entering the DC and old already stored data must be copied, but this is almost impossible to do manually. Technologie to help whit this issue is called Redundant Array of Independent Disks (RAID) [21]. RAID controllers can be utilized to synchronize and manage all input and outputs to and from disks. Storage devices are arranged in different configurations, also known as RAID levels. Figure 1 presents a brief description of all the primary RAID levels. We can see six different levels, a minimum number of drives, and at the end, how many of the drives can fail without data loss.
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Figure 1 RAID level comparison [20]
III. Methodology

The material in this report was collected from credible source journals, books, online statistical websites etc. The information was reviewed and selected over the course of 3 weeks. A quantitative and qualitative descriptive research method was chosen to describe and select the information gathered in the report. File-orientated NAS delivers storage access to a diverse group of computer systems, and storage devices are directly attached to a local area network (LAN). On the other hand, a storage area network is a high-speed storage network [1] that delivers improved access to consolidated block or file-level data servers.
IV. Analises and discusion
1) Fat-tree
Fat-tree is a multi-rooted tree-layered architecture [1]; as shown in figure1, it has a core, aggregation, and edge layers. It is a folded Clos network, and it is built only whit commodity switches only having 1 Gigabit per second (Gbps) ports. The purpose of this build is to be able to support thousands of servers in a data centre. Whit enough core switches, this architecture can accomplish a 1:1 oversubscription to support non-blocking data traffic between servers and greatly improve data centre functions. By utilizing a two-level prefix lookup routing table [1], fat-tree produces even distribution of traffic patterns. This makes high bisection bandwidth and balances the traffic as evenly as possible. The two-level prefix redirects incoming packets that match only the first level prefix to the corresponding outport. The outgoing packets that match both suffix levels would be matched to the suffix and routed to the outgoing port. This design has been recognized, and a large number of production data centres have incorporated it. Examples of fat-tree, Cisco's Massively Scalable Data Center (MSDC) uses fat-tree on the Nexus 7000 series switch to make many paths available between several servers [1]. 
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Figure 2:Fat-tree architecture [1]
2) SDN architecture and controllers

Software-defined networks (SDN) reflects a layered, modular network that gets the complicated distributed control

plane of conventional networks and differentiates it from the data layer [8]. The set of SDN controllers in the control layer delivers high availability consistent east-west traffic between controllers [8]. To access the data layer, the SDN controller utilizes the southbound interface. In this data layer, forwarding and routing of the packets are done; running the hardware uses routing and forwarding tables and ASIC boards to ensure high throughput between the ports. Several different programing languages had been used for programming SDN controllers, such as a combination of C++ and Python have been used to build the NOX [12], also purely programmed whit Python is SDN controller called POX. The most widely used protocol for communication between a controller and network interfaces is called OpenFlow [14], although not as popular sFlow and SNMP are used for the same purpose.
Figure 3 SDN layered architecture [8]
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This cluster of controllers allows complete control over the network and simplify its management. It is also an excellent scalable environment.
3) Security
Security is one of the fundamental aspects on which data centre facilities should be built. While conventional networks are comparatively challenging to disable because of their distributed nature, that is not the case whit centralized data centres networks.

a) Physical security: This security aspect concern itself whit building a set of protocols to prevent physical damage or unauthorized access to the data storing and processing hardware. These protocols include but are not limited to access control whit CCT and lives security personnel, several layers of building access control via identification cards, fire prevention and extinction systems. Location is crucial to ensure secure facilities, everything from artificial threats to natural disaster concentration. 
b) Cyber security: Cyberattacks can completely disable inadequately designed SDN networks because of their centralized architecture. Furthermore, the attack surface is increased by the various interfaces between SDN controllers; however, when all. The main reasons for security concerns almost certainly lie in SDN's main advantages, specifical programmability of networks and the centralization of control logic. These capabilities create new security threats and attack surfaces, which do not occur in conventional networks. In some sense, the diversity of network devices and protocols provides a certain level of security. On the other hand, SDN, with its standardized interfaces and protocols, can provide a focused target for attackers [12]. A recent study [12] purposes the use of multiple Autonomous System (AS) domains, each domain including packets to defend devices such as routers, gateways, switches etc. Because of the multiple SDN controllers, both intra-domain and inter-domain communications are present. In SDN networks, different types of attacks can occur. The control plane between switches and controller can be a target or the data plane communications. The threats in the SDN domain can be targeted against the controller, networking devices, communication between controllers and networking devices, and communication between controllers in different AS. In the case of the domain controller is a target because the connections that a switch can create are centred on policies given in the security design. It detects and counter-attacks malicious flows. The security policies are able to detect these flows and attacks, and by instaling drop rules, disable additional flooding coming of the switches connected to a malicious host. As mentioned earlier, network devices can be targeted as well. Usually, forwarding devices are closer to the possible attacker, and it is often less complex devices that are exposed. For example, if an attacker gets access to the IP range of the controller domain, he can flood a network device whit fake packets. Another possibility is that if multiple hosts can be accessed, denial of services (DOS) can be launched by sending continuously random IP packets. An unauthorized person can also be able to "listen" to the links between forwarding devices. This scenario can also lead to spoofing the addresses of hosts and launching DOS, Man-in-the-Middle attacks, and unauthorized modification of the flow tables. Policy-based security can help detect traffic from malicious hosts towards network devices and block it by dynamically instaling policy rules into the exposed devices. Addressing the third scenario of threats against communication between controller and network device is protocols like, for example, Transport Layer Security (TLS). Controllers using OpenFlow utilize TLS to establish secure links whit forwarding devices. Threats against communication between SDN controllers are typically a concern of large networks because some extensive networks involve more than one SDN controller per AS domain.
4) Cooling
Data centres typically comprise of servers, networking switch and router devices and storage arrays. The growing need for computing and server services has led to critically high-power intensity server rack builds, with a single rack consuming up to 30 kW [11]. This increased server concentration has led to increased compute performance but at the cost of astonishingly power-hungry and heat-generating configurations at both rack and facility levels. Therefore a significant number of modern data centres require dedicated cooling systems to coop with these heath intensive device configurations. Implementing computer room air-conditioning (CRAC) units has proven to solve the issue. These CRAC units manage the temperature in the room environment by extracting the hot air and cooling it whit various means. An under-floor plenum is a technic that aid this process by allowing the cold air to enter thru perforated tiles on the floor. In this fashion, DC cooling systems take advantage of the natural rising of the hot air, which helps air separation, and extraction of the hot air thru the ceiling placed vents. Hot-aisle/cold-aisle configuration has proven to be very effective in controlling air movement; its control makes it an excellent tool for DC temperature management. Therefore Hot-aisle/cold-aisle design is predominant in DC layouts [11], although other configurations are possible.
Figure 4 Hot-aisle/Cold-aisle design [11]
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The most significant advantage of this design is the separation of hot exhaust air from cold inlet air [11]. As shown in (Fig.3), the CRAC unit forces cold air in the plenum and up through holed tiles. The exhaust air is pushed to the roof, and the CRAC unit collects it for cooling. However, the complicated recirculation pattern near the roof of the room usually leads to some exhaust air being drawn into the cold-aisle. This reduces the cooling and energy efficiency of the design, the solution cold-aisle containment [11]. This method can be used whit or without a raised floor. It can work whit the raised floor as well as whit an extreme density cooling system and delivers a highly efficient cooling solution [11].
5) Energy usage and sustainability
With a growing number of DCs built in recent years, energy consumption has considerably risen. In the USA, DCs used 91 TWh, with an increase of 53% in consumption (139 TWh) expected in 2020[4]. The information and communication technology (ICT) equipment industry continues to increase the equipment's data storage capacity and computational efficiency [1]. In support of the DC optimization, a couple of different spheres, such as information technology (IT) industries, providers of physical infrastructure projects, DC layout projects and operators, have placed a significant emphasis on optimizing the consumption of the DC's idle energy, that is, of all the non-computational infrastructure, precisely energy and cooling systems. Many devices in the DC network can waste energy. Devices that do not actively take part in data transmission or processing must be managed; allowing devices to be active at all times wastes an enormous amount of energy [6]. Devices that are not directly involved in data communication and transfer can be switched off whit some constraints. In this manner, energy consumption can be drastically lower and lowering operational expenditure (OPEX) in the long term. Power Usage Effectiveness (PUE) is an essential marker of energy consumption efficiency [1]. Suggested in 2006, it is the proportion of energy consumed by computing hardware to the complete energy consumed by the data centre. PUE is the most used metric if it focuses on power, not energy consumption since the model phase without simulation uses a ratio between powers [1].
V. . Findings and Recommendations and Justifications

There is no single solution to solve all issues related whit the build and management of such powerful computation facilities. Although the architecture, topology, and technics discussed in this report have been selected whit the goal to combine the most optimal of them, there is too much different and novel combination to be discussed all in one report. This said, because of this essential aspect for various sectors like science, medicine, and the military, there is considerable support for innovation and development. Also, in much of the literature reviewed, the word "Virtualization" is mentioned quite often. This technic that has seen growing interest alongside physical DCs can also be used to aid future optimization and lower both CAPEX and OPEX of DC owners. The use cases of virtualization include but are not limited to lowering the quantity of physical hardware, lowering energy consumption, and security. The recommendation is to build a new data centre in relation to the case study. The research-focused organization will benefit from the freedom to manage its resources. This is a history-rich large university that has proven that it is here to stay, thus if thinking in the long term aspect, the lower OPEX will be more economical than lower CAPEX but higher OPEX. The topology in combination whit the network architecture will ensure a reliable, fault-tolerant and scalable environment. 
VI. Conclusion
This report presented technologies, ideas and metrics for designing and evaluating the data centre facility. It includes the topology, network architecture, security futures and tools. The main factors considered when selecting and choosing specific technologies combination were reliability, accessibility, and energy optimization. Future work can be done on researching virtualization technologies and technics, which most likely will lead to a huge improvement in the decision making process in the aspect of the specific case. The aim is to present the author's vision for combining these aspects in a final product.
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