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IT infrastructure is the foundation for deploying, operating, and managing a company’s digital resources. It is a blanket phrase that covers the collection of hardware, software, networks and facilities that deliver IT operations across the business [1].
Critical components such as servers, storage, networking devices and databases all operate as part of IT infrastructure. This infrastructure gives companies the ability to adapt to market changes, maintain a competitive edge and rapidly deploy and scale their operations to meet fluctuating demands harnessing real time data for informed decision making [1].
In recent years the demand and use of digitalised services has increased drastically. Combined with the sudden incentive to go digital in 2020. This has seen many businesses either using more digital based systems or hosting their own. 

This is seen by the fact that the number of employees in IT or computing applications increased from 775 thousand to 860 thousand In, 2020. The relative rate of increase even grew. The previous three years saw a relative growth of roughly 27 thousand increasing to a staggering 77-80 thousand the next three years [2].
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Economically this meant seeing an overall value of 50.71 billion GBP  in 2022 almost doubling 2010, with the pandemic however one could speculate that the IT markets value might have doubled in only 10 years [3].
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This means that not only has demand for digitalised services increased their overall usage by large and small corporations have increased dramatically as well. For example, in the UK most businesses with ten or more employees will collect a form of data digitally with 65% of that being personal data [4].
It should be noted that the above statistics use figures from around the years that there was a global epidemic that caused unprecedented growth in the IT sector. As such some speculations were made such as possible rates of growth around 2019-2022.
Seeing as digital infrastructure is mission critical to many corporations there is the matter of how to protect it.
[bookmark: _Toc172815371]Physical security
The first line of defence to any organisation’s interests is often physical, this is not information security. The key difference between the two being that information security, which will be discussed later. Is the act of protecting systems, devices and networks from cyber-attacks [5]. This can be referred to as “logical security”.
Whereas physical security seeks to protect an organisation’s physical assets such as facilities, equipment, and people from unauthorised access and damages [5]. 
[bookmark: _Toc172815372]Implementing physical security 
In analysing the effective implementation of physical security, we shall focus on representative articles and organisations such as Avigilon, Motorola as well as articles published to GOV UK and International security journal. 
Avigilon and Motorola offer an expertise-based perspective however should be scrutinised more so as they are for profit organisations, which might produce some biases regarding their information.

An effective physical security plan should include equipment and technology that is able to flexibly work alongside staff training in effective implementation of the organisation’s strategy regarding physical security. This could include parking registration to have access to secured car parking on site, not opening the door to other people or holding doors. Always showing ID badges. If all members of staff are properly trained it prevents unauthorized access to the secure site.
This implementation plan will also take into consideration the site’s design and layout. This might include placement of fencing and gates. Where to station guards or the locations of wiring closets or computer rooms. 
Put simply physical security can be defined as securing and protecting assets from coming to harm via physical means [6].
This is done typically by implementing methods based off these elements. Such as deterrence, deterrence is the act of keeping unauthorized people or vehicles perhaps even animals away from an area.
This might be done by erecting signs to indicate the nature of the site. For example, signs to indicate that security cameras are active. Or that certain doors are alarmed. This would deter less motived people from enacting malicious activities to the organisation.
Devices such as surveillance cameras and alarms also fall into this area. Cameras allow personnel to monitor a site effectively for any potential suspicious activity most modern systems also provide night vision via Infra-red or ultraviolet light. As well as some systems even having motion activation available as a feature. Any recorded activities that are in view of the camera will also typically be recorded and serves as evidence that is admissible in a court of law. While an alarm can’t capture or record any evidence, they serve as effective deterrents as they alert authorities or security staff to any possible breaches via noise or lights [6] [7] [8].
Detection being the methods of identifying potential intruders. And notifying the proper authorities. This might include as mentioned above alarms, sensors, or video devices that identify an intrusion and have the capacity to alert authorities or security personnel to an intruder.
Should a break-in or intrusion occur, delay is a key aspect. This is the process of slowing down the culprits as much as possible. Items such as additional doors, locks and security guards all serve to delay and decrease the likelihood of a successful intrusion. Access control plays a significant role in doing this as items such as biometric readers or keycard readers can be fitted to doors or turnstiles. Ensuring that only authorised staff might be able to access that area. This will limit the damage done by any breach [6].
Should all else fail an effective response method is key. This typically encompasses a building lockdown, or even automatically alerting emergency services [6] [7].
However, while threats may be from internal or external sources, physical security also encompasses protection against natural threats. Such as earthquakes, floods, lightning strikes, or other sources such as fires.
To prevent loss of assets or to minimise impacts from an emergency. Organizations should implement a disaster or emergency plan, so that should a natural disaster occur employees and infrastructure is ready to immediately respond.
This might include discussion based, table-top or live exercises dedicated to understanding the impact to service delivery, as well as the response that should be taken and how soon it can be done. For example, staff who have a high availability and understanding of the systems are dedicated to a response team. 
This team then draws up a plan that addresses the businesses needs and requirements. Taking into consideration factors such as preparation where all individuals have a role to play in emergency response, and as such must be made aware of said roles and responsibilities.
There should also be a clear direction, this comes from a solid strategic aim as well as manageable supporting objectives. These need to be agreed upon and understood by all involved [9] [10].
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There are numerous approaches in which information security can be applied to an organization. 
For example, a bottom up approaches this model is applied by the system administrators or staff working in network security. The aim for this approach is to for individuals working in the cybersecurity field to use their expertise and knowledge in cybersecurity to implement and guarantee a secure information model.
This model does mean that every system vulnerability is addressed by experts in the technical field, and that the model is scalable to meet new or evolving threats.
However, this model does result in a lack of communication between senior management and other relevant departments, the model might not be suitable for the requirements and strategic aims of the organisation.
In contrast to this there is a top-down approach. This is where executives for the organisation will analyse the data coming into and out of each department to map out potential vulnerabilities. Managers are then given authority to issue companywide instructions based on the policies derived from the initial analysis. The liability and priorities of projects are also examined thoroughly during the initial analysis.
The main advantage of using this model over a bottom up is that it has a higher staying power, typically being backed by executive officers in the company, as well as the fact that the model is ensured to be suitable for every department making it companywide [11].
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A clear policy in place ensures that employees and vulnerabilities are addressed. However, networks and devices that make use of them should also be secured as much as possible as well. This should include a set of user roles with clearly defined permissions with as low access as possible, Including management [12].
Another method of securing network traffic is employing the use of security technologies such as a firewall. A firewall being a device that is hardware, software or even cloud based. That establishes a barrier between secure trusted internal networks and untrusted external networks [13] [12].
There are numerous types of firewalls now available. However, in general it may be a proxy-based system which serves as a gateway from one network to another which are routed based specifically on the application. These allow for content caching and screening by preventing direct connections from outside of the network. The primary shortcoming being that due to the nature of how packets need be routed, throughput suffers [14] [15].
A popular type of firewall employed now is a virtual firewall, this seeks to monitor and secure traffic across physical and virtual networks that are driven by software defined networks. Often deployed locally via Microsoft’s Hyper-V KVM or done so cloud based via AWS, Microsoft Azure etc [14] [16].
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The process of scrambling plain readable text to an unintelligible form or cipher text is known as encryption. This allows messages to be sent across networks that might contain potentially private or sensitive information in a far safer way. Or allow data to be stored in a way that allows only authorised staff to view or edit it [17]. Note that the above extract uses ISO as a source, this is as they enforce a universal standard and are a leading authority regarding cyber security.
An early example of this was the Caser cipher, or the shift cipher. This works by shifting the letter used, say D to an A, and E to a B  this is a left shift of 3 [18]. This means the message is no longer in plaintext as such, and only those with the knowledge of the cipher could decode it, in modern systems far more sophisticated methods are employed but the principles remain the same. However, some methods do make use of the governing principles of the Caesar shift.
Take for example a database that must store passwords for customers and imagine if it did so via plaintext. This is a horrendous risk for a data breach as if a hacker gained access to this database, they would be able to simply view those passwords alongside customer names or email addresses.
 A common method is to hash the password. This is a mathematical algorithm that assigns a fixed length bit string to any data length. This is not encryption as it is a one-way process [19] [20]. One will then salt the hash; the salt is not secret and as such when a user logs in the salt is sent to the user and assigned to the password hash. This prevents the creation and exploitation of a rainbow table [19]. A rainbow table being a brute force method where a hacker might compare hashes of passwords with a collection of hashes available in the table [21].
It should be noted that a salt and hash are still vulnerable to other forms of attack such as a dictionary attack. Where attackers simply attempt to guess or run an algorithm against the passwords, the success of this is dependent on the users’ password strength and predictability. This can be mitigated by implementing password validation for special characters or numbers. Or by using password free authentication where possible, methods such as biometrics [22].
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Executive summary
[bookmark: _Toc172815378]Organizational structure
This report outlines a comprehensive approach to creating a new security unit tailored to the organisation. It aims to enhance security posture by addressing current vulnerabilities, leveraging best practices and integrating a lasting solution that exploits cutting edge technologies. To produce a solution that is cost effective while remaining able to protect the organization and its assets.
As with any well-run organization there must be clearly defined roles and responsibilities. This is used to dictate the flow of information between levels of the company. The same can be said for that organization’s software infrastructure. For example, if every staff member on the system had access to high level databases, or even the ability to view documents that are deemed damaging or secret there is a high risk of accidental user error, or malicious practices occurring. For example, if a hacker gained access to an employee's user login, or keycard that by limiting each employee's access to as low as possible you are effectively controlling how much damage could potentially be done by the attacker.
As such the organisation would benefit massively from employing user control via privileges. For example, limiting each department to areas strictly with their discipline. For example, an employee working under a reprographics department in theory should not be able to access any areas of the premises that contain agency critical databases or web servers.
The same should then go for their account. They should be able to login to access printers on the local network, but not any of the production or preproduction services at any level. 
For your organisation in particular a top-down security model would be most recommended, this is as having an open culture is beneficial but is not justification for being light or lapse on security policies. Having this policy enacted and backed by executives is vital for it to have a higher staying power over the sometimes more desirable bottom-up approach. 
This might seem initially detrimental as having experts and experienced staff formulate the policy does indeed sound far more advantageous than the proposed method.
However, by employing senior management and executive directors to create this policy it will be guaranteed to work regardless of the department, rather it will work company wide. As well as having what is known as a higher staying power, this means that it is more likely to be adopted as a standard and kept for a longer period than the bottom-up counterpart.
Why it's time to embrace top-down cybersecurity practices | Opensource.com
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Any organization should establish an information security model that outlines an acceptable use policy (AUP) that explains the proper use of the organizations IT resources, while similar this is not the same as end user agreement. This is vital to include as it establishes clear guidelines for appropriate use of information technology resources. Helping to maintain the reliability and security of these devices and systems. By outlining how they should be accessed or used the organization effectively reduces the risk of a data breach, or data loss as employees and contractors are now more aware of correct use scenarios [23]. This AUP will include use cases such as websites or types of media that are forbidden to be accessed while either onsite or with that device wholeheartedly, for example accessing or posting on social media with a work device as well as geographically restricting that device to remain within the country of operation. By outlining details such as those your organisation can limit risks of accidental data breaches, as well as the likelihood of espionage by foreign nations. 
This policy should also go into detail regarding the correct actions to take should a data breach occur, items such as alerting the affected individuals. Alerting the relevant authorities to the matter such as the information commissioner’s office within 72 hours, and of course documenting the breach for future reference to ensure it will not happen again [24]. 
The AUP will assist in reducing the likelihood of misuse, but that does not mean that network security can be reduced at all. For example, AUP won’t protect outbound or inbound network traffic. A relatively simple and cost-effective method of protecting your domain from incoming traffic is by implementing a firewall, however like most applications there are specialised types for certain applications, for example when investigating your organisations network topography it was noted that there were elastic load balancers used for routing customer traffic and the primary router type used for the corporate network were Cisco 4321’s. As such the current system utilised is deemed inadequate and vulnerable. 
Currently a proxy-based system is being utilised, while this does filter packets very effectively, the overall throughput is limited. This translates to slower service delivery and network bottlenecks with increased risk of packet TTL’s (time to live) being exceeded resulting in customers being ‘dropped out’ of the services.  
As such for the scale of the current operation a comprehensive approach is needed where specialised types of firewalls are applied when needed. Areas such as packet filtering, throughput and layer all need to be considered when applying a firewall. 
For the businesses online applications simple yet effective web application firewalls (WAF) can be applied this is a specialized layer of protection by filtering HTTP (hypertext transfer protocol) traffic which protects web applications from cross-site-scripting, this being the malicious practice of attaching code typically to the end of a URL or posted direct to a page that displays user posted content. This code then executes which can damage credibility to no end or even disrupt online services [25] this type of firewall is differentiated in the way that it sits on layer 7 of the OSI model as opposed to the typical layer 3 of which most firewalls are this being the network layer, whereas layer 7 is the application layer [15]. 
It should also refer to what is commonly known as a business continuity plan. This should outline procedures and instructions the organisation should follow in response to a given situation. This could include anything from a fire, flood or even cyberattack. Overall, the nature of the business should be considered, what services are offered and how they are delivered, from this point consult with senior staff to identify what areas are considered critical to delivering the products or services offered, assessing vulnerabilities to these items to various events. This plan should outline tasks to perform such as data centre backups, system updates, fire drills and evacuation route assessments. This plan should also include the frequency of which these tasks are performed as well as a risk assessment if the task occurs during regular service hours, for example if a backup is taking place schedule it to take place outside of peak times [26].
As an organization it is vital that the plan created follows an established standard should the unforeseen occur as it is your first and last line of defence. As such it could be suggested to use ISO 22301 certification as an effective starting point [27].
This is an international standard for business continuity management which will provide you and the organization with a framework to plan, implement and monitor these systems put in place as well as the eventual maintenance and review stages [26]. 






Please see this example created for your organisation 
	Continuity Requirements 
	Monthly
	Quarterly 
	Annually
	As is required

	Train continuity personnel on roles and responsibilities
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	Brief organisational leadership on technical functions 
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	Backup data centre data to onsite safe room
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	Assess if fire escapes are unobstructed and staff are aware of their locations
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	Report annual findings to senior leadership team (SLT)
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	Train staff on proper identification of restricted material and how to dispose of it 
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Feel free to expand upon it as when necessary.





Your organisation must also consider producing risk assessments based on these areas identified when addressing stakeholders as justification for why costly measures may be needed. This will prove beneficial as risks will have appropriate measures put in place that are tailored to that scenario ensuring it remains addressed for the foreseeable future. Please see the example included below to assist you in the future [27]. 
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Seeing as your organization is based in the United Kingdom it is vital that all data held and utilized by the organization addresses the requirements of the data protection act 2018. This law is responsible for ensuring that data is used for the purposes specified to the user, is relevant only to what is necessary and where possible is kept up to date. It should not be kept for longer than is needed. And it must be handled in a way that ensures appropriate measures are taken to guarantee only authorised people are able to view and handle that information. Especially regarding information that can personally identify an individual or be used against them, information like race, ethnic background, genetics or health. And in recent times biometrics such as fingerprint scans or face ID.
As such now more than ever practices such as cryptography need to be utilised and updated. For example, emails should always be sent encrypted and never plain text, a standard such as AES is sufficient for protecting these. When it comes to more specialised applications a more robust standard will be needed when storing or handling user’s passwords a cryptographic hash function can be used, this converts a string of any length into a hashed output this being a digest of the inputted string. These hashes can be used to store passwords securely especially when paired with a salt. A salt being random data that is hashed prior to the actual data this makes it almost impossible to access or read through a rainbow table, this system is still possible to be mitigated via a dictionary attack but the risk to the data is still far less [17] [22]. 
Cryptography should also be used ostensively by in house IT teams if they actively develop or support online applications, for example the repositories should be locked down only to authorised staff and those staff should use asymmetric key encryption. This is where the authorised user has a public key on the repository that is then matched or paired up to a private key on that user’s profile, this means even with the password breached the systems cannot be accessed unless the hacker gains access to the private key as well [17].
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Setting and upholding high standards for security is essential in securing your organizations assets and protecting employees. Especially in a now ever more digital landscape which has seen drastic upscaling between 2019 and 2022 [2] [27]. 
As such priorities have naturally swayed toward cybersecurity and digital infrastructure support, and perhaps in most cases physical security standards are seen as obsolete or not vital to business continuity. Yet physical security remains an essential backbone to securing organizational assets, it would be strongly recommended for your organization to create a plan that addresses the security of your assets on a physical level [7]. 
This plan should address site design and layout, ensuring that equipment and personnel are strategically placed to take advantage of the size shape and type of building used. For example, wiring closets and server rooms should be located away from high traffic areas with surveillance equipment and detection systems placed in these areas. The fact also remains that staff need be trained to uphold these principles, principles such as not holding doors and to consciously be aware of other staff and if they have their lanyards with appropriate SC clearance. Staff also need to know what actions to take should a suspicious person be found on-site unescorted such as alerting security and securing high value targets [6].
Access control should also be utilized where staff are restricted to areas within their domain and doors require keycards or biometrics to be opened. Simple changes to the perimeter may even be enough to deter some would be attempts or accidental breaches, for example sign posts clearly labelled stating that it is private land and that security measures are operative in the area. Or even visible security measures such as cameras, alarm claxons or large physical barriers with razor-wire adorned atop [6] [7].
Consider even having security personnel patrolling the premises at certain times as well as guards at stationed points act as a deterrence measure as well as an active countermeasure [8]. 
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As seen in task one the overall demand for web-based services have increased exponentially, especially in the last four to five years. This has meant that now more than ever businesses are dependent on digital infrastructure. 
As such the need for information security has also increased dramatically. As also seen in the first part of this paper there are several methods that are still widely available to help secure an organization, measures such as firewalls, roles and access control as well as information models that ensure clear policies and procedures are put in place and enforced.
Polices such as AUP’s (acceptable use policy) and network security policies. Ensure that organisational assets are utilised correctly and safely. Note also cryptography being used to supplement data protection policies and how not adhering to these practices can seriously harm a business’s bottom line.
Yet, despite the sudden shift to online services this task has also highlighted that physical security is not an obsolete area. In fact, now more than ever it’s just as important than cyber security measures. Items as small as physical barriers, lanyards and surveillance equipment can make the difference between a data breach or a failed attempt at one.
This became especially apparent when writing the report, especially when considering how many new and specialised technologies now exist to secure organisations now more than ever experts in this field are needed.
Between selecting an information security model that works best for a company, to applying a firewall that applies the necessary amount of security versus throughput. This has become a saturated experience-based area. 
However, with enough research and proper knowledge, an organization can be made more secure but unfortunately due to the rate at which counters come out for these methods sometimes something as simple as sub-netting or even a locked door can truly make or break an organization.
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REF/ID Topic Risk Control environment  Control activities Risk severity Risk level Risk Likelihood

1Disaster Recovery

Insufficent data backup 

offered on premises  Duplicate off-prem data so that the data held on site is up to date and reliable Set recovery plan objectives ACCEPTABLE LOW Possible

1.1Data integration ACCEPTABLE LOW Possible

1.2Access risk

Ensure certs and 

credentials are up to date 

and correct



NOT-IDEAL HIGH Probable

1.3Monitor compliance  Ensure records held are not done so for more than needed, ensure data is secure

Ensure data is compliant 

with GDPR



NOT-IDEAL EXTREME Probable
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