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[bookmark: _Toc232691138]Abstract
The use of Industry 4.0 technologies has transformed the manufacturing process by integrating Internet of Things (IoT) devices, cloud technologies and automated production. These technologies have improved life in terms of efficiency and effectiveness in decision-making, and at the same time, they have caused organisations to face cyber threats. According to this report, a mature cybersecurity and data governance policy has been created in SteelForm Manufacturing Ltd (SFM), a medium-sized manufacturer, which supplies various automotive and aerospace companies. This report critically analyses the internal and external cyber threats to SFM and the impact caused by the threat in terms of the Confidentiality, Integrity and Availability (CIA) model. Moreover, the adaptation of cybersecurity policies to ISO 27001, the NIST Framework of Cybersecurity and GDPR principles is suggested to ensure that the organisational resilience will be maximised. Collectively, these recommendations will facilitate capped operational discontinuity, ensuring IP, enhancing regulatory practices and developing a culture of cybersecurity that can underpin the digital change in the long-term in a smart manufacturing environment.  
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[bookmark: _Toc232691139]1. Introduction
[bookmark: _Toc232691140]1.1 Company Background
SteelForm Manufacturing Ltd (SFM) is a medium-sized manufacturing company dealing in custom-engineered parts to either the automotive or aerospace industries. Industry 4.0 will be utilised in the company with paired IoT-enabled sensors, automated machinery and cloud-based systems of production management [1]. These combined technologies have enhanced efficiency in activities and real-time decision-making. But as the connection increases, so does the attack frontier that the organisation is exposed to high-level cyber-attacks.
[bookmark: _Toc232691141]1.2 Purpose and Objectives of the Report
This report will create an overall cybersecurity and data governance proposal for SFM. In particular, it enumerates both internal and external threats, suggests a security policy in accordance with international standards, suggests viable mitigation strategies and sets up monitoring and incident response protocols [2]. Moreover, the report aims to make the employees more aware since the aim of the technology investments will not improve the technology awareness unless human weaknesses are tackled.
[bookmark: _Toc232691142]1.3 Cybersecurity Importance in Manufacturing
Another victim in recent years has been the manufacturing organisations, whereby the cyberattack has the potential of shutting down the manufacturing process and the important intellectual property. In contrast to the conventional office building, smart factories entirely depend on operational technology (OT); thus, the risk of a computer attack can positively influence the procedure of material manufacturing, security apparatus, and business sustainability.

[bookmark: _Toc232683560]Figure 1: Manufacturing Network Overview

[bookmark: _Toc232691143]2. Threat Identification and Risk Analysis 
[bookmark: _Toc232691144]2.1 Internal Threats 
The other risk that has been underestimated is the internal threats whereby the employees have already gained access to organisational resources [3]. When unhappy, employees may even steal important engineering designs or sabotage production systems, either in good intentions or revenge. These insider threats are extremely dangerous as, in the long term, the malicious activities will go undetected. The other vulnerability is that of human error. The employees have weak passwords, they will use the same passwords across systems and fail to even keep themselves updated with the latest systems, or they will install malware in their systems without their knowledge by adopting unregulated browsing habits. Unreasonable access privileges go against the best practices of cybersecurity and cause unnecessary exposures. To that end, organisations need to make sure that they are conscious of the fact that poor governance and laxity in access management are not just capable of instilling internal threats, but ill intent as well.
[bookmark: _Toc232691145]2.2 External Threats 
Risks posed by external stakeholders are becoming more and more advanced and interconnected, as they use the internet. One of the most frequent attacks that are organised by the attackers within the procurement departments is called Phishing attacks; the scammers attempt to get to their suppliers to obtain either financial or operational information. As there is always communication between procurement departments and other vendors, fraudulent emails may seem real. It is particularly manufacturing that is threatened by ransomware. Unlike the office functionalities, where ransomware is more likely to affect the administrative functions, resulting in data loss, in manufacturing, ransomware can stop the coordination of a complete production line, hence causing enormous loss and fines to contracts. The other high-risk is industrial espionage because aerospace and automotive engineering design can be highly marketable. AFM rivals or agents of the state can use SFM as a means of getting proprietary information. Supply chain attacks have emerged as the chief cybersecurity issue as well [4]. Cybersecurity resilience, therefore, is not focused on internal systems and security management of vendors has the top priority. In the same way, their unprotected IoT sensors are seldom well-protected, hence they are easily vulnerable to being hacked by thieves. The cybersecurity strategy, then, ought to focus on the entire digital environment, rather than individual technological aspects.
[bookmark: _Toc232691146]2.3 Risk Assessment Using CIA Triad 
	Threat
	Confidentiality
	Integrity
	Availability

	Ransomware
	Medium
	High
	High

	Phishing
	High
	Medium
	Medium

	Insider Threat
	High
	High
	Medium


[bookmark: _Toc232683578]Table 1: CIA Triad Risk Assessment
The CIA Triad indicates that organisations are not impacted by cyber threats in the same manner. The main impact on the operation availability is caused by ransomware, and simultaneously, the insider threats compromise confidentiality and integrity [5]. Phishing is an indirect threat based on its ability to provide unauthorised access. Therefore, any investment in cybersecurity must be balanced in protection in all three dimensions and not necessarily on data confidentiality.
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[bookmark: _Toc232683561]Figure 2: CIA Triad Model 
(Src: [6])
[bookmark: _Toc232691147]3. Cybersecurity and Data Governance Policies 
[bookmark: _Toc232691148]3.1 Security Policy Framework 
SFM should make efforts to align its cybersecurity programme with the globally recognised standards, such as the ISO 27001, the NIST Cybersecurity Framework and GDPR principles. Institutionalised, these standards are methods of risk management, governance, regulatory compliance and continuous improvement and enhance trust among the stakeholders.
[bookmark: _Toc232691149]3.2 Access Control Policy 
SFM ought to adopt role-based access control (RBAC) in which permissions are based on work roles [7]. There should be the principle of least privilege, whereby only information that is necessary to carry out their work is given to the workers. All sensitive systems, especially cloud and remote access applications, must use Multi-Factor Authentication (MFA). In addition, the grants should also be re-evaluated every quarter to do away with unnecessary rights. In organisations, there is a disposition to yield undue permissions of comfort of operation, but this is not always an excellent concept, as the convenience establishes security vulnerability. This renders control of access strict.
[bookmark: _Toc232691150]3.3 Password and Authentication Policy 
It must have a password policy too, and it should be dictated that the minimum password length is twelve characters with lowercase and uppercase letters, numbers and other characters [8]. The usage of passwords should not be reused within systems in an organisation. Multi-Factor Authentication should be used alongside the usage of passwords since it is increasingly becoming ineffective in assisting in combating the ever-present cyberattacks. Also, account lockout procedures must be automatic due to several failed attempts of login to the system in order to decrease cases of brute-force attacks.
[bookmark: _Toc232691151]3.4 Data Governance Policy 
Good data governance needs to have ownership and accountability. The organisational information needs to be classified into the following groups, which are: public, internal, confidential, and highly confidential. Data owners on accountability to maintain the accuracy and security of data should be assigned by each department. The data retention schedules should comply with the demands of the law; however, backup processes that are done manually should be done on a daily basis. The processing of personal data should contain fair treatment, openness, and safeguards, which should be secured by adherence to GDPR. Strong data governance has rendered cybersecurity not a technical issue but an organisational issue due to its strong data governance.
[bookmark: _Toc232691152]3.5 Acceptable Use Policy 
Employees are only supposed to do authorised business using the organisational devices. Authorisation to install unauthorised software should not be permitted. Further, appropriate check-ins on internet usage must also be appropriately high, and e-mails with the suspects must also be forwarded to IT security officers promptly.
[bookmark: _Toc232691153]3.6 Remote Access and Cloud Security Policy
Only encrypted Virtual Private Networks (VPNs) access to the remote should be conducted. Cloud architecture ought to flex secure configuration baseline and current monitoring guidelines. Moreover, the mobile device management systems will be necessary in order to manage the remote devices to make them safe with the help of encryption and remote wiping. These types of controls would prevent such flexible working arrangements from being unfair to organisational security.
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[bookmark: _Toc232683562]Figure 3: Security Policy Framework Diagram 
(Src: [9])


[bookmark: _Toc232691154]4. Threat Mitigation Measures 
[bookmark: _Toc232691155]4.1 Technical Controls 
Technical controls act as the first line of defense to cyber threats, because smart manufacturing environments are 24-hour operations that deal with highly sensitive data. SFM should establish network segmentation whereby they should separate production networks, office networks and guest networks. This stops attackers from laterally traversing throughout the entire infrastructure in case a part is compromised. The organisation is supposed to set up perimeter firewalls to prevent external attacks and internal firewalls to curtail the unwarranted communication between departments [10]. Although firewalls are regarded as the least complex security devices, they are not capable of being used alone, bearing in mind that most of the attacks evade the more traditional security at the perimeter nowadays. The use of Endpoint Detection and Response(EDR) to add to an antivirus software should include a real-time analysis of behaviour, which can discover advanced attacks. This means that SFM should make monthly patching plans, as well as timely remediation of critical vulnerabilities. The active approach would be significantly lower than the procedure of recovering from a successful cyberattack in the case of derailed operations.
[bookmark: _Toc232691156]4.2 Administrative Controls 
Administrative controls that offer governance arrangements can do so in a way that builds resilience in the long-term cybersecurity. The SFM needs to undertake quarterly security audits to determine the weaknesses arising and the effectiveness of the policies. Vendor testing should be obligatory because threats experienced on the supply chain are also becoming a significant contributor to attacks. In addition, reevaluation of compliance must also abide by ISO 27001, GDPR and organisational policies. Security controls are introduced, not enforced and the main reason why organisations fail. Cybersecurity, thus, should not be a one-time project but an ongoing management task. 
[bookmark: _Toc232691157]4.3 Physical Controls
Physical security is also crucial, as the threats may be executed by hackers via physical access to systems. All the production points of SFM should also be equipped with CCTV cameras, and access should be restricted through the use of electronic access cards. The server rooms should include biometric authentication and control over the environment. Visitor controls will maintain a record of all the external staff who enter sensitive areas. More organisational resilience is an outcome of physical or physical and digital defence.
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[bookmark: _Toc232683563]Figure 4: Layered Defence (Defence in Depth) Model 
(Src: [11])


[bookmark: _Toc232691158]5. Network Monitoring and Incident Response Plan 
[bookmark: _Toc232691159]5.1 Continuous Monitoring Strategy 
This has to be observed regularly because the manufacturing environments are twenty-four hours round the clock, and due to this, it is unable to afford to carry out periodic checks. SFM needs to come up with a Security Information and Event Management (SIEM) system to hire and screen logs of all the systems connected. The monitors of network traffic should be an Intrusion Detection System (IDS) and an Intrusion Prevention System (IPS). Scanning for vulnerabilities needs to be done every month to detect vulnerabilities before they are exploited by attackers.
[bookmark: _Toc232691160]5.2 Incident Response Process
It is advised that the 6-stage incident response scheme should be implemented in SFM.
1. Preparation 
2. Detection 
3. Containment 
4. Eradication 
5. Recovery 
6. Lessons Learned 
Preparation guarantees the knowledge of personnel of their responsibilities even prior to the occurrence of incidents. Malicious welfare can be detected and monitored through the use of monitoring tools [12]. Containment assists in containing further destruction as compared to eradication, which prevents risks in operations. The recovery should make the business normal, and the new lessons that are learned should make it much better prepared in the future. The instilled response will mitigate the confusion in high-pressure situations and downtime in operation.

[bookmark: _Toc232683564]Figure 5: Incident Response Process
[bookmark: _Toc232691161]5.3 Business Continuity and Disaster Recovery 
The geographically remote automated backups taken by SFM on a daily basis should be maintained. The anticipated four-hour Recovery Time Objective and one-hour Recovery Point Objective will help reduce the impact of a small breakdown in production and data loss in the event of a major cybersecurity attack.


[bookmark: _Toc232691162]6. Staff Training and Security Awareness Programme
[bookmark: _Toc232691163]6.1 Training Programme Design 
Cybersecurity awareness is something that an organisation needs to do on a regular basis, and not a training event. The induction training should be compulsory for new employees, and employees should be subjected to yearly training of refresher training. On top of this, the departments involved in sensitive information should be trained specially based on the operational role that they undertake.
[bookmark: _Toc232691164]6.2 Awareness Activities 
SFM is suggested to conduct phishing, monthly security newsletters and cybersecurity workshops. There should also be clearly laid down guidelines about incident reporting to employees with an aim of encouraging early threat reporting. Developing a security-aware culture can change employees who may be a weak point in an organisation into engaged agents of defence. 

[bookmark: _Toc232683565]Figure 6: Training Cycle


[bookmark: _Toc232691165]7. Conclusion
The report identified the colossal internal and external risks that SFM was facing and prescribed meticulous security policies, mitigation and monitoring strategies. By establishing a combination of both the technological controls and awareness programs of the employees, SFM can enhance these scopes of confidentiality, integrity and availability and become more resilient to the impacts of operations and enable safe long-term digital transformation.
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Speaker Notes: 
This presentation outlines these threats to SFM. The digital transformation of the organisation has provided tremendous opportunities and huge security risks. Such an approach is therefore required to be holistic, i.e. one that is concerned with the technology, governance and awareness amongst the employees. The guidelines are on the future of business and the safeguarding of important engineering resources.
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Speaker Notes
Cybercriminals are becoming of great interest to manufacturing organisations. Cyberattacks, unlike usual businesses, disrupted the production activities. Thus, operation technology and the security of information technology should be integrated. Current security breaches show deficiencies that have to be addressed first.
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Speaker Notes
Threats within the company are usually underestimated since the employees already have access to the system. But vulnerability can oftentimes be caused by human behaviour. There is always a great need for great governance and access controls. An effective cybersecurity entails reducing threats, both deliberate and inadvertent.
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Speaker Notes
There is an independent, external cyber threat development. Manufacturing organisations have been blessed with a few valuable commercial pieces of information that are attractive to attackers. As a result, security strategies have to go beyond the organisational scope. Its demand is now cataclysmic on the security of the vendors as well as on the supply chain safeguard.
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Speaker Notes
CIA Triad to provide a risk assessment methodology. Confidentiality: The major issue that organisations overestimate and do not put into consideration is confidentiality. Nevertheless, the economic impacts of downtime in production could be disastrous. This way, all three dimensions need to be dealt with on an equal footing as far as strategy is concerned.
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Speaker Notes
Policies help to establish the organisational security expectations and responsibilities. There does not exist a formal regulation that results in the inexistence of consistency of technology controls. International-level regimes involve a uniform direction. In this way, compliance and security are strengthened by adopting best practices.
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Speaker Notes
The mitigation measures ought to be done in a multilayer security foundation. Lacking a multi-point solution will not work effectively in countering sophisticated attacks. As such, defence-in-depth strategies place a greater emphasis on resilience. Through a combination of physical, administrative and technical controls, a complete level of protection is provided.
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Speaker Notes
Initial detection will go a long way in minimising the loss of cybersecurity. Responsiveness is one of the characteristics that lead organisations, which lack formal response plans, to take a long time to restore their position. Thus, responsibility and efficiency are enhanced by the standardised processes. Ongoing improvement must be a long-term goal.
[image: ]
Speaker Notes
The employees constitute a source of strength and weakness. Cyber risks cannot be removed using technical solutions. Security awareness programmes, therefore, should be organisational activities that are repeated. The culture of security will enhance resiliency when organised.
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Speaker Notes
Cybersecurity is an ongoing process and not a one-time implementation project. Security should be a common need among all departments at SFM. These tips ensure more operations can be continued and sustained in the digital transformation. Lastly, it is preferable to proactively invest rather than respond to the crisis. 
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Overview

» SFMis a company in an Industry 4.0 environment, which incorporates
loT-based products, cloud and automation in production.

» The changes have adopted more interconnectivity in the web, which
has introduced efficiency, but more hack susceptibility.

» The suggested course of action is aimed at determining the threats,
enhancing and enhancing the governance and increasing operational
resilience.

» Absorbing the strategy to minimise cybersecurity as a strategic
business concern, as opposed to an IT concern.

This presentation outlines these threats to SFM. The digital transformation of the organisation has provided tremendous opportunities and huge security risks. Such an approach is therefore

required to be holistic, i.e. one that is concerned with the technology, governance and awareness amongst the employees. The guidelines are on the future of business and the safeguarding of
important engineering resources.
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Background of Company and Security
Problems.

» SFM boasts of intelligent technologies in the production of tailor-made
components of automotive and aerospace products.

» Due to automated machines, cloud and loT sensors, many operational
parallels on digital infrastructure have developed.

» Malware infections, phishing attempts, and unauthorised network
access attempts are some of the recent incidents.

» Interdependence in diversity needs to be maintained.

Cybercriminals are becoming of great interest to manufacturing organisations. Cyberattacks, unlike usual businesses, disrupted the production activities. Thus, operation technology and the
security of information technology should be integrated. Current security breaches show deficiencies that have to be addressed first.
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Internal Threats

» Insider Threats: Insider threats may

5Types of InsiderThreats’ have disgruntled workforces and
Cotusive o insiders who have legitimate access
Threats hreats to sensitive data.

> Some of the vulnerabilities are weak
passwords, unwarranted browsing
habits and human mistakes.

» This over-privileging of users will

it ety Uiy expose them to the Undesirable,
inadvertent, or deliberate abusé of
powers.

» Security failure is quite common due
1o a lack of efficiency in the
processes of implementing the
mechanisms of governance.

Threats within the company are usually underestimated since the employees already have access to the system. But vulnerability can oftentimes be caused by human behaviour., There is always a
great need for great governance and access controls. An effective cybersecurity entails reducing threats, both deliberate and inadvertent.
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External Threats

» Phishing schemes are often used on procurement squads with the use
of false supplier messages.

» Ransomware can also strike the production line, as well as lead to a
huge loss of money.

» The design of precious engineering and intellectual property may be
at risk due to industrial espionage.

» The supply chains and unsecured loT gadgets can be upgraded due to
climate, weak links, which implies more opportunities to be

capitalised on.

There is an independent, external cyber threat development. Manufacturing organisations have been blessed with a few valuable commercial pieces of information that are attractive to attackers.
As a result, security strategies have to go beyond the organisational scope. Its demand is now cataclysmic on the security of the vendors as well as on the supply chain safeguard.
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Risk Assessment (Triad of CIA)

» The confidentiality is associated with
CONFDENTIALTY the fact that there is a need to
guarantee the safety of the detective
eengineering and customer
information.

> Integrity: This will ensure quality
production information that is not

distorted.
INTEGRITY CIA AVAILABILITY » Availability gives continuous
TRIAD production processes and delivery of
services.

» The components are susceptible to
different threats in different ways,
and hence, a well-balanced
protection is necessary.

CIA Triad to provide a risk assessment methodology. Confidentiality: The major issue that organisations overestimate and do not put into consideration is confidentiality. Nevertheless, the
economic impacts of downtime in production could be disastrous. This way, all three dimensions need to be dealt with on an equal footing as far as strategy is concerned.
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Security Policies

» Security policies should be in
place to meet the ISO 27001,
NIST and GDPR criteria.

» The critical systems should be
secured with Role-Based Access
Control and Multi-Factor
Authentication.

/'

. Cybersecurity
» Data governance policies ought [T

to spell out ownership and Framework
classification as well as 7
retention requirements.

» Remote access controls: Access

to the clouds and external
connections should be
safeguarded.

Policies help to establish the graanisational security expectations and responsibilities. There does not exist a formal regulation that results in the inexistence of consistency of technology controls.
International-level regimes involve a uniform direction. In this way, compliance and security are strengthened by adopting best practices.
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Mitigation Measures

» Segmentation Networks should be o
separated such that it comprises of Proosthaes!
production, office and guest networks. & Awarsnees

» Continuous monitoring of the act
of the devices used by the system
should also be done by Endpoint (g
Detection and Response systems.

Physical

» President: Vulnerabilities must be Computer
addressed with monthly patch
management even prior to the
exploitation of the vulnerabilities.

»  Physical security measures need to be
supplemented by digital protection
strategies.

The mitigation measures ought to be done in a multilayer security foundation. Lacking a multi-point solution will not work effectively in countering sophisticated attacks. As such, defence-in-
depth strategies place a greater emphasis on resilience. Through a combination of physical, administrative and technical controls, a complete level of protection is provided.
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Incident Monitoring and Response.

» Monitoring should be done on a

continual basis through the use of

SIEM, IDS and vulnerability scanners.

» SCMM Structured incident response

systems decrease the confusion
during the response to cyber
incidents.

» High-speed containment: High-
speed containment reduces the
operational loss as well as losses.

» Learning lessons enhances
preparedness in the organisation.

Initial detection will go a long way in minimising_the loss of cybersecurity. Responsiveness is one of the characteristics that lead organisations, which lack formal response plans, to take a long
time to restore their position. Thus, responsibility and efficiency are enhanced by the standardised processes. Ongoing improvement must be a long-term goal.
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Training Programme of the staff.

» Cybersecurity induction programmes should be taken by newly hired
employees.

» This ought to be accompanied by repetition of yearly refresher
training on organisational security.

» Phishing simulations: Simulations must promote threat awareness.

» The security awareness activities should be encouraged towards
proactive incident reporting.

The employees constitute a source of strength and weakness. Cyber risks cannot be removed using technical solutions. Security awareness programmes, therefore, should be organisational
activities that are repeated. The culture of security will enhance resiliency when organised.
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Conclusion and recommendations.

» Cybersecurity should be a strategic focus of an organisation.

» Staff and management, in general, should be in close cooperation
with technology.

» Frequent assessments and reviews of policies to ascertain that they
address changing threats.

» Such recommendations boost availability and business resiliency,
confidentiality, integrity and business.

Cybersecurity is an ongoing process and not a one-time implementation project. Security should be a common need among all departments at SFM. These tips ensure more operations can be
continued and sustained in the digital transformation. Lastly, it is preferable to proactively invest rather than respond to the crisis.
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