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1. ITIL 
1.1Concept
IT is an IT operation and maintenance service system developed by the UK National Computer and Telecommunications Authority in the 1980s. Since 1980, ITIL has gone through four major versions, and gradually become the best IT operation and maintenance service practice framework and fact standard recognized by the world, is the IT departments of various industries to plan, implement and manage high-quality operation and maintenance service standards. The basic framework of the system consists of six modules, including business management, service management, IT infrastructure management, application management, security management and IT service management planning and implementation, as shown in Figure 1.[1]
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Figure1.ITIL system
(1) Business management. Business is the basis of ITIL operation and maintenance system. Business users can deeply understand the ability of network infrastructure to support their business processes and the role of service management in the end-to-end IT service process through this module, so as to help users better deal with the relationship between service providers
(2) Service management. This module is the core of ITIL architecture, and its management object is all kinds of infrastructure in the network. At the same time, the module highlights streamlined IT operation and maintenance services, helping to build and operate higher quality business systems. ITIL service management module can be divided into service support management and service provision management two parts
(3) IT infrastructure management. In the traditional sense, network operation and maintenance management focuses on the management of hardware devices and business systems from the technical perspective, including helping business departments to analyze business needs, support and maintain infrastructure, etc. [5]. This module ensures the reliability of the infrastructure, meets various service requirements, and ensures stable operation of the infrastructure
(4) Application management. This module includes the support, operation and maintenance of all business systems. The application management module guides the network center to coordinate the development and maintenance of the business system, and provides better services for the business together with the business system.
(5) Safety management. The core goal of the security management module is to determine the security requirements of the network center, formulate security policies and policies, and provide comprehensive, unified and efficient management for dealing with security accidents. The goal of this module is to protect the network infrastructure from unauthorized use by people outside the network.
(6) IT service management planning and implementation. The IT service management planning and implementation module guides how to correctly carry out IT governance according to the above five modules, including the integration of these processes. This module guides network users to establish vision, analyze and evaluate the current situation, determine reasonable goals and gap analysis, determine the priority of tasks and review the implementation of the process.
1.2ITIL evaluation  
After the study of ITIL model, I think this model has the following problems to be faced (1) lack of knowledge transfer between technical personnel (2) failure to account for automatically generated alerts, (3) confusion between events and service requests, (4) repetitive work, and (5) lack of communication with users  (6) Lack of correct understanding (7) inappropriate event resolution  
2.ISO27001
2.1 Concept
ISO/IEC27000 (referred to as "ISO27000") series standard is an international standard organization for information security management system to develop a set of standards, the core standard ISO27001, ISO27002, It is evolved from BS7799-1 and BS7799-2 promulgated by the British Standards Institute (BSI) in 1995 respectively.  BS7799 was initially initiated by the Department of Trade and Industry under the joint initiative of industry, government and business to develop a common framework for establishing, implementing and measuring information security management practices and providing trust between trading partners. ISO for information security management system standards reserved ISO/IEC27000 series number, has been reserved ISO/IEC27000 to ISO/IEC27059 a total of 60 standards. So far,In practice commonly used ISO series of information security management system standards have 5 including  ISO27001 "Information technology - Security technology - Information security management system requirements", ISO27002 "Information technology - Security technology - Information security control practical rules", ISO27003 "information technology - Security technology - Information security management system implementation guide", ISO27004 "information technology - security technology - information security management  Measurement, ISO27005 "Information technology - security technology - Information security technology risk management"), ISO27001 as ISO27000 series of standards of the main standard, details the establishment, implementation and maintenance of information security system requirements, used to guide the development of information security management system construction,  Information security management is divided into 14 security control domains, including 35 control objectives and 114 security control measures[2], basically covering all fields of enterprise information security management.  Therefore, information security construction based on ISO27001 standard can effectively avoid the blind area of enterprise information security management.  ISO27002 provides reference for the implementation of information security management system based on ISO27001 as a reference guide for the implementation of general information security control measures based on ISO27001

Table1. ISO270001 standard 11 security control domains
	A.5 Information Security Policy

	A.6 Information Security Organization

	A.7 Human Resource security

	A.8 Assets Management

	
A.9 access control
	
A.10 cryptography
	A.11 Physical Environment Safety
	
A.14 System access、development and
maintenance

	A.12 maintenance
	A.13 Communications security
	

	A.15 Supplier relationship

	A.16 Information security time management

	A.17 Information security in business continuity management

	A.18 Compliance


The construction of information security system is mainly based on risk management. By identifying, evaluating and analyzing information security risks, the probability and influence of risk occurrence are reduced to an acceptable level, and corresponding measures are taken to ensure that business will not be interrupted or lost due to the occurrence of security events. ISO27001 standard requires the development of information security strategy, determine the scope of the management system, clear management responsibilities, and through risk assessment, determine control objectives and select control measures. Once the system is established, the organization shall continue to maintain and improve the information security management system to maintain the effectiveness of the system. Similar to the ISO9001 quality management standard in the ISO9000 series, ISO27001 provides a PDCA reference model for the establishment, implementation, operation, monitoring, evaluation and improvement of information security system, emphasizing that the construction and operation of the system is based on the CONTINUOUS cycle improvement of THE PDCA model. The construction and operation mechanism of information security system based on PDCA cycle model can effectively improve the initiative of enterprise information security management. 
2.2 Evaluation
Compared with other security standards, ISO27001 standard focuses more on describing the role of management in information systems, and describes more management related scenarios.  ISO27001 based information security management system is mainly from the perspective of comprehensive information security management, focusing on the organization or its specific scope, through risk assessment and system design, the establishment of comprehensive security control measures, reflects the comprehensive and systematic information security management.  ISO27001 based on the information security management system risk management theory as the basis, through the risk assessment to find security problems, through the system construction, to achieve the control of information security risk, and the risk of continuous monitoring of both management and technology.  
3.Cobit
3.1Concept
COBIT is a process-oriented information systems audit and evaluation standard developed by the Information Systems Audit and Control Consortium. The evaluation of informatization construction results can be divided into several aspects according to the system attributes, such as the evaluation of the final results, the evaluation of the construction process, and the evaluation of the system architecture. COBIT is an information technology governance implementation guide and auditing standard based on the concept of information technology governance and oriented to the information technology construction process. The significance of COBIT lies in that it serves as a bridge between enterprise strategic goals and information technology strategic goals, enabling the interaction between information technology goals and enterprise strategic goals. The basic concepts proposed by COBIT are: it governance model, it governance process, maturity level, control objectives, key objectives indication, key performance indication, important success factors, etc. COBIT believes that informatization construction is to convert input "events" into "information" through management activities with the help of "information technology resources". Information technology governance is to manage and control this control and transformation process. COBIT divides the characteristics of "information" into seven attributes: effect, efficiency, confidentiality, integrity, applicability, compliance (i.e. compliance with relevant laws, regulations and rules) and reliability, and divides "information technology resources" into technology, application, personnel, facilities and data.


Figure2. COBIT Frame System

The C0BIT5 framework ensures effective implementation through five basic principles: to meet the needs of stakeholders, the goal of an enterprise is to create value for its stakeholders, specifically by balancing benefits, risks and resources; End-to-end coverage of the enterprise, specifically, the enterprise information technology governance seamlessly into the enterprise governance. First, C0BIT5 encompasses all the processes and intelligence of an enterprise, not just "information technology capabilities", treating information technology as an asset. Secondly, the governance and management power related to information technology covers the whole enterprise from beginning to end, and all the things and people involved are related to the governance and management of enterprise information technology. Running a single integrated framework, C0BIT5 is aligned with many other IT related standards, practices and frameworks and can serve as the premier framework for enterprise IT governance and management. Adopt a holistic approach. Considering the interrelated components, C0BIT5 defines a set of incentive to support the implementation of information technology management system, the power is any factor can help enterprise to achieve its goal, principles, policies, framework, process, organization structure, enterprise culture, information, services, infrastructure and information systems, personnel, technology and ability; Distinguishing between governance and management, C0BIT5 believes that governance: ensures that stakeholders' needs, conditions and options are assessed to determine balanced, consensual and business objectives to be achieved; Set direction through priorities and decisions; And monitor the performance and compliance of agreed directions and objectives. Management: Management plans, constructs, runs, and monitors activities aligned with the governance structure to achieve enterprise goals. After enterprise merger and acquisition, the integration of the system is undoubtedly a typical case of project management research, at the same time, as the related activities of information technology functions in enterprises, it is also applicable to the relevant standards and frameworks of information technology refers to.
3.2Evalution
COBIT is a high-level governance framework, which does not fully cover all aspects of system merger risk analysis in enterprise mergers and acquisitions, and does not involve specific operation specifications and tool guidelines. Therefore, the introduction of project management guide provides a large number of procedures and operation guidelines for project risk management. Therefore, various risks in the process need to be analyzed in detail with the help of project management guidelines and under the framework of C0BIT.
The upside of using COBIT as an Information Security governance framework is that information security is ‘integrated’ into a larger or wider Information Technology governance framework, provided by the other 33 processes. Even if COBIT is used only for Information Security governance, it still provides the rest of the framework if the company later decides to base the rest of its Information Technology governance also on COBIT. The then existing Information Security governance framework will then fit seamlessly into the wider framework defined by COBIT. The downside of using COBIT for Information Security governance is that it is not always very detailed in terms of ‘how’ to do certain things. The DCOs are more addressed to the ‘what’ must be done. In most cases some more detailed guideline for detailing precisely ‘how’ things must be done, will be needed.
4.COBIT vs Iso27000 vs ITIL
Comparison of the three models According to the understanding of different models above, the three models are compared in terms of release unit, managed object, characteristics and practicability, as shown in Table.
Table2 COBIT vs Iso27000 vs ITIL
	Name of safety standard
	Department of Publication
	Management department
	Feature
	Rage of application

	COBIT(Control Objectives for information and related Technology)
	ISACA(Information Systems Audit and Control Association)
	System of information
	Process- oriented, with information system audit as the core
	A network system that meets specific requirements

	ITIL
	OGC
	Manage Service Level
	
	IT Consulting Firm

	
ISO27001(Informationsecurity management system requirements)
	
ISO(International Standardization Organization)
	
Organizational information security
	More management system establishment requirements, focusing on the continuity of enterprise business and management system integrity
	It has good trial ability for enterprises with different architectures


5.A discussion of the need to update the security model
Today’s world where technology shows constant growth, companies must be flexible and agile to adapt quickly to changes in the environment, even more, when technology is a fundamental pillar for its operation, otherwise they run the risk of lag behind and in the worst-case exit the market. Adapt to changes in the environment involves configuring a range of processes, policies, controls, and activities to ensure that the information technology area becomes a strategic asset for the organization and that the increasing demands of its customers are meet in the best way possible.

























Task2
1.Security governance and strategic planning
The goal of CoffeBlue at this stage is to clarify the goals, policies and scope of the information security management system and obtain the approval of the management. The main task is to determine the goals of the information security management system, define the policies of the management system, define the scope of the management system and obtain the approval of the management.

Table3. The inputs, outputs, activities and considerations corresponding to the major tasks in the planning preparation phase
	Primary mission
	Import
	Main activity
	Output

	Determine the information security management system
	Business objectives, business characteristics, business requirements, technical characteristics, existing management system, etc  
	Summarize and refine information security requirements and security system objectives
	Information security requirements and objectives of information security management system

	Define the policy of information security management system
	Information security system objectives, legal norms, etc
	Determine the management ideas of the safety system and clarify the responsibility of safety management
	Information security management principles, responsibility division, etc

	Define the scope of the information security management system
	Organization structure chart, network architecture chart, system architecture chart, etc
	Comprehensive analysis and management recognition
	The organization scope, business scope and system scope of information security management system  

	Obtain management approval
	System implementation plan
	Management approves system implementation plan
	Management approval document



2. Security policy
Coffeblue should improve the information security management framework for enterprises, optimize the organizational structure of enterprise information security management, plan, design and implement various security control measures mainly based on the information security risk assessment results and 
combined with the relevant control requirements in security standards. On the one hand, through the establishment of information security management system, clear information security management requirements, to provide basis for the operation of information security management system. On the other hand, through the development and application of various security technologies, construction of security protection facilities, and management means to achieve comprehensive control of information security.

Figure3. Information security management system four file structure
Firsrt stage：Point out the scope of management, safety objectives, etc
Second stage：Define safety management requirements
Third stage：Explain the steps and details of specific management activities
Fourth stage：Record Management process

3. Risk management
Risk assessment is divided into two parts, the risk identification analysis and risk assessment of risk identification analysis involves identifying information assets and the threat and vulnerability, confirmed that after the occurrence of safety measures, identify risks, analyze the influence of the possibility of a risk, analysis risk happens, the influence of risk grading and other activities, The risk assessment is based on the risk assessment criteria for risk analysis, to obtain the understanding of risk, and at the same time, combined with the risk acceptable criteria to guide the next step of risk disposal.


Figure4. Information security risk assessment process

3.1 Information asset identification and evaluation
Information assets have three security attributes: confidentiality, integrity and availability. In the risk assessment of information security, the evaluation of information asset value mainly starts from these three angles. In practice, the value of information assets is not determined by the economic value of the assets, but by the requirements of the assets on the three security attributes or the impact caused by the failure of the security attributes. Different requirements for security attributes result in different asset values.
3.2 Threat identification and assessment
After threat identification, the possibility of threat occurrence should be evaluated and assigned. The factors affecting the possibility of threat include attack technology, behavior motivation, asset attraction, possibility of punishment, etc. When judging the possibility of threat occurrence, the recommended value of the possibility of threat occurrence can be obtained according to the following information :(1) the historical record of threat or security incident report is used to make statistics on the occurrence of threats and their frequency; (2) Device or system records, such as the threat occurrence data recorded in the intrusion detection system and other devices; (3) Statistics of security incidents caused by such threats in recent years released by relevant organizations at home and abroad.
3.3 Vulnerability identification and assessment
The severity of identified vulnerabilities should be assessed in terms of damage to assets, ease of implementation of technologies, prevalence of vulnerabilities, etc. The same vulnerability of information assets in different environments has different vulnerability severity. The evaluator should consider and judge the vulnerability and severity of information assets from the perspective of the overall security strategy of the organization. The protocol used by the information system, the completeness of business processes, and the interconnection with other networks should also be taken into account. The severity of the technical vulnerability of an asset is also influenced by the organizational management vulnerability. In the evaluation process, it will be found that many weaknesses reflect management or technical problems in the same aspect, or the consequences are similar. When assigning values, it is necessary to consider these similar weaknesses comprehensively to determine their severity. In the classification of vulnerability, we can refer to the vulnerability classification standards of industry organizations and determine the classification standards based on the actual situation of the enterprise.
3.4 Theoretical model of security risk
The calculation of information security risk includes asset assessment, threat assessment, vulnerability assessment and comprehensive calculation of risk value

Figure5. Theoretical model of security risk
4. Safety management models and practices
It provides enterprises with information security construction ideas based on PDCA model (as shown in Figure 4.1). Enterprises through cyclic implementation of the plan (planning preparation, risk assessment, security system design and planning), implementation (security system construction and planning implementation), inspection (monitoring), improvement (continuous improvement) activities, to improve the level of enterprise information security.


Figure6. Coffee Blue information security construction ideas
Act：continuously improve system design and implementation, improve system deficiencies
Plan：1. Analyze and evaluate the key fields of information security from the three dimensions of process, personnel and technology to form the requirements of system design and construction 2. Draw lessons from relevant standards and best practices, according to the actual situation, design information security system
Do：According to the information security planning and implementation roadmap, the construction of information security system shall be carried out in stages
Check：Closely monitor the operation effect of the security system by means of system evaluation and audit
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