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Abstract: Consumer surveys indicate that concerns about privacy are a
principal factor discouraging consumers from shopping online. The key
public policy i5sue regarding privacy is whether the US should follow its
current self-regulation course (where the FTC encourages websites to
obtain private "privacy web-seals"), or whether a European style formal
legal regulation approach should be adopted in the US,

We conclude that the use of assurance seals has worked reason-
ably well and websites should be free to decide whether they have a
privacy seal or not. Given the narrow scope and the wide variety among
these seals, we do argue that the seals should commit themselves to
the key features of a good privacy policy and that an opt-in provision
be required. We believe that insufficient evidence exists to propose
formal Government mandated Internet privacy regulation.

Introduction

Most people support a right to privacy. Philosophers have provided a number of
arguments that justify a right to privacy although there are certain situations

where many would agree that privacy rights need to be sacrificed either in order
to honor other rights or for the general public good (Etzioni 1999). Until the last
decade of the twentieth century, privacy rights focused on the intimate details of
one's life—one's right to be silent about one's sexual preference, and one's political
affiliation, for example. In addition, there was a general concern about providing
government or other institutional authorities with too much information and with
government snooping. There was less concem with privacy in marketing.

With the Internet and the development of marketing by e commerce, privacy
issues became more complicated as a result of the new technology. However, phi-
losophers have said less about these new privacy issues.' This is unfortunate since
concerns about privacy have limited the development of e-commerce marketing.
According to Tedeschi (2000) a New York Times report on a survey of Internet
users indicates that privacy is the chief reason why people do not shop online and
that 92 percent of online households do not trust online companies to keep their
information private. Another survey showed that 70 percent of the respondents
were more concerned about privacy on the Internet than on any other medium.- Yet
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another survey indicated that privacy was the number one issue facing the Internet.'
Indeed, consumer concern is so high that the latest version of Internet Explorer—IE
6.0—has been set so that the default is "No" for accepting third-party cookies. This
is in accordance with P??^ standards that are designed to protect Internet privacy.

This paper is concerned with a major public policy issue with respect to market-
ing in e-commerce. The public policy issue at the focus of this paper is whether the
United States should adopt the formal (legal) regulation of privacy in e-commerce
that has been adopted by the European Community or whether the United States
should allow the self-regulation that is underway to continue. Given the data that
is available what should be done next? In particular how much of a role should be
left to voluntary self-regulation and how much to government regulation?

Section one begins with a normative question: What are the elements of a good
privacy policy? To answer that question we need to answer a further question: Do
some types of information deserve more protection than others? For example, should
information about one's health be more strictly protected than information about
one's buying habits? In order to address these two issues, we will discuss some
of the philosophical justifications given for a right to privacy and review some of
the occasions where honoring a right to privacy may not be in the public interest.
Those considerations will enable us to propose criteria for a morally acceptable
privacy policy and for determining if there should be a hierarchy of information to
be protected with some information deserving more protection.

Section two presents current privacy law regarding e-commerce in the United
States and the European Community. Regulation in the United States is mostly
limited to self-regulation through privacy seal programs while the European Union
has more extensive government regulation. Our intent in this section is to see how
well both voluntary self-regulation and existing government regulation incorporate
the elements of a good privacy policy presented in section one.

Section three presents empirical evidence that examines disclosure practices,
effectiveness of opt-out options, and registration policies of high-tratfic US web-
sites. Some comparative evidence is also collected from the UK where websites
are required to conform to EU privacy law. Section four presents our analysis for
settling the central public policy issue.

/. The Elements of a Good Privacy Policy

In order to suggest the elements of a good privacy policy we need to be familiar
with some of the justifications for a right to privacy in general.

Traditional Philosophical Justifications for a Right to Privacy

Let us start with the position of Immanuel Kant. We endorse Kant's view that
persons ought to be treated with respect. One condition for treating people with
respect is that we honor their individual autonomy.' What distinguishes us as hu-
man beings from everything else on earth is the fact that we have free will or are
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autonomous. As O'Neill (1989) has pointed out. Kant believed that autonomy is
the ground of rationality and morality.

He IKantl argues not from reason to autonomy but from autonomy to reason.
Only autonomous self-disciplining beings can act upon principles that we
have grounds to call principles of reason . . . it [the categorical imperative] is
the fundamental strategy not just of morality but of all activity that counts as
reasoned. The supreme principle of reason is merely the principle of thinking
and acting on principles that can [not do!] hold for all.

Since we are autonomous beings, we are capable of rationality (making laws
unto ourselves), responsible decision making and of being subject to the moral law.
Freedom, or autonomy, has intrinsic value and we have an obligation to respect
freedom and support those values and institutions that contribute to freedom.

Joseph Kupfer (1987) has argued that privacy is a necessary condition for the
development of autonomous selves. His argument for that position runs as follows:
Privacy is necessary for an efficacious self-concept and an efficacious self-concept
is in turn required if one is to be an autonomous self.

Why is privacy necessary for the development of an efficacious self-concept?
Kupfer begins with developmental psychology. A child who experiences privacy,
secrecy, and perhaps even lying learns that she has some control over her life and
a sense of control of one's life is necessary for autonomy. Furthermore, empirical
evidence shows that people who are deprived of control over their lives, in nursing
homes, prisons, and hospitals, for example, "lose the sense of themselves as origins
of thought, purpose, and action" (Kupfer 1987).

Second, privacy also allows us to rehearse changes in life style in the privacy of
our own homes to be something we are not. This ability to try on different personas
also contributes to a concept of the self that is in control of his or her life.

Yet a third value of privacy to an autonomous self-concept is the fact that being
permitted privacy allows one to perceive oneself as trustworthy. This feature of
privacy is particularly relevant to the business context. The use of drug tests, two
way mirrors, and screening devices, as well as close monitoring by supervisors,
provides little or no privacy and conveys the message that one is not trustworthy.
The absence of these features indicates a degree of a trustworthiness that in turn
contributes to the notion of an autonomous self.

Finally, privacy enables us to choose with whom we share personal intimate
information. Our control over with whom to share intimate information helps us
to distinguish between friends and acquaintances. As Kupfer (1987) says, "privacy
enables us to define ourselves socially in terms of intimate relationships." Thus,
a right to privacy is a social good that enables persons to develop as autonomous
selves. It is this capacity for autonomy that is the grounds for the moral obligation
to respect people.

In sutnmary. a person cannot develop as an autonomous individual unless he or she
has some privacy over personal information. To respect a person's autonomy requires
that we respect the conditions that make autonomy possible. Thus, we must, at least
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to some extent, respect a person's privacy. With respect to marketing in e-commerce,
we should impose conditions that make an individual's privacy efficacious.

Rights in Cotiflict: When Should the Right to Privacy Give Wav?

Despite the value of privacy to the development of an autonomous self-concept,
we recognize that the right to privacy is not absolute. Before the terrorist attacks
on the United States on September II . 2001. efforts were underway in a number
of states and in the US Congress to increase the protection of the privacy rights of
American citizens. Since that date, the momentum for such action has understand-
ably slowed. But circumscribing privacy rights to protect us from terrorist attack
is not the only limitation we are willing to put on privacy rights.

In the medical field we know that the number of mistakes, especially in the
prescription and administration of medication, can be drastically lowered if we
had computerized records. And if the databases were national, a physician in one
part of the country could have access to your entire medical record. Canada and
Germany already have such systems. Privacy advocates are vehemently opposed to
the establishment of such a national system in the United States.'' Privacy advocates
have even found the establishment of a device that contains your entire medical
record to be objectionable. This despite the fact, that there are 120,000 preventable
deaths per year in American hospitals due to medical error.' We cannot get into the
merit of these proposals here, but the fact that they might significantly reduce the
number of deaths provides a prima facie case for adopting these proposals even
if some privacy is sacrificed. Perhaps this is one area where good consequences
trumps the right to privacy.

Criteria for a Good Privacy Policy

In 1999, the Federal Trade Commission developed five fair information
practices.

1. Notice/awareness: covers the disclosure of infonnation practices, including
a comprehensive statement of information use;

2. Choice/consent: includes both opt-out and opt-in options and allows the
consumers the choice to trade information for benefits, depending on the
value consumers place on the benefits;

3. Access/participation allows for confirmation of the accuracy of informa-
tion; necessary when information is aggregated from multiple sources;

4. Integrity/security: controls for theft or tampering; and

5. Enforcement/redress: provides a mechanism to ensure compliance; this
mechanism is an important credibility cue for online companies, but is ex-
tremely difficult to accomplish effectively (Caudill and Murphy 2000).

In 1999. Amitai Etzioni presented a framework for a good privacy policy in his book
The Limits of Privacy. That book, in turn, developed from a series of discussions



PRIVACY RIGHTS ON THE INTERNET 327

led by the OECD (1980) that included extensive US participation from the FTC
and several senior members of the Clinton administration. Duh, Jamal. and Sunder
(2002) subsequently adopted the Etzioni framework in the form of five principles
that closely resemble those adopted by the FTC although they have interpreted them
somewhat diflerently. Although neither set of principles was defended on normative
or ethical grounds, such a defense is readily forthcoming.

Defense of the Criteria for a Good Privacy Policy

Freedom of choice or individual autonomy is a value that is endorsed by both
liberals and conservatives. We have already established that privacy is necessary
if one is to develop a sense of autonomy. It is also a means of treating people with
respect in Kant's meaning of that obligation. We now ask what conditions are nec-
essary if a right to privacy with respect to business transactions on the Internet is
to be efficacious and what conditions are supportive of the exercise of individual
autonomy. The notice/awareness condition provides information. A person cannot
be free to do x. if he or she does not know that x is an option. A person cannot make
a decision with respect to how one is being treated if he or she does not even know
he or she is being acted upon. If we do not know that our persona! information is
being used to send us advertisements or is sold to third parties so that they can send
advertisements to us, then we are not free to prevent the advertisements from being
sent (we are of course free to delete them). The choice/consent and access/participa-
tion criteria enable us to exercise our freedom with respect to our right to privacy.
These two criteria enable us to make choices about how personal information about
us can be used by others. The integrity security condition is designed to protect the
decisions we make about personal information. What good would the first three
conditions be if people did not respect the choices that we made? The final enforce-
ment/redress condition is similar in that it punishes those who violate our legitimate
choices or at least gives redress to us when those choices are violated. The five
conditions proposed above make a person's privacy on the Internet efficacious and
are all supportive of or involve the exercise of a person's autonomy.

However, the discerning reader may see a gap in our argument. We have admit-
ted that the right to privacy is not absolute and that respecting a person's autonomy
involves respecting a person's privacy to some extent. But suppose one argues that
some information is more worthy of privacy protection than other information.
Suppose further that one argues that the information collected on the Internet in
e-commerce is not important and therefore, although some informafion deserves
privacy protection (e.g.. medical information), the information collected on the
Internet is not deserving of this protection. What can we say to that? Our answer
is that we do not think the central moral issue is the importance of the information
but rather who has a moral right to the information whatever the importance of it. In
taking this position we believe that we are consistent with the view of privacy held
by George Brenkert (1981). For Brenkert. privacy involves a relationship among a
person A, some information X, and another individual Z. Thus A's right to privacy
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is violated only when Z comes to possess information X and no relationship exists
between A and Z that would justify Z's coming to know X.

Let us apply Brenkerfs defmition to a specific issue: Amazon.com and a book
buyer are engaged in an economic transaction over the Internet. Amazon needs to
know and is justified in knowing information that makes the mutually agreed upon
transaction work. Thus, Amazon.com is justified in knowing the shipping address
and the credit card information of the buyer. Any reasonable book buyer would
agree to make this private information available to Amazon.com. However, in the
absence of a policy stating otherwise that the buyer sees, he or she has no reason
to believe that Amazon.com has a right to sell or give this information to others
or to use the information except for the purpose of successfully completing the
transaction. Anything else ought to require the consent of the buyer. Moreover, no
other agent is justified in receiving this information from Amazon.com without the
buyer's permission. And this is true no matter how trivial the information.

This argument shows that commercial marketing outlets are not justified in using
private information for secondary purposes not necessary to complete the transaction
and are not justified in selling or giving the information to others without the buyer's
consent. The moral issue is not the importance or unimportance of the information
but who has a right to know or a legitimate claim on the information.

Application of the Principles

We believe that the five principles are sufficiently justified. Let us apply two
of these principles specifically to marketing in e-commerce. We choose these two
principles because they are central in the protection of privacy and because there is
empirical evidence regarding whether websites that claim they honor these principles
really do so. The most obvious moral requirement is that an e-commerce website
should have a privacy policy. In the absence of a policy the notice/awareness cri-
terion cannot be met. Second, the policy should be easy to find and easy to read,
i.e., not legalistic. To be easy to find, the privacy policy should be clearly stated
on the homepage or at the site where personally identifiable information (PII) is
collected. Normally the statement of the privacy pohcy should be one click away
to meet the "easy to find" requirement.

To further meet the notice/awareness criterion the privacy policy should describe
all the demographic and personal information collected. The Federal Trade Commis-
sion did not require that all information be disclosed in order for the notice/awareness
condition to be met. In ascertaining whether a privacy disclosure was posted on a
site. Commission staff credited any disclosure, even if related to only one discrete
infonnation practice (Federal Trade Commission 2000). Consistent with Duh, Jamal,
and Sunder (2002), we would require disclosure of all such information.

A distinctive feature about computer technology is that a computer code attached
to a site (called a cookie)"* can collect indirect information about a user as he or she
browses the website. Thus, a person who goes to a website for athletic supplies
where a cookie is attached will have his or her "hits" at that site and purchases, if
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there are any. recorded. Without disclosure in the privacy policy there is no way for
the normal user to know that his or her behavior at the website is being monitored
in that way. Even more insidious from a privacy standpoint is that a third party
can attach a cookie to the website the person is visiting and in that way can gain
information and target ads to the person using the site. For example, consider the
person who goes to the website for athletic supplies. Suppose Time Warner, which
owns Sports Illustrated, has a cookie there. A person interested in athletic supplies
may also be interested in Sports Illustrated. Time Warner can now send a special
ad to the person who logged into the website of the athletic supplies firm. Time
Warner has a number of means of doing this, for example, through an e-mail or a
pop-up ad.

As we indicated in the introduction, surveys have consistently shown that people
are most concerned about information gathered by the use of cookies, especially
the information shared with or collected directly by third parties. In order to meet
the notice/awareness criterion all information regarding the use of cookies should
be contained in the privacy policy. We can illustrate the importance of this require-
ment by considering the saga of DoubleClick, Inc.

Doubleclick is in the business of serving as a middleman between content-rich
websites and advertisers seeking to promote their goods to consumers who frequent
those sites. How do they accomplish that technically? Some information can be
obtained through the use of cookies. But the information gathered from cookies
could be enhanced if DoubleClick and its clients had access to an offline database
of personal information. With a planned merger of DoubleClick and Abacus in June
of 1999. DoubleClick could have gotten the personal information it needed on 88
milhon US households. DoubleClick could now match online consumption and
behavioral patterns with individual demographic data. This capability is of great
interest to advertisers who want to target individual consumers. And advertisers are
wilhng to pay DoubleClick for it.

More precisely, as reported in USA Today. DoubleClick can do this through the
use of two cookies.

DoubleClick need only tie your cookie to another one placed by a site that
.̂ hip.s you something through the mail or one which requires registration. To
do that DoubleClick sends a cookie to your browser and gives it a unique ID
number. DoublcCiick sends the same ID number on to the site that knows
who you are. That company then sends back the data that DoubleClick need.s
to look you up in the Abacus data base. And voila—DouhleClick knows who
you are. (Rodger 2000)

As a matter of fact, the merger did not occur—perhaps as a result of pressure
from privacy advocates. However, we believe that there are other companies that do
engage in the practice that DoubleClick had envisaged in its merger with Abacus.
Online data brokers MyPoints, Codigit, 24/7 Media, and Naviant have lined up with
offline aggregators Experian, Equifax, Axciom, and InfoUSA.com, respectively.
We believe that consumers should know or have easy access to all this information
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upon signing into the database. That is why we require that the privacy policy ought
to contain this information and be only one mouse-click away.

With respect to the choice/consent criterion, there are two basic strategies here.
One strategy, the more permissive, is the opt-out strategy. Here a company website
asks a person if they are willing to share their personal information with third par-
ties, usually advertisers. Unless they explicitly say they are unwilling to have the
information shared, "opt out," as it were, the company will share the information.
With opt-in, the person logging into the site must explicitly agree to have his or her
personal information shared—"opt in." so to speak. Unless the person so indicates,
the company is not permitted to share personal information. We believe that the opt-in
provision is more consistent with respecting a person's autonomy or right to choose.
It supports maximum choice, especially since the opt-out provision frequently ap-
pears at the end of a long privacy policy document that many never read to the end
and therefore never realize they have a choice to opt out. We acknowledge that we
are arguing for a higher standard here—one based on ethical considerations rather
than on legal ones. This issue will be discussed further in section four.

//. Privacy Law in E-Commerce in the European Union
and the United States

In the US there are virtually no government regulations on privacy policies and
disclosure in e-commerce or on the Internet. Once a person discloses information
at a site or registers at a site there is no limit on what can be done with that personal
information so long as no fraudulent actions are involved. In the United States
there is no requirement that a site have a privacy policy or that an opt-out option
be provided by those sites that do. In addition there are no legally mandated audit
procedures nor are the e-commerce sites required by law to have their privacy poli-
cies certified by independent auditors.

There are three exceptions to the lack of US regulation of privacy—the health
care industry and the financial services industry are governed by the Health Insur-
ance Portability and Accountability Act (HIPAA) and the Gramm-Leach-Bliley Act
(GLBA) respectively. In addition Congress passed the Children's Online Privacy
Protection Act (COPPA) that became law in 1998. HIPAA became law in 1996,
although the regulations on privacy were not finalized until December 28, 2000.
COPPA sets rules for online collection of information on children. Since eBay col-
lects personal information that would be in violation ofthe law if collected from
children, the eBay website specifically limits participation to those over 18. These
are important exceptions but can be ignored for our discussion here.

The situation in the European Community is very different. The general principles
for privacy regulation are found in the European Directive on Data Protection." In
1995, the European Union adopted a mandatory rule, binding on all EU countries.
The European Union Directive on the Protection of Personal Data required that all
EU members amend their data protection laws to comply with the Directive. The
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Directive stipulated that personal data must be processed fairly and lawfully and
collected only for a specified, explicit, and legitimate purpose. Use of data beyond
that stated purpose is prohibited. Data cannot be kept any longer than needed to
serve its purpose and the data can be collected only if the person has given his or
her consent. There is some fuzziness about what "consent" means under EU law.
Some countries, such as France and Germany, define consent in their national law
as requiring "opt in," whereas the UK has a more permissive definition which al-
lows consent to be discerned as long as an ''opt out" is provided. Given that the
US has no law covering most websites, it is generally considered that with respect
to privacy laws, the European Community has much stricter (and legally binding)
requirements than does the United States.

Privacy Webseals

In the absence of strict national regulations on privacy as in the European Union,
an alternative system of self-regulation has arisen in the US. In response to privacy
concerns a number of companies have adopted privacy policies and posted them
on their websites. But are these policies worth the paper they are printed on? In
the absence of government regulation, private firms—including major accounting
firms—have adopted seals or other devices to certify that companies follow the
policies they have adopted. In addition, the providers do have certain requirements
to obtain a seal, but the requirements vary from provider to provider and there is
no exact match between any of the provider requirements and our five principles
of a good privacy policy. The four most prominent providers of privacy "web-
seals" are TRUSTe, BBB Online, Web Trust (provided by the American Institute
of Certified Public Accountants [AICPAJ), and PricewaterhouseCoopers's (PwC)
Privacy Seal.

Let us see how the four providers do when evaluated against the Notice/Aware-
ness principle. The four competing providers all require that the privacy policy
describe all types of personally identifiable information (PlI) collected through the
website. The TRUSTe and PwC standards are more demanding here since they also
require a disclosure of how that information is collected. All four providers also
require that websites disclose how the information will be used and shared. The
TRUSTe website requires a website to disclose the use of cookies, indicate whether
cookies are linked to PII, explain what data is collected with cookies, explain the
consequences of not accepting cookies, disclose if data collected is aggregated with
data obtained from other third parties, and identify third parties who are collecting
data on the website. The TRUSTe standard is the most demanding one with respect
to cookie disclosure. The PwC standard is the least demanding one and requires no
cookie disclosure, although one could argue that cookie disclosure would be required
under the standard that requires notification regarding what PPl is collected.



332 BUSINESS ETHICS QUARTERLY

///. Testing the Solutions: Do Companies Adhere to Their Own Policies?

Privacy Policies Disclosure

Since a market has arisen in the privacy assurance area, it is important to see.
in the absence of government regulation in this area, how effective these seals or
assurances are in protecting the public. This section reports on a pioneering study
by Karim Jamal. Michael Maier, and Shyam Sunder (2003) that provides some
empirical data to answer this question. Jamal. Maier, and Sunder examined the pri-
vacy policies of 100 high-traffic US websites. Jamal, Maier, and Sunder conducted
a field study to compare the actual practices of e-commerce websites against their
own posted privacy policies. They programmed a web-crawler to identify which
websites used their own and/or third party cookies to track the actions of visitors
and to compare the observed behavior to the relevant disclosure of cookie usage
in the privacy policies. A portion of the disclosure results of the study are shown
in Table !.'"

Jamal. Maier. and Sunder report that out of the 100 selected high-traftlc websites
in the US, 34 had a privacy assurance seal (30 Trustee. 2 BBB Online. 2 had both
Trustee and BBB Online). None had a WebTrust or PwC privacy seal. All 34 web-
sites with an assurance seal (100 percent), and 63 ofthe 66 (95 percent) remaining
sites without a web-seal, disclosed their privacy policy, for an overall disclosure
rate of 97 percent of the total sample. Ease of finding the policy (roughly one click
away) was 100 percent for those sites with an assurance seal and 92 percent for the
other sites in the sample. In a follow up study. Jamal. Maier, and Sunder (2005)
replicated the Jamal, Maier. and Sunder procedure on 56 high-traffic UK websites.
Results of this comparison are shown in Table 1. Jamal, Maier. and Sunder (2005)
were surprised to find that overall (despite stringent disclosure requirements in EU
privacy law) disclosure rates in the UK were significantly below those observed
in the US sample. In addition, they found it much more difficult to find privacy
policies on UK websites. While it is relatively easy to find a privacy policy on a
US website, it is generally quite difficult to find a privacy policy on a UK website.
After extensive search, Jamal, Maier, and Sunder were able to find a privacy policy
on only 77 percent of UK websites. Only 23 percent of UK websites seem to be
non-compliant with the law.

Next, we focus on cookies. For the US sample, 100 percent of those with a privacy
web seal disclosed cookie usage (see Table 1). 88 percent explain what cookies are
and the kind of data they collect with cookies, but only 56 percent of those with a
privacy seal explain how to monitor and disable cookies. What about those without
an assurance seal? The percentages in all cases were significantly lower. Among
the 66 websites without a privacy seal, only two sites did not use cookies, leaving
a sample size of 64 who use cookies. Of those 64, 86 percent disclosed their use
of cookies, 66 percent explained what cookies are, and only 36 percent explained
how to monitor and disable cookies. Again the US study was replicated by Jamal,
Maier, and Sunder (2005) in the UK sample. For all three cookie disclosure ques-
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Table 1
Privacy Disclosures by E-Commerce Websites

in the UK. and US.

• UK
• US Seal
n US Other

Past a Privacy

Fbljcy

Rjlicy One

OickAway

Discbse
Cookie Usage

Explain What
Cookies Are

How To
Dsable

Cookies

Disctose 3rd Data Usage

Ftirty Cookies For Marketing

tions, UK website compliance rates (see Table 1) are: 80 percent disclose cookie
usage, 76 percent explain what cookies are, and 51 percent explain how to monitor
and disable cookies. These percentages were below those of US sites with a web
seal, but higher than US sites that do not have a web seal. For all other disclosure
issues documented by Jamal. Maier. and Sunder, such as usage of personal data
for internal and external marketing and sharing of information with partners, UK
websites have significantly lower disclosure rates than US websites, both with and
without a seal.

The use of third party cookies creates special challenges to those who seek to
protect their privacy, since it is these third parties that create consumer profiles by
aggregating behavior across thousands of websites and often sending the annoying
"pop-up" advertisements that intrude over what you are viewing. For example, if you
are looking through links to special news topics on CNN.com, you are often inter-
rupted by an ad that pops up and takes over the whole screen. In some cases a novice
finds it impossible to close the window without exiting from the entire program. The
Jamal. Maier. and Sunder (2003) study showed that for US websites, 31 (91 percent)
of the sites with an assurance seal and 48 (73 percent) of those without an assurance
seal had third parties who placed a cookie on the site. Thirty (88 percent) of those
with the seal disclosed the use of third party cookies, while 30 of the 48 without a
seal (45 percent) disclosed the presence of third party cookies. Clearly sites with
the assurance seal have a better record than those without the seal. However there
is still room for improvement for those with the seal. A test of UK websites shows
that UK websites are less likely to allow a third party to place cookies from their
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site (only 50 percent allow such behavior). In the UK, disclosure rates of the pres-
ence of third part cookies are high (96 percent). However, UK websites generally
do not provide a link to the privacy policy of the third party collecting data from
their website (only 14 percent provide such a hnk).The Jamal. Maier. and Sunder
(2003) results on disclosure by US websites are consistent with a series of studies
conducted by the FTC (see http://www.ftc.gov/reports/privacy2000/privacy2000
.pdf). which show significant improvement in privacy disclosures of US websites
over time. In addition, the better disclosure practices in the US relative to the UK
(which is contrary to our expectations), suggests that demands for formal govern-
ment regulation of privacy disclosure may be inappropriate. An independent survey
of EU privacy practices conducted by Consumers Intemafional in 2001 (Hwa 2001)
also found very poor compliance rates with EU privacy law. For a discussion of the
complexities of FU privacy law and the corresponding low compliance rates in EU
countries see Nijhawan (2003). Slowly a consensus is emerging that EU privacy
law leads to low compliance and widespread cheating, though the exact cause of
this behavior is not well understood.

Formal government regulation should be resisted at least unfil we understand
why UK websites don't follow EU privacy law which requires disclosure of cook-
ies and third party cookies. Passing a law does not seem to necessarily create
better disclosure practices (the case of Enron, WorldCom, TYCO, and other recent
business scandals illustrates this point in the domain of another heavily regulated
field—^financial reporting by publicly traded corporations). A complex interacfion
of private incentives, regulation standards (like our five key privacy principles), and
enforcement mechanisms (e.g., pressure by the FTC for better privacy practices)
seems to be required to have effective regulation. We comment more on regulatory
implications in section four.

Choice/Consent (Opt-In) Practices

The Jamal. Maier. and Sunder (2003) study also tested for the choice/consent
standard. The test for this condition involves an examination of opt-in and opt-out
policies. BBB Online and Web Trust standards require websites to offer either
an opt-in or an opt-out strategy with respect to both its own marketing activifies
and the sharing of PII with third parties. TRUSTe requires only an opt-out option.
PwC's standard is quite vague and requires websites to disclose "if you can prevent
information about you from being shared.""

Now that we are familiar with the policies of the assurance seal providers. Jama!,
Maier. and Sunder tested the effectiveness of these policies using the same 100
high-traffic websites used to test the disclosure policies. Jamal. Maier. and Sunder
also compared the stated policies and actual practices with respect to whether the
opt-out choices by registrants were honored. Jamal. Maier. and Sunder created 200
idenfities and registered two times on each web site (with a unique identity each
fime). In one case Jamal. Maier. and Sunder opted in and thus allowed the website
to send commercial messages or share data with third parties. In the other case,
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Jamal, Maier, and Sunder opted out and thus did not authorize (explicitly forbade)
the sending of commercial messages or the sharing of data with third parties. By
registering twice, once opting out and once not opting out, Jamal, Maier, and Sun-
der could monitor the volume of e-mail messages generated. If the opt-out policies
worked, there would be far fewer e-mail messages to the opt-out address, compared
to the address that did not opt out from the same site.'' Some of the results can be
summarized in Table 2.

The key result of Jamal, Maier, and Sunder is that exercising an opt-out option
has a significant effect on amount of e-mail received. In the US, failure to opt out
leads to each identity receiving an average of 8.44 messages per week over the 26-
week duration of the study. In the opt out condition, the average amount of e-mail
received falls significantly to an average of only 0.45. The UK results are similar.
Failure to opt out leads to an average of 9.2 messages per week, whereas exercising
the opt-out reduced the average to only 0.75 messages per week.

In both the US and the UK, most of the e-mails originate from a very small
number of websites (outliers). In the US, 48 percent of total messages received after
opting-out originate from one site. Five sites account for 92 percent of all messages
received. None of these websites has a privacy seal. In the UK the outliers are even
more extreme. One site accounts for 93 percent of the messages received from UK
registrants. The most charitable conclusion is that their opt-out option is not work-
ing. A less charitable reading is that the sites are dishonest with respect to having
an opt-out option. Fortunately, the vast majority of websites are honest and honor
the opt-out options provided to consumers.

Like the opt-out results described earlier, the opt-in results were also driven in
large part by a small group of websites (outliers). In the US, Some 56 percent of
all opt-in messages came from a single registration. Again in the UK the results

Table 2
Average Amount of Spam obtained in US and UK

UK Opt-in UKw/o
One

Outlier

US w/o
One

Outlier
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were more extreme. One website in the UK accounted for 66 percent of all opt-in
messages received. This suggests that there are some sites that spam-averse users
should be careful dealing with.

The conjecture of Jamal. Maier. and Sunder is that once an e-mail address is sold
to third-party marketers, the amount of junk e-mail received increases steadily over
time, and there appears to be no way to recoup the privacy of the sold addresses.

The study also included the postal service. Those who did not opt out received a
total of twenty-seven pieces of mail of which fifteen came from a single registration
(free newspaper for three weeks). Opt-out registrants received only two pieces of
mail. Although the sample is limited, the opt-out choice worked almost perfectly
for postal mail.'-

As a result of their study Jamal. Maier, and Sunder have concluded that a kind
of self-regulation can arise even in the absence of government regulation. But that
still leaves open the question of whether government regulation is still needed—to
protect us. for example, from the five sites that claimed they had an opt-out policy
when they did not. Should government regulation be driven based on an analysis of
average behavior (which is good in this case), or be driven by outliers who misbehave
grossly in invading people's privacy on the Internet? Is it okay to complain that
regulators are being swayed too much by outliers (as we hear these concerns often
with respect to financial statement fraud^—especially Enron and Arthur Andersen)?
That is an issue we address in section four.

Default Registration Practices

The previous two sections on disclosure and opt-in practices suggest that wide-
spread consumer concern about privacy is either unjustified, or fueled only by the
actions of a small number of outliers. Unfortunately, there are some additional causes
for concern besides disclosure and opt-out practices. Duh. Jamai. and Sunder (2002)
did a detailed case study focusing on actual business practices of eBay, which has
a very transparent privacy policy that discloses in great detail (and clarity) that the
company collects a staggering amount of personal information about members of
its "community." This includes a person's name, address, e-mail address, phone
number, areas of interest, age. education, income, social security number, credit
card number, bank account number, bidding history, feedback from others about
transaction experience with a specific person, and many other types of information
(disclosure of the types of information collected in eBay's privacy policy is three
pages long). EBay also uses cookies, allows third parties to use cookies on its site,
and tracks the URL. browser software, URL where a user came from, next URL
a user goes to. and the IP address of participants. A personal file retains messages
posted on bulletin boards and correspondence with the company. Purchases from
cooperating merchants who do their business through eBay's website are reported
back to eBay. EBay also discloses in detail ail the data it provides to advertisers,
telemarketers. partners, members of its community, co-branded third-party suppliers.
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and service providers. These third parties may follow different privacy guidelines,
which eBay says it neither controls nor endorses.

EBay's registration process automatically sets the default to "yes," which ensures
that unless the readers are fully alert in reading all the details, they would automati-
cally, and perhaps inadvertently, agree to have their private information sold or shared
with telemarketers and to receive promotional material from eBay. The users have
to manually select "no" to prevent having their information sold to telemarketers.
Duh, Jamal, and Sunder (2002) propose that one way to summarize eBay's privacy
policy would be to say "there is no privacy on the Internet." The reader can confirm
these conclusions as we did in May 2(M)4 by visiting the eBay website.

EBay is a licensee of TRUSTe and claims to follow their requirement of noti-
fying users of its privacy policy. Unless a person does not want to be a registered
eBay user, he/she must agree with whatever policy eBay adopts. As long as eBay
discloses its data collection and data use practices, it is automatically in compliance
with TRUSTe requirements. TRUSTe standards focus on disclosure only and not
on the actual content ofthe underlying privacy practices themselves. If the market
among auction operators were reasonably competitive, unsatisfied users could go
elsewhere. However, the dominant market share of eBay among auction operators
suggests that many users have no real choice.

It could be argued that the "TRUSTe" privacy seal gives users a false sense of
comfort. TRUSTe standards specify disclosure requirements, but do not set practice
standards. Companies with wide variance in quality of actual privacy practices can
get a TRUSTe seal as long as they disclose their practices. At first TRUSTe did not
revoke a privacy seal from any company, despite some widely publicized scandals
involving TRUSTe participants. Most of the scandals involve spyware (where a
company such as Microsoft or RealNetworks covertly tracks activity of users),
and the sharing/selling of customer information to third parties. However, the 2003
TRUSTe annual report indicates that two privacy seals were revoked—one for failing
to honor an opt-out decision and another for selling personal information without
consent. Yahoo recently amended its privacy policy to allow it to sell addresses and
phone numbers, in addition to e-mail addresses, to telemarketers.

The above analysis of eBay in this section suggests that consumers have vahd
reasons to be concerned about the privacy of data they supply to operators of e-
commerce websites. A clever lawyer can easily insert a disclosure statement that
informs the discerning reader that all her activity is being tracked and the informa-
tion can (and will be) sold to a large number of internal and external "partners." In
addition, some of this information is collected covertly, and a serious question can
be raised about what it means for a user to give "consent" to be monitored, and for
her personal information to be sold to other third parties. New technology provides
a staggering array of covert monitoring (and sharing of information) possibihties.
Is it okay to use these technologies (and do this sharing) as long as their use is
disclosed? While media accounts focus largely on threats from hackers, there is
a steady and ongoing threat to consumer privacy from the actions of e-commerce
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website operators. Consumer surveys cited earlier in the paper confirm these con-
cerns. This again raises the question: Can websites collect any information they want
(overtly or covertly) and then share that information with whomever they like as
long as they disclose their practices? Or should the Government (or seal providers
like TRUSTe) place some restrictions on them? This is a key regulation issue we
discuss in the next section.

IV. What Should Public Policy Be with Respect to Privacy Lciws?

To address the public policy issues, we will use the same framework for an argu-
ment that we used when justifying the right to privacy in general and in justifying
the criteria for a good privacy policy. We maintain that autonomy is a basic value
and that honoring autonomy is one way of showing respect to participants in e-
commerce and users of the Internet. Furthermore there is a consensus that honoring
privacy in e-commerce is necessary for facilitating the autonomy of individual users
and thus of showing them respect.

It should come as no surprise that the Federal Trade Commission has recommend-
ed increased regulation in this area. In their 2000 report to Congress, the Commission
noted that too few business sites met the fair information standards. Indeed less
than half met the notice and choice standards. (Federal Trade Commission 2000)
For this reason the FTC recommended on a split vote that all consumer-oriented
commercial websites that collect personal identifying information be required to
comply with the five widely accepted fair infonnation practices. Do we agree?

Since government regulations impose constraints on action, we prefer voluntary
action to government regulation whenever voluntary action is efficacious in resolving
a problem. The use of privacy seals is an attempt at voluntary action with respect
to the protection of privacy rights on the Internet. The experiment by Jamal, Maier,
and Sunder provides empirical evidence that sites that have seals are meeting the
requirements of their own policies. Their research also shows that having an opt-out
policy and a seal does make a significant difference in the amount of e-mail solici-
tations one receives. Thus, a consumer who is concerned about his or her privacy
rights can look for the seal and be relatively certain that the site holding the seal
has an easily accessible privacy policy (the equivalent of one mouse click away.)
They can also be reasonably certain that the policy will disclose the use of cookies
and whether the personal informafion provided will be used for solicitations and
provided to third parties. Finally they can be confident that if they choose to opt
out that choice will be respected. All this is to the good.

Moreover as our UK sample has shown, strict legal prohibitions do not necessar-
ily lead to good compliance. In many respects websites in the UK were not as good
at meefing the criteria of a good privacy policy as those in the United States—despite
the European Union directive on privacy. This fact counts as another reason why
the voluntary plan deserves a chance.
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However, the voluntary approach through the use of seals does not solve the
problem created by rogue behavior. Sites that do not honor the opt-out provision
have not lost their privacy seals. We believe that if the voluntary approach is to
work, sites that violate their own policies and do not honor the choices of registrants
should have their seals revoked.

One of the criticisms of the voluntary approach is that there are no judgments
about the privacy policies themselves. This paper has argued that there is a consen-
sus that can be supported by ethical theory that there are some generic universals
regarding a good privacy policy. These are captured in our five criteria. Should there
be government regulation requiring that all business websites that collect personal
information have privacy policies that meet these criteria?

We believe that the autonomy of the consumer is sufficiently protected in a market
where there is an opportunity to do business and provide PII that is protected by a
privacy policy and an assurance seal. Thus, we would not require all business sites
to have a seal. Let the consumer decide if he or she wants to do business with a
company that has a seal. However, we are concerned about the widespread disparity
among the seals and the lack of clarity surrounding just what the assurances are.
Thus, our proposal is not that all business sites that collect personal information
have a privacy policy that honors our five principles. Rather we believe that in a
world of privacy assurance seals, there are certain conditions that should hold if a
seal is to be granted and maintained. It is to these issues that we now turn.

Should opt-in be required if a registrant"s personal information is to be used for
purposes of non-transaction related solicitations or given or sold to third parties who
would make such solicitations. As we have seen the opt-in requirement is a matter of
law in the European Union. We believe it should be a requirement to obtain a privacy
assurance seal. We believe that an opt-in policy is the policy that is most consistent
with facilitating consumer choice. Many users of the Internet are still relatively
unsophisticated, the privacy policies tend to be lengthy and hard to understand, the
choice to opt out is often at the end of the policy so that consumers would have to
read to the end to exercise their choice. Only in a few cases opt-in is the default.
Given the importance of a right to privacy and given the facts provided, we believe
that opt-in should be a requirement for the possession of a privacy assurance seal.
Finally it is also important that these policies be written in plain English that can be
understood by the vast majority of Internet users. Legalese should be avoided.

A rebuttal to this position would need to show that the value of the opt-out option
is of such great weight that it overrides the right to privacy in this case. But how
could such an argument be made. Under an opt-out provision, it would be easier
for merchants to sell other people goods and services, but why should that trump
a right to privacy? The whole point of rights is to put some limitations on social
ufility as a trump on individual interests. Ease of selling sporting goods does not
rise to the level of preventing a terrorist attack. We see no reason why utilitarian
considerations should prevail in this case. This is especially true since no site is
required to have a privacy assurance seal.
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Another issue surrounds the lack of definitive standards imposed by the seal and
variations among the seals themselves with respect to standards. We believe that no
seal should be granted unless a privacy policy is in accord with something like our
first four principles and unless the seal can be revoked for violations. Beyond that
we do not object to the lack of uniformity. The situation has some similarities to
the differences in accounting standards between the United States and the United
Kingdom. The US is very rule oriented; so long as a firm literally follows the rules
the firm's practices are considered acceptable. In the UK, there are fewer rules
and what governs is the spirit of the rules. We think that operating from the spirit
of a good privacy policy is more important than imposing a detailed set of rules
that everyone must follow. Besides the rules that we would impose have real bite.
Consider our rule that all good privacy policies meet the choice condition only if
they have an opt-in policy.

Although we think this approach is justified by our reliance on autonomy and
the working of markets, we recognize that there are some complicated issues where
it might be better to have rules. Suppose a person opts-in for the selling of PII to
a third party. Should opt-in permission be needed for each vendor or should the
opt-in provision be a general permission to provide PII. There is also an issue of
scope. Suppose a website that has done comparatively little selling of PII suddenly
decides to vastly increase the scope of its selling. Should a new opl-in agreement
be required? We think the solution to this problem can be resolved by disclosure.
Some websites may request a wide right to provide PII to third parties. If a person
opts in to that arrangement, then we do not think the person's privacy rights are
violated even if the website expands the scope of its provision of PII. After all the
user has given that permission in advance as it were. However, some websites may
believe that they will not get sufficient opt-in if the provision to third parties is cast
too widely. In such cases, some websites may choose to restrict provision to third
parties. In those cases, it seems to us that a change in strategy would require a new
opt-in agreement. Consistent with our overall view we are not concemed if some
websites have a wide provision and some a narrow provision.

A similar analysis would be applied in cases where a website changes its activity.
Suppose a bank that had no real estate loan department or no investment depart-
ment decided to do so. As a result PII that had been provided to a narrow range of
banking clients is now provided to real estate agents and investment brokers. Would
this require a new opt-in agreement? In most cases we think it would because in
most cases there would be no mention of the real estate and investment business in
the original opt-in agreement. However some banks that contemplate expansion in
these directions might announce in advance that they are thinking along those lines
and therefore would ask for the right to provide PII to an expanded clientele. In that
case a new opt-in provision would not be required. These two test cases provide
the kind of moral casuistry we would use as we apply our general philosophy and
the five principles of a good privacy policy to issues that arise.
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In conclusion, we adopt a inixed approach relying on the voluntary use of privacy

seals as much as possible. In so doing we recognize that people who register on

sites without policy seals may sacrifice their privacy regarding the use of personal

information. If a person wants the protection of a privacy seal, he or she should know

that certain minimum standards are met. In this section we have tried to outline what

those minimum standards are. Although they are minima, we do not think they are

insignificant. If our proposal is correct, a person who is truly concerned about his or

her privacy can be protected in e-commerce on the Internet. Yet we accomplish this

without detailed rules and regulations. These proposals are not ad hoc but are justified

by an appeal to moral theory and to values on which there is a wide consensus.

Notes

1. An exception is Charters 2002. Although philosophers have had little to say, much more
has been written by those working in marketing and marketing ethics. An entire issue of the Journal
of Public Policy & Marketing, published in the spring of 2002, was devoted to ethical issues in
database marketing. Patrick E. Murphy also published "Privacy in Market Research" in a volume
called Excellence in International Research, ed. Maureen Sheptstone (ESOMAR, 2001).

2. Boston Consulting Group Study. 1997.

3. BusinessWeek, httpi/businessweek.com, 1999.

4. P3P stands for Platform for Privacy Preferences, which is a project of the World Wide
Web Consortium. The project is designed to help users gain more control over the use of their
personal information.

5. We recognize that persons* desires and interests conflict and that respecting autonomy
does not involve letting people do whatever they want. A further discussion of this issue is beyond
the scope of this paper. See Bowie and Simon 1998 for a further discussion of this issue.

6. Katherine Eban Finkelstein cites the ACLU. Phyllis Schatly's Eagle Forum, and the
National Coalition for Patient Rights as holding this view. See "The Computer Cure." The New
Republic (September 14 and 21. 1998 i.ssues).

7. Lisa Belkin cites a 1993 study by Harvard University as the source for these figures.
See "How Can We Save the Next Victim," New York Times Magazine (June 15. 1997).

8. A cookie works as follows: A user clicks on a site and asks for information. A small
computer file with a unique tracking number (cookie) that identifies a specific computer is
installed on the user's computer. The tinn that placed the cookie there can now track the users
of this computer on websites in its network. The firm then stores that infomiation and can send
ads to that computer andyor sell information to a third party that allows that third party to send
infomiation to the computer.

9. This directive may be found in the Ofticial Journal of the European Communities and ac-
cessed at http ://europa.eu.int/eur-lex/pri/en/oj/date/2002/l_201/l_20120020731 enOO37{K)47.pdf.

10. Details on how the investigators accomplished this technically can be found in Jamal.
Maier. and Sunder 2003.

11. Again, the details of the experiment can be found in Jamal. Maier. and Sunder 2003.

12. The study also had a phone-call component. Interestingly, especially in light of the
recently passed Do Not Call legislation, phone calls were not a problem even if you did not opt
out. Telemarketers must have different lists.
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