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[bookmark: _Toc243584294]1. Introduction
NOSS2027 is a multinational company with services in Swansea and London. This organisation needs an enterprise network that will cater for the users, servers, client computers and network services in the two locations. The proposed enterprise network (virtualised and simulated) is going to consist of a Windows Server, a Debian Linux Server controlled with the Command Line Interface (CLI) and Windows client computers. This report aims to explore the technologies that are needed to design and support this environment, and to give recommendations towards the practical network implementation. An enterprise has to be in a position of having a network that is capable of doing more than just allowing computers to communicate with each other. It should give users access to the resources they need and support remote administration, secure authentication, IP address management and service management, while remaining stable as the organisation grows. The design should also account for future needs such as additional users, remote access, new applications, higher traffic volumes and greater resilience.
Core networking concepts such as the OSI model, TCP/IP, IP addressing and subnetting underpin this environment. They provide the foundation for configuration and troubleshooting, enabling effective communication between servers, clients and network devices. configuration and troubleshooting, enabling effective communication between servers, clients and network devices. The report thereby examines the current and future requirements of the enterprise network, contrasts Windows Server 2025 with Debian Linux, examines key network services and introduces basic information security considerations. The last part gives a proposal for a viable enterprise network construction.



[bookmark: _Toc243584295]2. Enterprise Network Requirements and Future Growth
The first requirement is for NOSS2027 to establish reliable and secure network connectivity between the Swansea and London sites, enabling seamless communication, data sharing, and access to shared network resources across both locations. Each site can have users, Windows client machines and servers that require connecting with both local and remote resources. The network should be built on a logical structure in which groups of devices are separated, while permitted communication between them is still allowed. One of the basic requirements of this design is IP addressing. An IP address identifies a device on a network and enables it to communicate with other systems. IPv4 addresses consist of 32 bits, divided into four octets, whereas IPv6 addresses consist of 128 bits and provide a significantly larger address space (Deering and Hinden, 2017). Although IPv6 may be considered as part of the organisation’s future network strategy, IPv4 can be used in the simulated environment to meet the current network requirements (Colitti et al., 2025).
The proposed two-site network should also be divided into subnets. Subnetting is a division of a bigger network into smaller logical networks. For example, Swansea users, London users and servers could each use separate subnets. This will allow the IP addresses to be better organised and can minimise needless network traffic. It can also provide security, as the firewall and routing tables can be configured to control traffic between parts of the network. Internal devices should use private IP addresses. This conserves public address space, because each device does not need its own public address. A gateway using NAT allows communication between the internal private network and external networks. Only the services that genuinely require internet access should be exposed externally.
CIDR allows flexible allocation of IP addresses. It lets the network prefix be chosen according to actual requirements instead of the fixed Class A, B and C sizes, which reduces address waste and makes expansion easier. The enterprise network should be scalable as well. In the future, it is possible to add to NOSS2027 the number of employees, computers, applications and services. The network consequently ought to be capable of providing sufficient addressing capacity and topology that may accommodate the addition of new subnets and avoid reshaping of the complete landscape.
Remote access is another likely future requirement. Some employees may need to access organisational systems from outside the Swansea and London offices. A managed VPN solution could also offer secure remote access whereby there is a lower level of exposure to the internet as compared to exposing internal services.
Maintainability and resilience are also priorities. Important services ought to be monitored, setups ought to be documented, and the administrators ought to have prepared recovery procedures. Network problems can be spotted through surveillance and thus can be addressed before they have a significant effect on the users. Regular maintenance, software patches and constant monitoring will also assist in the easy control of the environment. Therefore, the proposed network should be designed for scalability, availability, security and maintainability, not just for the current virtualised build.
[bookmark: _Toc242367229][bookmark: _Toc243584301]Table 1: Enterprise Network Requirements
	Requirement
	Purpose in NOSS2027 Network

	Two-site connectivity
	Connects the Swansea and London offices.

	IP addressing
	Identifies servers and client devices on the network.

	Subnetting
	Divides the network into smaller logical networks.

	DHCP
	Automatically provides IP configuration to client devices.

	DNS
	Resolves hostnames into IP addresses.

	Remote access
	Provides secure connectivity for remote employees.

	Scalability
	Supports future users, devices and network expansion.

	Resilience
	Reduces the impact of service or system failures.

	Monitoring
	Helps identify network problems and unusual activity.


[bookmark: _Toc243584296]3. Comparison of Windows Server 2025 and Debian Linux
Windows Server 2025 and Debian Linux have different strengths depending on the server’s role. Windows Server 2025 fits in organisations with Windows clients, as it can be configured to concentrate users centrally, which can be achieved through the help of Active Directory Domain Services (AD DS) and Group Policy (Microsoft, 2025). With NOSS2027, it will be capable of maintaining users, computers/groups in the enterprise. However, licensing, maintenance and update costs must be considered. Updates should also be tested and scheduled carefully to avoid disrupting services.. 
Debian Linux is an open-source operating system which can be installed by administrators with only the software needed to support particular server functions. Its command-line interface (CLI) lets administrators manage packages, configure services, write shell scripts and monitor logs (Aoki, 2026). This approach can reduce resource consumption and give more control over server services, but it requires Linux skills to administer (Hertzog and Mas, 2022). Debian can support web hosting and file sharing, but extra configuration and testing are needed to ensure it meets the needs of Windows clients.
When properly configured and maintained, both Windows Server 2025 and Debian Linux can provide secure network services. Windows Server 2025 is suitable for centralised identity and domain management, while Debian Linux offers flexibility for hosting infrastructure services. Both systems require appropriate access controls, security updates, monitoring and backups, unlike Debian, which is flexible and has control. Both should have appropriate access controls, security updates, monitoring and backups. With NOSS2027, a hybrid solution would be recommended where Windows Server takes the responsibility of domain services and Debian hosts some of the infrastructure services.

[bookmark: _Toc243584302]Table 2: Comparison of Windows Server 2025 and Debian Linux
	Criteria
	Windows Server 2025
	Debian Linux (CLI)

	Features
	Active Directory, Group Policy and Windows Server roles
	Modular packages and server services

	Hardware
	Requirements depend on server roles and workload
	Requirements depend on installed packages and workload

	Support
	Microsoft support lifecycle and support options
	Community documentation and security advisories

	Updates
	Windows Update and managed deployment
	APT package management and security updates

	Licensing
	Edition-based licensing and possible Client Access Licence (CAL) costs
	Open-source licensing; administration still has costs

	Administration
	GUI and PowerShell
	CLI, shell commands and configuration files

	Automation
	PowerShell scripts
	Bash scripts and scheduled tasks

	Compatibility
	Strong integration with Windows clients
	Supports network protocols and Windows file sharing through suitable software
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The NOSS2027 needs stable network services to facilitate communication, sharing of resources, security and administration of such services in its Swansea and London locations. Both services come with their own strengths and weaknesses that have to be taken into consideration. 
DHCP (Dynamic Host Configuration Protocol) 
DHCP (Dynamic Host Configuration Protocol) automatically assigns IP addresses, subnet masks, default gateways and DNS settings to client computers, reducing manual configuration errors. For NOSS2027, DHCP scopes should be configured for each subnet, while servers should use static IP addresses or reservations where appropriate (Microsoft, 2026). DHCP configuration and access should be tightly controlled and monitored to reduce the risk of incorrect scopes or rogue DHCP servers.
DNS (Domain Name System) 
DNS is a system that maps hostnames to IP addresses to help users and applications find network resources. Windows Domain Services and site-to-site communication are crucial (Pascoe, Quinn and Scarfone, 2024). Wrong data or DNS errors may not allow access to applications and servers. Hence, NOSS2027 has to have correct internal DNS entries, controlled administration and constant checks.
 Directory and Domain Services.
 Windows Active Directory Domain Services (AD DS) is a system that concentrates all user, computer and group resources. Group Policy can be used to assign permissions based on departmental requirements and is applied by administrators. This enhances consistency as opposed to handling individual accounts. Nonetheless, the authentication may be impacted by domain-controller failures; thus, secure configuration, backups and future redundancy need to be taken into account. 
File Sharing 
Organisational documents are shared through the file sharing services, which enable employees to share them. Samba enables Debian to deliver comparable file sharing for Windows clients accessing SMB shares. These services make it easy to collaborate as a group and centrally control access; over-granting permissions, ransomware and server crashes can reveal files or make them useless. NOSS2027 will need to use least-privilege permissions, access restricted to designated groups, frequent backups and proper SMB security to secure shared data.
Web Services, IIS. 
Web services are known to support internal portals as well as organisational applications. Internet Information Services (IIS) embraces Windows technologies, but Debian is capable of supporting applications with the help of Linux web-server-amenable programs. It should be based on the compatibility of applications, security, and administrative knowledge. Nonetheless, data related to organisations can be accessed by hackers who exploit vulnerable applications or poor configuration, which should be fixed and limited. 
Remote Desktop and remote access. 
Remote Desktop Services (RDS) allows authorised users to enjoy access to Windows desktops or applications remotely. It helps in administration and remote working but may pose a security risk if it is exposed in an open space. Access to NOSS2027 should be limited with the help of a VPN, strong authentication and proper permissions. 
Routing and VPN 
Routing redirects the traffic between the various subnets and facilitates communication between Swansea and London. A site-to-site VPN provides the linkage that would be used in attempting to connect Swansea and London networks, whereas an external employee connection is provided by a remote-access VPN. Such rules require installation of monitoring and firewall, and are dependent on bandwidth and performance settings. Nevertheless, the VPN performance is also determined by the connectivity, settings and bandwidth availability. Monitoring and firewall rules will be required. 
Certificates
Digital certificates are used to confirm the identity of servers and create encrypted, trustworthy connections to services like VPNs and HTTPS. Expired or improperly set up certificates, however, could break the connections, and the protection can be jeopardised by compromised private keys. NOSS2027 will use trusted certificate authorities, access to private keys will be restricted, and expiry and renewal of certificates will be verified and revoked when necessary.
Logging and Monitoring
Both sites are centralised to log and monitor authentication failures and interruption of the service as well as suspicious activity. They are useful in troubleshooting and investigation of incidents, although large volumes of logs, lack of envelope storage, as well as incorrect settings of alerts can minimise their usefulness. Logs may contain sensitive information as well. NOSS2027 needs to consolidate Windows and Debian logs, allow access, establish time synchrony, set optimum retention time, and reviews are to be taken at regular intervals.
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[bookmark: _Toc243584307]Figure 1: Network Services Flow
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NOSS2027 should incorporate security in its network to safeguard organisation data, servers, and shared resources. Confidentiality, integrity and availability might be jeopardised by unauthorised access. 
Authentication and Authorisation
 Authentication is used to establish the identity of the users, and authorisation to establish what they can access. Using strong passwords, enabling multifactor authentication where appropriate, and disabling unnecessary accounts can reduce the risk of unauthorised access. Access control should be based on the principle of least privilege, whereby employees are given the minimum permissions necessary to conduct their duties, and only authorised individuals have permission to access administrative privileges. 
Secure configuration and Firewall Rules
Firewalls ought to manage traffic among clients, servers, subnets and foreign networks. The permissions of ports and services must be limited to what is necessary. The default credentials should be modified, and administrative access limited to minimise any security risks by shutting down unused services. 
Patching and Monitoring 
Windows Server 2025 and Debian Linux are supposed to be updated on a regular security basis. The deployment of updates that may cause disruption in the service should be tested where possible to reduce service disruption. The logs of a system should also be monitored to detect suspicious behaviour, authentication errors and configuration issues. 
Disaster Recovery and Backups.
 Frequently performing backups will shield valuable files and configurations in the event of hardware malfunctions, information corruption and cybercrimes. NOSS2027 must have protected backup copies and test restoration procedures periodically. There must be a documented disaster-recovery plan that highlights vital services, recovery duties and actions needed to restore operations. These initial controls provide a foundation for a safe and dependable enterprise network. Further security auditing and recovery planning may be created in Component 2.
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	Security Control
	Purpose

	Authentication
	Verifies the identity of users before granting access.

	Authorisation
	Ensures users receive appropriate access to systems and resources.

	Strong Passwords
	Reduces the risk of unauthorised account access.

	Least Privilege
	Prevents users from having unnecessary permissions.

	Firewall
	Controls and restricts unwanted network traffic.

	Patching
	Reduces the risk of known security vulnerabilities.

	Logging
	Records security and operational events for investigation and troubleshooting.

	Monitoring
	Helps detect suspicious activity and network problems.

	Backups
	Supports recovery of important data and services after failures or incidents.






[bookmark: _Toc243584299]6. Conclusion
To maintain communications between Swansea and London sites using enforced IP addressing, subnetting and VPN connections, NOSS2027 will be required to install a secure enterprise network. Windows Server 2025 is proposed to populate the domain and incorporate Windows clients, but Debian Linux can be employed to host some of the chosen network services.
Implementation (in case of Component 2) should exhibit DHCP, DNS, secure authentication, managed file sharing, inter-site connectivity and centralised logging. The least-privilege access, security updates, and tested backups should be added to that list, as well as firewalls. This hybrid architecture integrates the Windows functionality as well as Linux flexibility so long as the two operating systems are well maintained and monitored.
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