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1. Introduction
Malware is a constant threat to computer systems, and within this report it is discussed the threat that malware and more specifically ransomware poses to all. Crypto Wall will also be highlighted as identifying the key ways that ransomware targets systems and causes its widespread affects. 
2. Malware
2.1 Overview
Malware is software created to maliciously cause harmful effects on a computer system. This can range from small programs that deleting or hiding files, to being able to encrypt entire systems and preventing user access [1]. With the vast capabilities of malware, there is the potential for any system to be infected, may that be a large business with a complete network or a standalone personal computer, and have irreversible damage caused.

2.2 Types of Malware
There are many types of malware, all tailored to cause varying degrees of disruption and manipulate users into giving access to the malware onto the system. Some of the types include [2]:
· A trojan – This type of malware is design to infiltrate a computer system by fooling its users into believing the malware is a different and safe file or application. 
·   A worm – This is similar to a trojan with its attempt to deceive users, however a worm has the ability to use the network the computer may be connected to and spread to other linked devices.
· Spyware – This malware once established on a computer system, monitors its users’ activities and scans its files sending back collected data to its creator.
· Root Kit – Here the malware alters the administrator capabilities. This allows the malware to be hidden and penetrate deep into the system. Typically, this style of malware is paired with other to fully infect a system and have wide spread impact.
· Ransomware – This malware looks to encrypt data on the system, in turn preventing their use. Once this is completed, a ransom is held against the files for their decryption.

3. Ransomware
3.1 What is Ransomware?
Ransomware is a specific type of malware that is different from other styles. It either steals files and deletes the original copy from the victim system, or the files are encrypted. With the user no longer having access to the files, this access is withheld by the authors of the ransomware until a ransom is paid. Once payment is made the files may be sent back to the user or decrypted. [3]



3.2 Methods of Infection
Cybercriminals employ different tactics for trying to get ransomware on a victim system. This is done through different methods such as malspam, spear phishing, and malvertising, which allow large volumes of people to be exposed to the potential ransomware threat. To improve the number of successful infections of the ransomware, social engineering is utilised to make their malicious attachments and links appear undoubtably trustworthy. [4]

4. Crypto Wall
4.1 Specific Attack Method
Crypto Wall is a powerful form of ransomware, which not only encrypts files but seeks to remove the backup snapshots of files, called volume shadow copies, in order to make restoration of files almost impossible. Once download onto a system, Crypto Wall attaches itself to the explorer.exe and svchost.exe, embedding it into the operating system, making it ready to start its encryption process [5]. The latest version of Crypto Wall v5.1 uses 256-bit encryption, which is the most difficult to decrypt and even resistant to quantum computer decryption. The malware is also designed to steal personal information, including passwords and crypto wallet information, so that the cybercriminals are able to maximise their damaging effects. [6] [7] 

4.2 Collection of the Ransom
With the encrypted files inaccessible to the system user, the author of the Crypto Wall makes a ransom for the decryption of the files typically through on-screen alerts. The demand usually requests payment through cryptocurrency, enabling the payment to be untraceable and the author to remain unknown [8]. The main target of any ransomware are those who are depended on their data for operation [9], ransom demands are high. The average ransom payment was $740,144 for quarter two of 2023, but this is not just the only cost due to the cost of the system recovery process and its repercussions can be even more costly [10].

5. Incident Response
5.1 Dealing with the Ransomware
It is strongly recommended, by law enforcement, to not pay any ransom due to the uncertainty whether the decryption keys will actually be provided [11]. After identification of ransomware, a containment process needs to occur ensuring that affected systems are isolated to prevent further damage by the malware. To then remove the ransomware, the systems should be required to be rebuilt from trustworthy sources as recommended by the IBM Security X-Force [12].

5.2 File Recovery
To gain back access to encrypted files they to decrypt them. This can be achieved by paying the ransom and trusting the author to release the decryption key. Alternatively, decryption keys and application are available for certain types of ransomware, but not all, through the No More Ransom organisation [13].
[bookmark: _GoBack]
5.3 Methods of Prevention
To prevent the devastating affects of ransomware, stopping it entering the computer system is the primary focus [14]. This can be achieved through user training and awareness which aid in them being able to identify potential malware. Also, by ensuring software and system are up to date, as this will mean there is correct protection in place as prescribed by the software authors to prevent attacks on their products. Another key method is to have backups of data and files within a separate system, this removes the reliance on needing files decrypted and separates the backed-up data from potential encryption of the entire network [15].

6. Conclusion
Ransomware is a sophisticated type of malware and is constantly adapting to maximise its damage and effect. It is important that users of computer systems are aware of its impact and the methods cybercriminals utilise to infect systems. It is also essential both businesses and individuals implement strategies to prevent ransomwares’ devastating effects through adopting the mindset of preparing for ransomware to take over their system. Within this report the necessary aspects have been discussed to provide the base knowledge to avoid being affected by ransomware and malware in general.
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