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Scenario 1
[bookmark: _Toc90594204]Introduction
Virtualisation is the technology that allows the user to create a useful IT service using all the existing resources that are mainly present in the hardware. Virtualisation allows the organisation to effectively create a replica of any hardware machine which can work effectively with the same capability as the original machine. Hardware can only be used by a single person and with the use of virtualisation the same functionality that hardware provides to single user virtualisation helps in providing that same functionality to the other user. This is the reason that the use of virtual technology has been increasing and most organisations and industries have been using this technology [8]. The use of virtualisation has covered almost every aspect and field in which it can be used which helps in understanding the importance of virtualisation. Virtualisation also helps in creating and effectively developing the virtual copy of the system which can be used for storing the data which is present in a very large quantity [7]. In recent times there is a lot of universities that adopt virtualisation to effectively create a system for data storage and its security. In this report, there will be a discussion about the architecture of University of Wales Trinity Saint David (UWTSD) and there will also be a discussion about the importance of having a personal data centre or an external storage system. This report also contains information about the limitation and considerations of virtualisation. 
[bookmark: _Toc90594205]Architecture and requirement of UWTSD
As per the scenario, UWTSD is planning on converting its central IT operation to a complete virtualisation system so that a data centre can be built. Data centre helps the university in effectively managing all of its operations virtually and online rather than using the traditional methods and it also helps in effectively managing the working capability of the university. UWTSD has three main campuses in South West Wales - Carmarthen, Lampeter and Swansea, as well as campuses in Birmingham and London and learning centres in Cardiff. For the effective adaption of virtualisation, the university has to adapt to the use of virtualisation and makes the IT cell compatible to adapt to a load of virtualisation. UWTSD also maintain a proper system in which the data centre can be situated which helps in effectively managing all the data and at the same time proper security system should also have a proper safety system. This effective adaption of all the requirements helps the university in effectively achieving the virtualisation technology which also helps them in creating a proper and effective data centre for managing the flow of data.
[bookmark: _Toc90594206]Technical aspects of virtualisation

The normal aspect of virtualisation is necessary for running an application that requires various units related to hardware. Moreover, the scalability for the virtualisation helps allow the administrators who are operating or the ones who are responsible for expanding as well as contracting the servers irrespective of adjusting the hardware which is present in the system [10]. The technical aspect of virtualisation is needed for increasing flexibility along with scalability as agility of IT. It is useful for increasing the mobility of workload along with enhancing the performance as well as ensuring the availability of the resources for the automated operations. With the help of virtualisation of the organisation can focus on simulating the functionality of the hardware as well as creating a computer system virtually [8]. It is also helpful for enabling the organisation to implement more than one virtual system in their multiple operating systems as well as applications. The organisation also has to focus on three major aspects which are host, guest as well as a virtualisation layer. The guest aspect over here generally interacts with the virtualisation layer as it represents the system component layer irrespective of the virtualisation layer. Cloud computing is one of those technologies that has been used a lot in the current era which not only affects the working capability of the data but also helps in making an effective data centre because of its ability to design distributed systems [5].
When talking about the host level, a hypervisor performs the overall system's administration functions. The organisation might consider having several Hyper-V nodes which are there on the same host. Virtual machines could also be created by any Hyper-V node. Moreover, the job of the hypervisor is to create a large number of virtual machines by sharing operating systems along with storage as well as networks [4]. Furthermore, firmware's help is required to accomplish this. Also, the hypervisor can use a physical server to construct new virtual machines, identify their needs, as well as install a variety of operating systems to meet those needs. Guest OS shall also be the name given to such an operating system. The use of virtualisation allows the university to effectively manage the data as it can also work effectively with cloud computing technology. 
[bookmark: _Toc90594207]Physical limitation and external consideration required for virtualisation
At the time of the virtual version of some operations which is constructed instead of a physical version, it is known as virtualization. At this time, it could also include the storage devices along with networks as well as operating systems or also even servers, thanks to current virtualization. The major physical limitation can be done for external consideration for having a high cost that could be used for implementation. Moreover, it also has limitations that regard every application or even the servers which are working for an environment for virtualisation. It is also helpful for creating a security risk. It also creates an availability issue for the virtualisation which happens for the availability of the assets [1]. One of the major issues which are recognised over the years is related to the scalability issue which also ensures the growing of the business or even opportunity so that many entities might induce the effect of the virtualisation networks. It also requires various links in the chain for the working of local equipment.  The implementation of these external considerations can also have various implementation phases for the virtualisation systems to be installed [3]. Virtualisation helps in solving a lot of problems, but the limitation of the technology has prevented many organisations and universities to use it effectively which not only affects the working of the organisations and universities but also affects all the other entities linked with it. This is the reason that virtualisation can be used effectively and efficiently but it also possesses some open challenges which make it difficult for people to adapt to it. This is why it is important for the organisation to effectively adapt the virtualisation after proper consideration.
[bookmark: _Toc90594208]Advantages and disadvantages of creating a personal data centre
Data centres are the biggest creation that can be used for one and most important purpose is to manage data. It can also be defined as the facility that can be used for centralizing the organisation or any university IT operations and equipment to store, processing and disseminate data and applications. The data centres mainly comprise of three steps which are used to compute, store and manage the organisation's network and data. UWTSD is planning on changing its whole infrastructure as a virtualised infrastructure that helps the university effectively manage the overall IT-related operations which can be helpful for them. This also helps them in effectively managing all the functions that have been performed in the university and at the same time, it also helps them in data stored in the university. There is a lot of advantage of using and creating personal data centres which help manage all the functions that are related to IT and data storage. 
[bookmark: _Toc90594209]Advantage of the data centre for university 
· It helps in providing services that can be effectively used by the university at very affordable rates.
· It helps in offering robust and efficient hardware system and also provide high system performance for every device used [2]. 
· The university can also change the overall capacity of the customers because it provides instant scalability.
· It also reduces the chances of any services failure which means that installing a data centre reduce the failure risk of any IT service.
· The backup data is always available in a secured and safe environment and can be used at any time and any place. 
[bookmark: _Toc90594210]The disadvantage of a data centre for university
· The biggest disadvantage that university might face is that the data that has been stored in the data center is not in full control by university at the local level because the university has different campuses at different locations.
· The quality of service and the functionality of the data centres mainly depends on the internet speed and connectivity which means that universities have to spend a lot of money on internet speed.
· University also has to hire a cyber security expert or specialist for the effective management of the data stored in the data centre from the cyber attackers.
· A proper cooling system should also be developed to keep the inside environment of the data centers cool so that machines can work properly.
[bookmark: _Toc90594211]Advantage and disadvantages of using the outsourced solution for data storage
There is another solution that can be used by the university as a substitute for the data centre that is used the external service which can also be referred to as an outsourced solution. The outsourced solution is the method that can be used by the university on behalf of using and establishing the personal data centre. There are different types of outsourced solution methods that can be used for defining the working capability of the university. AWS is the cloud service that has been used by the organisation for providing effective cloud service and all the benefits that it brings with it. There is a lot of advantage and disadvantage of using cloud computing because it helps in providing online storage service and a properly secured system [6]. There is a lot of different infrastructures that are present in cloud computing because it can help provide the effective working of the university.
[bookmark: _Toc90594212]Advantage of an outsourced solution
There are a lot of advantages of outsourced solutions like AWS and its use in the university. The use of an outsourced solution like AWS has a lot of advantages.
· The biggest advantage of using AWS is its user-friendly ability and its flexible nature which helps them effectively create a system used for storing data [9].
· It helps in providing security to all the data which can be used by the university for securing the data.
· The security provided by AWS is because of the reliability it provides with the data. 
· The university can use the AWS method in a much more effective as it did not require any type of specific system to manage the data.
[bookmark: _Toc90594213]The disadvantage of an outsourced solution 	
There are several disadvantages of using AWS that includes:
· Lack of expertise: the biggest disadvantage of using AWS is there are not a lot of experts present who can effectively work with any problem that occurs in the AWS.
· For the working of AWS monthly subscription is required and there can be a difference in the price comparison to one provider with any other provider. 

[bookmark: _Toc90594214]Analysis of both scenario
Based on the information collected for the above two situations, one thing is common which have to be done by the university is to improve and update the overall infrastructure of the university and also update the IT part of the university to make it compatible with the data present. If the university opts for designing its data centre the installation cost will be high and also proper security system is required to keep the data safe from any type of threats. Also, universities have to develop a place with the proper cooling system so that all the machines can work effectively and properly. Apart from this, the data centre helps the university in long term and completely manage all of their IT systems. If the university opts for using an outsourced solution like AWS, it has its advantage like the installation cost is not that high and the only monthly subscription price is required and it does not require any specific room for installing. 
Based on the analysis the university should opt outsourced solution as the data generated will be in large quantity but not that large which required a data centre and also save a lot of money for the university. This is why the university should opt for the AWS or outsourced solution as compared to opt for developing a complete data centre for the university.
[bookmark: _Toc90594215]Conclusion
The use of virtualisation has been increasing constantly as the organisations have to develop and manage their work and also keep up with the market. This increase in the use of virtualisation is mainly because of an increase in the demands and evolution of the market required it. The university can use both types of methods either it can opt for a data centre or can use any type of outsourced solution. Both methods have their advantages and disadvantages which makes them effective choices. The installation of a data centre helps the university effectively develop and manage the data but it required a proper system. In the case of an outsourced solution like AWS, it provides the same type of security and it did not require any type of particular space and infrastructure. At last, it can be concluded that UWTSD should opt for the outsourced solution rather than opting for developing a data centre.
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ABC Data Ltd. is an organisation which are in the business of providing storage facility to the consumer. The ABC organisation has a total of three data centres which is used for offering a single reliable data centre using virtualised technology. Virtualisation is the technology that has been used to simulate hardware functionality that can be used for creating a virtual system that exactly works and perform like the original machine and system. The use of securing the data centre is important as data and information are the two most important aspects for the organisation [3]. This is why it is important to secure the data and information to improve the working of the organisation. The use of various security methods allows the organisation to effectively create and develop the method and various models related to business [7]. In the next section of the report, there will be a discussion about the importance of virtualisation and security policy in ABC Data Ltd. The next section will be discussing the SAN framework and its use in the SAN organisation and also the importance of a disaster recovery plan for the organisation ABC Data Ltd.
[bookmark: _Toc90594219]Importance of security policies on the organisational design of ABC Data Ltd. 
The advancement in technology has increased the risk of cyberattacks which creates a problem for the organisation which can affect their working capability. The information and data security policy can be defined as the set of rules and guidelines that is going to be used for defining how an organisation can secure its IT resources and several other data [6]. The information security policy also helps in defining the overall working methodology of the organisation and how this organisation is working to provide security to all of its assets and resources. The information security policy is helpful for any organisation that is in the business related to information technology by identifying the potential threats and procedures which can be used for removing these threats [2]. The ABC organisation is in the business of providing storage space for all the consumer that wants a secure place to store data so it is important for them to effective security policy which can be used for keeping the data secured.  The development of information security policy should be done with complete research as it is going to be used in case of an emergency that needs immediate action [4]. In the case of ABC Data Ltd., the organisation needs to have a strong and effective security policy as its main business is to provide a secure data storage place for the users. The ABC organisation also uses virtualisation techniques which helps them in creating a virtual system that exactly works as similar to the original machine. This is why it is important for the ABC organisation to effectively define and create an information and data security policy that is not only used for providing security. All the security policies should also be compatible with the overall design of the organisation so that these policies can be used as per the requirement of the ABC organisation.
[bookmark: _Toc90594220]SAN framework and its use. 
A storage area network is data that has been defined as the high-speed network that has been used for providing the access to storage at the block level. There are different components of the SAN framework which is mainly composed of different components. The components that are present in the SAN framework includes hosts, switches storage elements and storage devices and all these components are interconnected to each other. The connection that has been established between all these components are mainly connected using a variety of different technologies and topologies [8]. The use or need of the SAN framework is increased because the single server can only work effectively and can manage the hard drives storage to multiple machines, but the problem occurs when the computation of the devices increases. This increase in the computation of the devices requires a large amount of storage which cannot be handled effectively with a single server. The use of the SAN network helps in effectively creating multiple servers which can be used effectively to solve the problem of low storage. There are different types of networks present and used by the organisation and people for the effective working of the organisation [11]. 
[bookmark: _Toc90594221]Use of SAN in ABC Data Ltd.
The SAN framework used has been increasing constantly in the organisation which allow them to effectively create and develop the system that can be helpful for them by handling their daily functions. In recent times the use of technologies has been increasing and one of the technologies that have been used by most organisations is virtualisation. The use of virtualisation helps the organisation effectively create a replica of the original machine which can perform the same function as the original device. In the case of ABC organisation, they are using virtualisation technology for providing a safe and secured storage facility for the organisation. The SAN network helps the organisation in improving their working ability which helps them in analyse about the use of the different virtual networks. The use of SAN network allows the ABC organisation to effectively manage the storage problem that can occur in the virtual machines because SAN can be used for providing a high level of storage ability for the data which helps the organisation to provide a much more secured platform [5]. The combination of virtualisation and SAN framework helps the ABC organisation effectively because it helps the organisation is creating a separate or private network that can be used by the organisation for data transmission [9]. The increase in the data requires a large amount of storage because of which organisations like ABC Data Ltd. can use the SAN framework as it will solve the problem related to storage more effectively.
[bookmark: _Toc90594222]Disaster Recovery Plan for ABC Data Ltd.
There are a lot of organisations in the world that are using different tools and technologies which is based on technologies and required by the organisation for the effective working of the organisation. The increase in the use of technologies also increases the problem that is mainly related to cyber-attacks and threats [1]. This increase in the chances of a cyber-attack or any other disaster can put the organisation on hold and also affect the growth of the organisation. Disaster recovery planning is one of the most important components for an organisation like ABC Data Ltd. The disaster recovery plan is the plan that has been designed by the organisation to effectively design the methods that can be used in the time of an emergency [10]. The use of these technologies allows the organisation to design the methods which can be used by the organisation to protect them against any type of cyber-attacks. In the case of ABC organisation, the disaster recovery plan helps the organisation to effectively manage all the risks that can occur. The risk that can occur majorly in the organisation are the cyber threats and with the proper planning, these risks can be overcome.
[bookmark: _Toc90594223]Conclusion
The current era is the digital era in which the use of different technologies has been increased which can be used in almost every sector of the organisation. ABC Data Ltd. is an organisation which is mainly in the business of providing storage space to all the customers by taking a particular amount from the user. The use of virtualisation has been increased and the ABC organisation has been using these data which allow them to provide an effective working capability. The use of the SAN framework helps the ABC Data Ltd. by providing them with the functionality to increase the storage space as per the requirement of the user and organisation. It also helps in improving the working capability of the organisation which improves the security of these virtualised functions. This increase in the use of technology has also increased the risk of cyber-attacks which can be solved effectively with a proper disaster recovery plan. 
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