


This supporting paper, with consideration to wordcount, aims to provide an overview of cybercrime. It will define and explore what constitutes cybercrime, while focusing on the types of cybercrime that are defined as criminal acts under UK law.  

The Office of National Statistics (2020) cite that between January to February 2020, ninety six percent of households in the United Kingdom have access to the internet, an increase of three percent compared to the previous year. It is also reported by the Office of National Statistics (2020) that seventy six percent of the adults included within the survey use the internet for their banking needs, an increase of three percent on the previous year. In their survey the ONS (2020) also reported that in the last twelve months, eighty seven percent of adults used the internet to shop, purchasing items such as shoes, clothes, accessories, and food with the highest growth seen in those aged 65 years and older, evidencing that the older generation, contrary to popular belief, are now using the internet for their everyday 
needs compared to yesteryear.  This survey also highlights that the majority of adults are now accessing and inputting into their computers or devices personal information, that previously would have been kept under lock and key, into the ether, whereby it could be accessed by anyone, anywhere. Although the survey is not distributed and completed by every household or individual in the UK, the findings of the survey can be utilised as representative of the population’s likely internet access and reason for use. 

On average, adults spend four hours and two minutes a day online, an increase of thirty minutes a day compared to 2019 (Ofcom, 2020). The report published by Ofcom (2020) attributes the increase in the time spent online to the UK population finding new ways to shop, bank and communicate with friends, loved ones and employers during the Covid-19 pandemic and subsequent lockdowns, whereby, non-essential businesses were temporarily closed to the public forcing many businesses to trade online (Dalgleish, 2020). De et al (2020) purport that the internet will remain an integral feature of day-to-day life in a post-pandemic world, creating an increasing dependency on the internet for people to complete the most menial of daily tasks, with those not accessing the internet facing exclusion. This dependency, in turn, coupled with the lack of user knowledge on online security and the increase in online transactions, that requires its user to provide personal details such as, card details, date of birth and address, can leave its faceless users vulnerable to crimes such as identity theft. The National Crime Agency (n.d) purport that criminals are becoming more sophisticated, with access to technology that requires minimal user knowledge, providing ever increasing opportunities for criminals to commit cybercrime by intersecting or stealing user’s personal information. 

Cybercrime is a term used to describe traditional crimes such as theft, that is committed either online or where technology is used as a means of attack or is the target of the attack. Cybercrime has the ability to negatively affect individuals as well as business, often leaving its recipients feeling vulnerable and scared following an attack. As one of the fastest growing criminal activities, coupled with the effect it has on its victims, cybercrime is viewed by the UK police and Criminal Prosecution Service as a ‘real world’ crime which is treated and prosecuted as such (Bedfordshire police, 2020). 

There are currently two main forms of cybercrime: Cyber-dependant and cyber-enabled crimes. Cyber-dependant crimes are crimes that can only be committed through the use of technology, whereby the technology e.g., a computer, is used as a means to attack or is the intended target of an attack. Cyber dependant crimes primarily fall into two groups, the first being illicit intrusion, which refers to the unauthorised access into computer networks often referred to or associated with hacking (McGuire and Dowling, 2013). Hackers gain this unauthorised access by bypassing a computer or network's usual security or by exploiting the securities’ vulnerabilities, with the purpose to either extort or steal money and or information to disrupt an organisation or business. For example, in 2017 Uber paid a ransom of one hundred thousand dollars to hackers in exchange for the deletion of fifty-seven million driver and rider accounts which were stolen by the hackers (New York Times Editorial Staff, 2019). This case alone demonstrates the financially lucrative possibilities that are available to those capable of committing this type of cybercrime. However, not all hackers commit this crime for financial gain, some may commit this crime to humiliate the victim or to build kudos for themselves. The second group, as defined by the CPS (2019) ‘the disruption or downgrading of computer functionality or network space’ for example, the spreading of viruses and or a distributed denial of service (DDoS). DDoS attacks are used as a means to render a service unavailable, for example, through the use of increased internet traffic to a particular webpage would eventually cause an overload, rendering the webpage inaccessible to further traffic (potential customers). It is a method of attack used for many reasons such as, to extort money from an organisation or simply to have fun exploiting the weaknesses, regardless of reason, DDoS attacks can have a severe financial effect on organisations or business as customers lose trust or conduct their business elsewhere (NCSC, 2020). Another form of attack that is aptly named after the Ancient Greek story that led to the fall of the city of Troy, a Trojan (horse) is a tool that can be predesigned by its creator for a specific purpose. An independent tool for both illicit intrusion and as a means of disrupting or downgrading computer functionality, its purpose is to appear, at face value, as a legitimate programme within a computer or network. A Trojan (horse) has the ability to steal data without the user knowing the Trojan is present, and the threat posed by this type of malicious software should not be underestimated (Janczewski and Colanik, 2007). 

Cyber-enabled crimes are predominantly ‘traditional’ or ‘existing’ crimes that are carried out through the use of or over the internet. There are currently several categories of cyber-enabled crime defined by the CPS (2019) ranging from theft to deception, harassment, Romance fraud, identity theft, drug dealing, sexual offenses, or extortion/blackmail however, this is not an exhaustive list. McGuire and Dowling (2013) report that a large proportion of cyber-enabled crimes rely largely on the behaviours of their intended target/victim. However, anyone can become a victim of cybercrime regardless of the intended victim's age, colour, ethnicity or even location in the world. Its rapid growth in recent years coupled with its ease of access for billions of people all around the world, the internet has enabled traditional crimes to be carried out on an industrial scale, meaning, anyone and everyone who accesses it is a potential target for cybercrime (Bedfordshire Police, 2020).

There are several reasons as to why people become victims of cybercrime and why criminals chose to commit crime via the internet rather than commit a crime in the ‘traditional’ manner. The borderless nature of the internet affords all who use it a level of anonymity, it is especially attractive to a criminal wishing to commit a crime and get away with it (Pathak, 2016). With  differing laws and legislation around the world on what constitutes cybercrime, is creating ever increasing challenges for law enforcement wishing to stamp out this insidious crime (UNCTAD,2020). The ability to remain anonymous can allow for the criminal to be whomever or wherever they chose to be, in some cases creating romantic relationships and gaining the trust of their victim to commit the crime. Another attractive benefit of cybercrime to criminals is that it is relatively cost effective, mobile devices that support internet access are commonplace with internet access easy to come by, for example either via free Wi-Fi from coffee shops or the availability of low-cost data packages, making the internet accessible almost anytime, anywhere. The ability to access a person’s personal data either through the act of hacking or the use of phishing scams/trojans in order to monitor a person’s actions, although it could be time consuming,  makes the committing of certain cybercrime, in comparison to the possible rewards, relatively cheap (McGuire and Dowling, 2013). 

The underreporting of cybercrime, even by those obligated to report such crimes, makes it difficult to ascertain just how many people are victims. To tackle the underreporting, governments and non-government organisations have attempted to make the reporting process more streamlined , however, this underreporting has been attributed to many factors such as, the shame associated with being a victim (through a romance scam for example), an inability by the victim to recognise they are in fact a victim or a fear that if they report the crime to the police they will be further victimized by their attacker (Button et al, 2020). In turn this underreporting  makes catching and punishing cybercriminals increasingly difficult and as such, the criminals are free to move onto their next victim. This presentation will investigate and explore the phenomena of romance fraud. It will explore how cybercriminals carry out this type of crime, why they may be attracted to this type of crime and what is being done to prevent such crimes happening in the future. 
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