1. What network design would contain the scope of disruptions on a network should a failure occur?
a. the installation of only enterprise class equipment throughout the network
b. the configuration of all access layer devices to share a single gateway
c. the reduction in the number of redundant devices and connections in the network core
d. the deployment of distribution layer switches in pairs and the division of access layer switch connections between them (Answer)

2. Which action should be taken when planning for redundancy on a hierarchical network design?
a. immediately replace a non-functioning module, service or device on a network
b. continually purchase backup equipment for the network
c. add alternate physical paths for data to traverse the network (answer)
d. implement STP portfast between the switches on the network

3. Refer to the exhibit. Which devices exist in the failure domain when switch S3 loses power?
[image: The Internet cloud is connected to the edge router by an Ethernet cable. The edge router is connected to Router_1 with a serial cable. Router_1 is connected to switch S1 with an Ethernet cable. Switch S1 is connected to switches S2, S3, and S4 by an individual Ethernet cable for each switch. Switch S2 is connected to both PC_1 and AP_1 with an Ethernet cable. Switch S4 is connected to both PC_2 and switch S3 with Ethernet cables. Switch S3 is connected to both AP_2 and PC_3 with an Ethernet cable.]








a. S4 and PC_2
b. PC_3 and AP_2 (answer)
c. AP_2 and AP_1
d. PC_3 and PC_2
e. S1 and S4

4. Which design feature will limit the size of a failure domain in an enterprise network?
a. the use of  a collapsed core design
b. the use of the building switch block approach (answer)
c. the installation of redundant power supplies
d. the purchase of enterprise equipment that is designed for large traffic volume

5. A network administrator is planning redundant devices and cabling in a switched network to support high availability. Which benefit will implementing the Spanning Tree Protocol provide to this design?
a. Redundant paths can be available without causing logical Layer 2 loops. (answer)
b. Multiple physical interfaces can be combined into a single EtherChannel interface.
c. Network access can be expanded to support both wired and wireless devices.
d. Faster convergence is available for advanced routing protocols.

6. What capability is provided by the use of application-specific integrated circuits in Cisco multilayer switches?
a. aggregating physical ports into a single logical interface
b. protecting data traffic in the event of a failed circuit
c. forwarding of IP packets independent of the CPU (answer)
d. providing user authentication and authorization

7. Which statement describes a characteristic of Cisco Meraki switches?
a. They promote infrastructure scalability, operational continuity, and transport flexibility.
b. They are campus LAN switches that perform the same functions as Cisco 2960 switches.
c. They are cloud-managed access switches that enable virtual stacking of switches (answer)
d. They are service provider switches that aggregate traffic at the edge of the network

8. In which situation would a network administrator install a Cisco Nexus Series or Cisco Catalyst 6500 Series switch to promote infrastructure scalability?
a. on a data center network to provide expansion and transport flexibility (answer)
b. on a campus LAN network as access layer switches
c. to enable virtual stacking of switches to provide cloud-managed access
d. on a service provider network to promote integrated security, and simplified management

9. Which statement describes a characteristic of Cisco Catalyst 2960 switches?
a. They do not support an active switched virtual interface (SVI) with IOS versions prior to 15.x.
b. They are best used as distribution layer switches.
c. They are modular switches.
d. New Cisco Catalyst 2960-C switches support PoE pass-through.(answer)

10. A network engineer is reviewing a network design that uses a fixed configuration enterprise router that supports both LAN and WAN connections. However, the engineer realizes that the router does not have enough interfaces to support growth and network expansion. Which type of device should be used as a​​ replacement?
a. A layer 3 switch 
b. A modular router (answer)
c. A PoE device
d. another fixed configuration router
11. When a Cisco IOS device is being selected or upgraded, which option indicates the capabilities of the Cisco IOS device?
a. Feature set (answer)
b. Version number
c. Release number
d. Platform

12. Refer to the exhibit. Which command was issued on a Cisco switch that resulted in the exhibited output?
[image: ]



a. Show vlan brief
b. Show port-security address (answer)
c. Show mac-address-table
d. Show vlan summary

13. What is a characteristic of in-band device management?
a. It uses a terminal emulation client.
b. It is used for initial configuration or when a network connection is unavailable.
c. It uses a direct connection to a console or AUX port.
d. It is used to monitor and make configuration changes to a network device over a network connection. (answer)

14. A network technician needs to connect a PC to a Cisco network device for initial configuration. What is required to perform this device configuration?
a. Telnet access
b. at least one operational network interface on the Cisco device
c. HTTP access
d. Terminal emulation client (answer)

15. What is the term that is used for the area of a network that is affected when a device or network service experiences problems?
a. Failure domain (answer)
b. Collision domain
c. Broadcast domain
d. User domain


16. What is the function of STP in a scalable network?
a. It decreases the size of the failure domain to contain the impact of failures.
b. It protects the edge of the enterprise network from malicious activity.
c. It disables redundant paths to eliminate Layer 2 loops. (answer)
d. It combines multiple switch trunk links to act as one logical link for increased bandwidth.


	
17. What are two requirements when using out-of-band configuration of a Cisco IOS network device? (Choose two.)
a. HTTP access to the device
b. a terminal emulation client (answer)
c. Telnet or SSH access to the device
d. a direct connection to the console or AUX port (answer)
e. a connection to an operational network interface on the device
	
18. What are three characteristics of VTP? (Choose three.)
a. In the default VTP mode, VLANs can be created and modified on a switch. (answer)
b. Switches in VTP server mode store VLANs in the vlan.dat database. (answer)
c. VTP-enabled switches exchange three types of advertisements: summary routes, subnet advertisements, and advertisement requests from transparent bridges.
d. The switch configuration must be saved and the switch reloaded to reset a configuration revision number.
e. VTP updates are exchanged across trunk links only. (answer)
f. Switches in different VTP domains can exchange updates if revision numbers are the same. 

19. What is the purpose of the vlan.dat file on a switch?
a. It holds the running configuration.
b. It holds the saved configuration.
c. It holds the VLAN database. (answer)
d. It holds the operating system.


20. [bookmark: _GoBack]A network administrator is planning to add a new switch to the network. What should the network administrator do to ensure the new switch exchanges VTP information with the other switches in the VTP domain?
a. Configure the correct VTP domain name and password on the new switch. (answer)
b. Associate all ports of the new switch to a VLAN that is not VLAN 1.
c. Configure the VLANs on the new switch.
d. Configure all ports on the new switch to access mode.


21. What eliminates switching loops?
a. hold-down timers
b. poison reverse
c. Spanning Tree Protocol (answer)
d. Time to Live
e. VTP


22.  What is the value used to determine which port on a non-root bridge will become a root port in a STP network?
a. the highest MAC address of all the ports in the switch
b. the lowest MAC address of all the ports in the switch
c. the VTP revision number
d. the path cost (answer)


23. Which three STP states were replaced with the RSTP discarding state? (Choose three.)
a. Listening
b. Learning (answer)
c. Blocking
d. Disabled (answer)
e. Forwarding (answer)


24. A network administrator enters the spanning-tree portfast bpduguard default command. What is the result of this command being issued on a Cisco switch?
a. Any switch port will be error-disabled if it receives a BPDU.
b. Any trunk ports will be allowed to connect to the network immediately, rather than waiting to converge.
c. Any switch port that has been configured with PortFast will be error-disabled if it receives a BPDU. (answer)
d. Any switch port that receives a BPDU will ignore the BPDU message.



25. Which command will start the process to bundle two physical interfaces to create an EtherChannel group via LACP?
a. channel-group 2 mode auto
b. interface port-channel 2
c. channel-group 1 mode desirable
d. interface range GigabitEthernet 0/4 – 5 (answer)


26. Refer to the exhibit. A network administrator is reviewing the configuration of switch S1. Which protocol has been implemented to group multiple physical ports into one logical link?
[image: https://assessment.netacad.net/assessment/images/i217665v1n1_PAGp.png]
a. PAgP (answer)
b. DTP
c. LACP
d. STP

27. When EtherChannel is configured, which mode will force an interface into a port channel without exchanging aggregation protocol packets?
a. active
b. auto
c. on (answer)
d. desirable


28. A network administrator is analyzing the features that are supported by different first-hop router redundancy protocols. Which statement describes a feature that is associated with HSRP?
a. HSRP uses active and standby routers. (answer)
b. It uses ICMP messages in order to assign the default gateway to hosts.
c. It allows load balancing between a group of redundant routers.
d. HSRP is nonproprietary. 

29. What type of packets are sent when there is a change in the EIGRP topology?
a. Hello
b. Triggered bounded update (answer)
c. Acknowledge
d. Reply


30. Refer to the exhibit. A network administrator has configured OFPF in the topology as shown. What is the preferred path to get from the LAN network that is connected to R1 to the LAN network that is connected to R7?
[image: https://assessment.netacad.net/assessment/images/i284988v1n2_284988.png]
a. R1-R3-R4-R5-R6-R7 (answer)
b. R1-R3-R2-R6-R7
c. R1-R2-R6-R7
d. R1-R4-R5-R6-R7


31. What does the SPF algorithm consider to be the best path to a network?
a. The path with the least number of hops.
b. The path with the smallest delays.
c. The path that includes the fastest cumulative bandwidth links. (answer)
d. The path that includes the fastest single bandwidth link.


32. What indicates to a link-state router that a neighbor is unreachable?
a. if the router no longer receives routing updates
b. if the router no longer receives hello packets (answer)
c. if the router receives an update with a hop count of 16
d. if the router receives an LSP with previously learned information

33. What capability do protocol-dependent modules provide to the EIGRP routing protocol?
a. route different Layer 3 protocols (answer)
b. exchange summary routes between areas
c. combine routes learned from different protocols into a single routing table
d. load balance between routing protocols
34. Which statement describes the autonomous system number used in EIGRP configuration on a Cisco router?
a. It carries the geographical information of the organization.
b. It functions as a process ID in the operation of the router. (answer)
c. It is a globally unique autonomous system number that is assigned by IANA.
d. It identifies the ISP that provides the connection to network of the organization.


35. An EIGRP router loses the route to a network. Its topology table contains two feasible successors to the same network. What action will the router take?

a. The DUAL algorithm is recomputed to find an alternate route.
b. The router uses the default route.
c. The best alternative backup route is immediately inserted into the routing table. (answer)
d. The router will query neighbors for an alternate route.

36. Which command will configure an IPv6 default static route?
a. router(config)# ipv6 ::/64 s0/0/0
b. router(config-rtr)# redistribute static
c. router(config)# ipv6 route ::/0 s0/0/0 (answer)
d. router(config)# ipv6 unicast-routing


37. What routing protocol can be configured to load balance across paths with unequal metrics through the use of the variance command?
a. EIGRP (answer)
b. OSPF
c. OSPFv3
d. RIPng

38. In an OSPFv2 configuration, what is the effect of entering the command network 192.168.1.1 0.0.0.0 area 0?
a. It changes the router ID of the router to 192.168.1.1
b. It enables OSPF on all interfaces on the router.
c. It tells the router which interface to turn on for the OSPF routing process. (answer)
d. It allows all 192.168.1.0 networks to be advertised.


39. What information is contained in OSPF type 3 LSAs?
a. networks reachable in other areas (answer)
b. networks learned from other routing protocols
c. the router ID of the DR to all routers in the area
d. the router ID of an ASBR and the route to reach it

40. Which action should be taken when planning for redundancy on a hierarchical network design?
a. Immediately replace a nonfunctioning module, service ,or device on a network
b. Purchase backup equipment for every network device at the distribution layer
c. Implement STP PortFast between the switches on the network
d. Add alternate physical paths for data to traverse the network. (answer)
41. What is the function of STP in a scalable network?
a. It decreases the size of the failure domain to contain the impact of failures.
b. It protects the edge of the enterprise network from malicious activity.
c. It disables redundant paths to eliminate Layer 2 loops (answer)
d. It combines multiple switch trunk links to act as one logical link for increased bandwidth
42. As the network administrator you have been asked to implement EtherChannel on the corporate network. What does this configuration consist of?
a. providing redundant links that dynamically block or forward traffic
b. grouping multiple physical ports to increase bandwidth between two switches (answer)
c. grouping two devices to share a virtual IP address
d. providing redundant devices to allow traffic to flow in the event of device failure
43. How does implementing STP allow for a scalable network design?
a. It eliminates Layer 2 loops from redundant links. (answer)
b. It provides failover services when duplicate network equipment is used.
c. It filters broadcasts and other undesirable traffic from the network
d. It prevents local traffic from propagating to other parts of the network
44. What is the function of ASICs in a multilayer switch?
a. They provide power to devices such as IP phones and wireless access points through Ethernet ports
b. They streamline forwarding of IP packets in a multilayer switch by bypassing the CPU. (answer)
c. They prevent Layer 2 loops by disabling redundant links between switches.
d. They aggregate multiple physical switch ports into a single logical port.
45. Refer to the exhibit. The partial configuration that is shown was used to configure router on a stick for VLANS 10, 30, and 50. However, testing shows that there are some connectivity problems between the VLANs. Which configuration error is causing this problem?
[image: ]

a. A configuration for the native VLAN is missing.
b. There is no IP address configured for the FastEthernet 0/0 interface.
c. The wrong VLAN has been configured on subinterface Fa0/0.50 (answer)
d. The VLAN IP addresses should belong to the same subnet.​

46. Refer to the exhibit. Which switch will be the root bridge after the election process is complete?
[image: Four switches labeled S1, S2, S3, and S4, are connected. S1 connects to S2 and S3. S4 also connects to S2 and S3. There is a text box attached to each switch:S1 text box shows:Bridge ID:Priority: 32769MAC: 000A00032222S2 text box shows:Bridge ID:Priority: 32769MAC: 000A00031111S3 text box shows:Bridge ID:Priority: 32769MAC: 000A00033333S4 text box shows:Bridge ID:Priority: 32769MAC: 000A00031212]

a. S1
b. S2 (answer)
c. S3
d. S4

47. Refer to the exhibit. A network administrator is configuring PVST+ for the three switches. What will be a result of entering these commands?
a. S1 will set the priority value for VLAN 10 to 0.
b. S2 will set the priority value for VLAN 10 to 24576.
c. S3 will set the priority value for VLAN 30 to 8192. (answer)
d. S1 will set the priority value for VLAN 20 to 24596.
48. Refer to the exhibit. If the switch has been configured for PVST+ mode, what command output would replace the question marks?
[image: ]

a. ieee (answer)
b. pvst
c. pvst+
d. rstp

49. Which function is provided by EtherChannel?
a. spreading traffic across multiple physical WAN links
b. dividing the bandwidth of a single link into separate time slots
c. enabling traffic from multiple VLANs to travel over a single Layer 2 link
d. creating one logical link by using multiple physical links between two LAN switches (answer)

50. Which technology is an open protocol standard that allows switches to automatically bundle physical ports into a single logical link?
a. Multilink PPP
b. DTP
c. LACP (answer)
d. PAgP
51. Refer to the exhibit. A network administrator has connected two switches together using EtherChannel technology. If STP is running, what will be the end result?
[image: The exhibit shows two multilayer switches connected to each other via PortChannel 1 & PortChannel 2.]
a. The switches will load balance and utilize both EtherChannels to forward packets
b. STP will block one of the redundant links (answer)
c. The resulting loop will create a broadcast storm
d. Both port channels will shutdown

52. [image: The exhibit displays the following command and some partial output:S1# show etherchannel summary<output omitted>Number of channel-groups in use: 1Number of aggregators: 1Group   Port-channel   Protocol    Ports1       Po1(SU)          -        Fa0/10(P)  Fa0/11(p)]Refer to the exhibit. Based on the command output shown, what is the status of the EtherChannel?






a. The EtherChannel is dynamic and is using ports Fa0/10 and Fa0/11 as passive ports
b. The EtherChannel is down as evidenced by the protocol field being empty.
c. The EtherChannel is partially functional as indicated by the P flags for the FastEthernet ports
d. The EtherChannel is in use and functional as indicated by the SU and P flags in the command output. (answer)

53. A network engineer is configuring a LAN with a redundant first hop to make better use of the available network resources. Which protocol should the engineer implement?
a. FHRP
b. GLBP (answer)
c. HSRP
d. VRRP

54. Which dynamic routing protocol uses hop count to calculate metric value?
a. RIP (answer)
b. EIGRP
c. OSPF
d. IS-IS

55. Which statement describes the Autonomous System number that is used in EIGRP?
a. It defines the reliability of the EIGRP routing protocol.
b. It identifies the priority of the networks to be included in update packets
c. It is associated with the global Autonomous System number that is assigned by IANA
d. It specifies the EIGRP routing process on a router. (answer)

56. [image: The exhibit displays the following router command output:R1# show ip protocolsRouting Protocol is "eigrp  1 "<output omitted>  EIGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0  EIGRP maximum hopcount 100  EIGRP maximum metric variance 1 Redistributing: eigrp 1  Automatic network summarization is not in effect   Maximum path: 4  Routing for Networks:      192.168.1.0     10.0.0.0]Refer to the exhibit. A network administrator issues the show ip protocols command. Based on the exhibited output, what can be concluded?








a. The EIGRP K values are default values. (answer)
b. R1 receives routes to the network 192.168.1.0/24 and 10.0.0.0/24.
c. The no auto-summary command is not applied for the EIGRP operation.
d. Up to 4 routes of different metric values to the same destination network will be included in the routing table

57. Refer to the exhibit. A network administrator has issued the show ip eigrp neighbors command. What can be concluded from the output?
[image: The exhibit displays output from a show command that was issued from a router named R1: R1# show ip eigrp neighbors IP-EIGRP neighbors for process 1 H   Address         Interface      Hold  Uptime    SRTT   RTO    Q   Seq                                                     (sec)                  (ms)               Cnt  Num 0   10.10.10.2      Se0/0/0        12   00:04:12   40        1000   0    26 1   10.10.10.14     Se0/0/1        13   00:04:10  40        1000   0   36 2   10.10.10.18     Se0/1/0        11   00:04:10  40        1000   0   38]





a. There is no incoming EIGRP message at this moment.
b. The first EIGRP neighbor R1 learned about has the IP address 10.10.10.2. (answer)
c. An EIGRP neighbor with IP address 10.10.10.14 is connected to R1 via serial interface 0/1/0.
d. If R1 does not receive a Hello packet in 4 seconds from the neighbor with IP 10.10.10.18, it will declare the neighbor is down

58. Which feature of the EIGRP routing protocol can provide fast re-convergence without DUAL recomputation in the event of a route failure?
a. having a successor route
b. having a feasible successor route (answer)
c. having a route in the passive state
d. having a route in the active state

59. In which IOS CLI mode must a network administrator issue the maximum-paths command to configure load balancing in EIGRP?
a. global configuration mode
b. interface configuration mode
c. privileged mode
d. router configuration mode (answer)

60. What is the order of packet types used by an OSPF router to establish convergence?
a. Hello, LSAck, LSU, LSR, DBD
b. LSAck, Hello, DBD, LSU, LSR
c. Hello, DBD, LSR, LSU, LSAck (answer)
d. LSU, LSAck, Hello, DBD, LSR
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SWl# show spanning-tree
VLAN00O1
Spanning tree enabled protocol 2223
Root ID Priority 4097
2ddress 000d.bdc3.37¢0
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# show etherchannel summary
<output omitted>

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-Channel Protocol Ports

2 Pol(sSU) = Fa0/10(P)

Fa0/11(p)
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R1# show ip protocols

Routing Protocol is "eigrp 1 "
<output omitted>

EIGRP metric weight K1=1, K2=0, K
EIGRP maximum hopcount 100

EIGRP maximum metric variance 1
Redistributing: eigrp 1
Automatic network summarization is not in effect

Maximum path: &

Routing for Networks:
192.168.1.0
10.0.0.0





image11.png
R1# show ip eigrp meighbors
1P-EIGRP neighbors for process 1

#  Address Interface Hold Uptime  SRIT RTO Q@ Seq
(sec) (ms) cot Num

o 10.10.10.2 se0/0/0 12 00:04:12 40 1000 0 26

1 10.10.10.14 s5e0/0/1 13 00:04:10 40 1000 0 36

2 10.10.10.18 520/1/0 11 00:04:10 40 1000 0 38
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S1% show run | begin interface
<output omitted>

interface FastEthernet0/s
channel-group 1 mode auto
switchport mode trunk

interface FastEthernet0/s
channel-group 1 mode auto
switchport mode trunk

interface Port-channel 1

switchport trunk allowed vian 1,10,20,30
switchport trunk encapsulation dotlg

switchport mode trunk
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Router$ show running-config | section interface
interface FastEthernet0/0

no ip address

!

interface FastEthernet0/0.10
encapsulation dotlQ 10

ip address 172.16.10.1 255.255.255.0
!

interface FastEthernet0/0.30
encapsulation dotlg 30

ip address 172.16.30.1 255.255.255.0
!

interface FastEthernet0/0.50
encapsulation dotlQ 500

ip address 172.16.50.1 255.255.255.0
<output omitted>





