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[bookmark: _Toc153430571]Research in Data Security and Compliance
In this section, I will outline three of the key components of data security given in the assignment brief. The three being:

Implementing Information Security: In this section, I will go over the general implementation of information security in organisations and give an overview of the steps and how they tend to be implemented.

Physical Security: In this section, I will narrow the focus to the slightly less broad topic, that is physical security, covering the protection of physical assets and the many techniques used therein.

Cryptography: In this section, I will narrow the focus further to cryptography, specifically, and discuss some of the main security methods cryptography is used in and why it is an essential part of data security today.

Finally, I will outline briefly what I have learned in the conclusion.

[bookmark: _Toc153430572]Implementing Information Security
Information Security is an essential part of all businesses today for obvious reasons. From protecting virtual assets from sabotage to preventing corporate espionage, every organisation uses information security in one way or another. However, the implementation of said security is rarely exactly the same. There are two major kinds of information security implementation, top down and bottom up. These are very broad categories with large amounts of variation between different specific examples of implementation. Top down security is when the lead is taken by those in charge, much as one might expect. Bottom up security, on the other hand, is where the drive for security is led by junior staff and system administrators applying their hands on knowledge of the field. Neither can really be said to be better than the other. They both have their reasons for existing. However, the preferred method by most organisations is top down security.

[bookmark: _Toc153430573]Top Down
Top down security is the practice of having the drive for information security start with the senior staff of an organisation. This implementation of security is the preferred approach to the implementation of information security in larger organisations as it lends itself to a sense of cohesion across the entire organisation. Another benefit of the top down approach is that the structure allows for the senior staff to prioritise certain issues to better address the major issues faster and improve time management in general.[1]

However, this method is not perfect; the leadership of an organisation may not have a substantial background in information security, and this could lead to a misunderstanding of what the main priorities are. This is easily mitigated by bringing cybersecurity professionals onto the senior staff or having professionals to advise the leadership.[2]

[bookmark: _Toc153430574]Bottom Up
Bottom up security, on the other hand, is an effort by the lower level staff to enforce good security practices from the bottom up. This is usually done by system administrators. Under this model of implementation, the staff actually laying the groundwork of information security in the organisation still report back to the company leadership, but they are largely left to their own devices in regards to both specific instances and broader data security concerns.

The bottom up approach is not usually recommended as it can cause rifts and confusion between departments as there is no guiding force or larger plan.

But the bottom up approach is not always disadvantageous, as the junior staff tend to have more hands on experience with security on the ground level and in situations where the organisation is relatively small, the bottom up approach causes less conflict as there are likely only one or two small teams working on security. Even then, I would still recommend the top down approach for any organisation with growth aspirations because as the company grows, things become harder to change, so I would recommend starting with a top down implementation to make things easier in the future.
[bookmark: _Toc153430575]Conclusion
It is almost always recommended to use a top down approach to information security implementation. It is sometimes easier for smaller organisations to use a bottom up approach. This is not recommended as it might cause issues down the line as the company grows. Furthermore, there is some data to back up the preference for top down management. In an article called “Information Security Policy Development and implementation: The what, how and who” for Computers & Security, they note a significant positive correlation between management support and policy construction.[3]
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Physical security describes all security aimed at the protection of all physical assets from any harm or theft. Here, I will focus on three major considerations when talking about physical security.

[bookmark: _Toc153430577]Deterrence
Deterrence is usually a method used to prevent low level malicious threats through the appearance of tight security.[4] According to Lawrence Fennelly in the book “Effective Physical Security”, “[it is a] strategy used at almost all private and government facilities.”.[4] Deterrence is a defence strategy that relies on the perceived threat of capture or simply the ‘threat’ of an attack being ineffectual. Fennelly’s depiction of deterrence is a strategy that indicates a threat where there is none. [4] I think this idea of deterrence can be best analogised to a very large lock with no pick resistance. Against a complete novice or brute force attack, the lock looks to hold up well, but against any malicious actor with any level of lockpicking experience, it becomes immediately obvious that the lock will give in with just a low-level rake attack. As ineffectual as this strategy is against the experienced attacker, it proves exceedingly effective against a novice one. The less appetising you make your building look to potential attackers, the more likely they are to move onto an easier target. This does not apply to any attacker with a specific target in mind. Corporate spies or actors with a vendetta against this organisation will not be deterred. 
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Physical access controls serve as an effective way of preventing the access of physical assets by unauthorised people.[2] There are many methods of limiting access to said assets; I’m going to cover only the 3 I find most relevant and talk broadly regarding general physical access control in my summary for this section.

Forms of identification
Identification generally refers to the practice of having people authorised to access certain secure areas wear a clearly visible ID card that marks them as authorised to any security that may be monitoring the area. Most ID cards today serve as both electronic keys allowing these people access to these areas and Identification, with the wearer’s likeness displayed clearly. This makes these cards significantly harder to copy. However, their propensity to be copied is still their main weakness. The electronic key can still be copied if the attacker has access to an authentic card. Alternatively, an attacker may not need to copy the key function. For instance, if the attacker tailgates someone who is actually allowed access to a controlled area, their key card will not get checked for its functionality, and only its appearance can be tested. Needless to say, while this is a method that improves security, it is not a catch-all all, and a sufficiently prepared attacker will not find themselves having trouble bypassing it.

Locks
Here, I will be focusing on mechanical locks as I briefly went over electronic locks when I was talking about ID cards. Locks are an effective method of limiting access to areas, with the caveat that the areas must be completely walled off and guarded through other methods. An unguarded lock lends itself to being picked or forced open with low-level brute force attacks. A strong looking lock also contributes towards deterrence, as I mentioned previously.

Mechanical locks can come in the form of external padlocks or internal. Each has its own pros and cons. For external locks, they tend to be more susceptible to low-level brute force attacks, such as with bolt cutters, where it would be hard to attack an internal lock the same way. Internal locks, on the other hand, are difficult to replace. If one were to lose a key, it would become a matter of good security practice to replace the lock; padlocks are far easier and cheaper to replace as they don’t require the hiring of a locksmith.[2]

Monitoring
Monitoring can be done through 2 main methods: remotely or in person, ideally both. The method used by most facilities is CCTV cameras and recordings. Some more upscale facilities employ around the clock security to monitor the premises in person. The main use of CCTV in prevention is deterrence,[3] a sufficiently motivated attacker will employ a disguise or disregard the CCTV altogether. Therein lies the need for an in-person security force. They are much harder to ignore, and a disguise will not be effective. CCTV is useful after the fact for finding faults in security and apprehending the attackers in ways that a security guard might not be.

[bookmark: _Toc153430579]Protections Against Natural Elements
Things like fire and water damage can be caused by accident, malicious intent or act of God. For the purposes of this section, the question is largely irrelevant as I will be focusing more on the effects of the damage and detection and containment methods.

Water
Water damage is one of the primary concerns when considering data protection and the protection of physical assets, specifically those electronic in nature. Water is a necessary part of every facility, not just for providing for the human element but also to prevent and suppress fires.[2] However, a surplus of water is a very real threat to stored data, both electronic and paper.[5]

Fire
Fire is a danger to all assets, not just the inanimate ones. Fire creates a very real risk to human life as well as stored data making it one of if not the most important consideration for security in a facility. There are 2 main points to consider when discussing the prevention of fire damage and those are detection and suppression, detection is broken up into manual and automatic. Manual detection is the human element. It consists of calling the fire department or pulling the fire alarm.[2] Automatic detection consists of things like automatic alarms whether they detect heat, smoke or carbon monoxide. The method of suppression varies based on the type of fire, but the principle stays the same the best way to put out a fire is by removing one of the three elements that it requires, heat, oxygen and fuel.[6] The best thing to do, without training, is to leave the work to the fire department.
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Figure 1 
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Cryptography is the practice of writing in encrypted code to obfuscate its true meaning.[7] It’s primarily used in the generation of encrypted keys to prevent the interception of transmissions of sensitive data such as passwords this idea is called confidentiality. This is the primary use but there are some other uses such as verification of the integrity of data and authentication. Verification of data refers to the ability to check that data is untampered as, as long as the key remains unbroken, it is impossible to reliably alter data in a transmission. Authentication is like verification of the integrity, but it instead refers to the integrity of the metadata, meaning that the source and destination of data is tamperproof.[8]
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In conclusion, data security is an incredibly broad topic encompassing ideas from encryption to fire prevention. It is difficult to summarise in this short of an essay. However, the principles remain the same throughout. Good security practices are essential to the survival of any organisation. Every one of the things I have talked about is something that needs to be thought about when making policy decisions regarding security.
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As I discussed in part one, I believe that the preferred option for structuring the implementation of information security is almost always to have it flow from the top down, this is supported by some data.[3] This means that the primary decision makers are the senior management, usually the Chief Information Security Officer (CISO). These will be the people primarily responsible for policy and broader concerns about information security. The actual implementation of these policies flow down to the junior staff, system administrators. This will provide the unit with good leadership with a background in cybersecurity and therefore knows what they are doing. This leadership will provide clear priorities which will allow the lower management to focus on important issues resulting in an increase in efficiency. I considered a more bottom-up approach as the department is new and therefore relatively small but as the company is stated to be fast-growing it would cause more issues in the long term with clashing between potential new departments.
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There are several factors to consider when designing policy. The goals are to design policy around outcomes, keep policy inclusive and evidence-based, avoid creating barriers to the organisation as a whole and learn from past experience.[9] This is all well and good, but how does one actually follow through on these ideas?
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The decisions of policymakers should be based on the existing evidence, which should be from a variety of sources. But evidence-based policymaking does not just rely on pre-existing evidence; the commissioning of new studies, reports, and surveys is essential to maintaining security in the workplace.[9] Incident reports are another way of providing good evidence for policy making. However, they cannot be the sole source of evidence as they happen after the fact and may not prove overly helpful in preventing attacks of a different nature. The main thing to consider when implementing evidence based policy making is the use of mesurable objectives to allow the tracking of progress.

[bookmark: _Toc153430586]Compliance
The first step in ensuring compliance is the hiring of a chief compliance officer (CCO). The CCO is responsible for ensuring the compliance of an organisation regarding information security and will report back to either the chief executive officer or the chief security officer. The key to ensuring compliance amongst employees is social pressure.[10] The single most important thing to do is to create an atmosphere that encourages and supports compliance. There are various barriers to this goal, such as the attitudes of staff, ignorance and conflicting demands.[11] 
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The easiest one of these to tackle is ignorance, so I will start there. Having a good training program and requiring staff to complete it will go a long way in preventing ignorance in the workplace. This training program must be kept up to date and employees should do refreshers every few years. Training is not the only way to combat ignorance however, the implementation of clear and easily understood policies goes a long way in ensuring that staff are aware and understand these policies.
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Attitudes might be the most significant factor when discussing a culture of compliance. The best way to tackle this is to reward compliance and punish non-compliance. Staff can feel that compliance gets in the way of their jobs, it is important that they understand that compliance is part of their jobs and responsibilities in the workplace. Training also plays a role here but it is significantly harder to change the attitudes of employees after they are set in their ways. Which is why the hiring of staff is a key factor here.

[bookmark: _Toc153430589]Conflicts
It is not uncommon for employees to feel that compliance with policy is interfering with their work. But it is not just the low level employees that can feel this way, compliance with data security policy and law can be very pricey. This can create a disconnect at higher levels of a company, the issues of how much resources can be allocated to security is a difficult and important one. The problem with focusing on profit and growth is that data security helps with neither and can sometimes be left behind by executives. This has long term downsides for the corperation.

[bookmark: _Toc153430590]Strategic Planning for Security
Strategic information systems planning (SISP) is a proactive approach to systems security. The majority of organisations have applied SISP to their planning approach.[12] SISP is a document that outlines the information security objectives of an organisation going forward.[13] SISP is an essential asset to survive in business today. But SISP is just one part of the planning process. An empirical look at all evidence available is also necessary, along with seeing what competing companies are doing and attempting to intergrate their strategies for your own.[14]

[bookmark: _Toc153430591]Risk Management
Risk control is the first thing to consider when discussing risk management. Risk control is the controlling of risk like the name might imply. There are three main steps in risk control, selection of strategies, justification of these strategies to upper management and implementation. There are 2 major paths of risk management one is qualitative and the other quantitative. Qualitative risk management is a form of risk management where no specific numbers are involved. Quantitative risk management on the other hand assigns numbers to different risk factors and potential benefits and uses various formulas to calculate risk and reward. That brings me to cost-benefit analysis, you can’t talk about risk management without a cost-benefit analysis (CBA). CBA is a method of weighing risks against potential rewards.[2] The most simple form of the CBAe formula is 

CBA = ALE(prior) – ALE(post) – ACS [2]

Where ALE stands for annualised loss expectancy and ACS stands for annualised cost of a safeguard.


[bookmark: _Toc153430592]Contingency Planning
Contingency planning involves the development of comprehensive strategies and protocols to ensure the safety  of data, in the face of unexpected events or disasters.  primary focus of contingency planning is the creation of backup and recovery systems. This includes regular data backups, off-site storage, and the establishment of alternative systems to maintain essential functions in case of a data breach or system failure. The Information Security Department must define clear procedures for data restoration, minimizing downtime and potential losses.

In addition to technological measures, contingency planning involves human-centric strategies. This encompasses the training of personnel to respond effectively to data security incidents, as well as the establishment of communication channels for swift and accurate information dissemination during crises. Assigning specific roles and responsibilities within the Information Security Department ensures a coordinated and efficient response.[2]

[bookmark: _Toc153430593]Protection Mechanisms
Protection mechanisms range from things such as failsafes and backups to physical protection systems like access control. Failsafes act as safety nets, activating in the event of system failures or breaches, preventing or mitigating potential damage. Regular backups serve as a crucial defense against data loss, ensuring that information can be restored in case of accidental deletion, corruption, or cyberattacks. Access control systems, like I discussed earlier are an essential physical protection mechanism. They limit the entry of secured areas to authorized personnel, preventing unauthorized individuals from accessing sensitive areas. Key card systems and more simple mechanical lock and key systems add an extra layer of security, enhancing the reliability of access controls.In the digital realm, encryption plays a pivotal role in safeguarding data. Encrypting information during transmission and storage ensures that even if intercepted, the data remains unreadable without the appropriate decryption keys. Firewalls act as digital barriers, monitoring and controlling incoming and outgoing network traffic, preventing unauthorized access and potential cyber threats.
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