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In cloud computing, the computing resources are provided to the client through virtualisation, on the internet. The large-scale computing infrastructure is established by cloud providers to make availability of online computing services in flexible manner so the user find easiness to use the computing services. Virtualisation in cloud computing involves creating virtual instances of resources such as servers, storage, and networks. In recent years, virtualisation approaches have yielded numerous advantages, including lower costs and energy use, easier administration and deployment, better support for mobile apps, and so on [1]. It is a fundamental technology that allows multiple virtual machines (VMs) to run on a single physical machine, enabling greater utilization of hardware resources and facilitating the creation of virtualized environments for various cloud services. Virtualisation provides many benefits, including improved resource utilization, greater scalability and flexibility, easier migration of VMs, and reduced costs [3]. Virtualisation plays a key and dominant role in cloud computing. It enables cloud providers to serve users with their existing physical computer hardware; it enables cloud users to purchase only the computing resources they need when they need it, and to scale those resources cost-effectively as their workloads grow. Virtualisation in cloud computing is typically achieved using hypervisors [2], which are software programs that enable multiple VMs to run on a single physical machine. Currently, server virtualisation is a common feature of data centers and cloud computing platforms architectural designs. This has a wide range of benefits, including energy efficiency, cost savings, and extensibility, to mention a few. These advantages mean that this technology might easily be included into cloud computing.
Virtual machines (VMs) in cloud computing are an essential component for efficient utilization of hardware resources. They allow multiple operating systems to run on a single physical machine, enabling cloud providers to offer infrastructure as a service (IaaS) to their customers. Hypervisors, also known as virtual machine monitors, are the key technology that makes virtualisation possible in cloud computing. They create and manage VMs by abstracting hardware resources, such as CPU, memory, and storage, from the physical host, and allocating them to the VMs as needed [4].
According to a research paper by Litoiu et al., virtualisation technology allows cloud providers to achieve better hardware utilization rates and service availability, while reducing the cost of maintenance and upgrade [5]. The authors also highlight the benefits of using virtual machines in cloud computing, including efficient resource management, flexibility, scalability, and isolation between different VMs. Another research paper by Li et al. shows that virtualisation can significantly improve the performance and energy efficiency of cloud data centers [6]. 
In addition to hypervisors, there are also other technologies that enable virtualisation in cloud computing, such as containers and serverless computing. Containers, such as Docker, provide a lightweight way to run applications with minimal overhead, while serverless computing abstracts the entire infrastructure layer, allowing developers to focus on writing code without worrying about managing the underlying infrastructure [7].
Overall, virtual machines are a crucial component of cloud computing, enabling cloud providers to offer scalable and flexible infrastructure services to their customers. By leveraging virtualisation technology, cloud providers can achieve better resource utilization, cost savings, and improved service availability.
There are various types of cloud services available for moving an on-premises application to the cloud. Infrastructure as a Service (IaaS) is a cloud service that provides the fundamental infrastructure components such as virtual machines, storage, and networking resources [8]. The main benefit of IaaS is that it provides a high level of control and flexibility to the user, allowing them to configure and manage the infrastructure as per their requirements. However, IaaS requires the user to have expertise in managing and configuring infrastructure components, which can be a challenge for Small or Medium size Enterprise (SMEs) with limited resources.
Another type of cloud service is Platform as a Service (PaaS), which provides a platform for developing, testing, and deploying applications. PaaS offers a higher level of abstraction than IaaS, enabling users to focus more on the application development rather than the infrastructure management. PaaS also provides built-in scalability, high availability, and automatic backups. However, the downside of PaaS is that it offers limited control over the underlying infrastructure and platform components, which may restrict the flexibility of the application [9].
Software as a Service (SaaS) is a cloud service that provides pre-built applications and software, accessible over the internet. SaaS requires no upfront investment in hardware, software or infrastructure, and can be accessed on a subscription basis. SaaS is the most convenient option for SMEs, as it offers rapid deployment and reduced costs. However, it may not provide the same level of customization and control as IaaS and PaaS.
When evaluating the benefits and drawbacks of each approach, SMEs should consider the costs, support provided, and expertise required. IaaS provides more control and flexibility but requires a higher level of expertise and resources to manage. PaaS offers ease of deployment and management but may limit the customization options. SaaS provides a low-cost, low-maintenance option, but may not provide the desired level of control or customization [9].
Assuming that the company has elected to move to an Infrastructure as a Service (IaaS) model [10], to ensure high availability of services, it is important to understand the concepts of "locations", "availability zones", and "resource groups" in Azure. A "location" in Azure is a geographic region where data centers are located. An "availability zone" is a physically separate data center within a location that has independent power, cooling, and networking infrastructure. A "resource group" is a logical container for resources that are deployed to Azure, and it can span multiple locations and availability zones [11].
In the case of a very high budget with no cost limit, the best approach would be to use Azure's availability zones for redundancy and high availability [11]. This means deploying virtual machines and other resources across multiple availability zones within a single location to ensure that if one zone fails, the services can continue running in another zone. This approach ensures that there is no data loss and services remain available 24/7 with minimum or no loss of service. Additionally, we can also use Azure's load balancers to distribute traffic across the different availability zones, which further improves availability and scalability.
In the case of a medium budget where some loss of service can be tolerated under certain circumstances, we can use Azure's location redundancy. This approach involves deploying virtual machines and other resources across multiple locations, such as different geographic regions, to ensure that if one location experiences an outage, services can continue running in another location. This approach offers a balance between cost and availability, and can be an effective way to minimize the risk of service disruptions while keeping costs under control. However, this approach does not offer the same level of redundancy and high availability as using availability zones.
The choice of whether to use availability zones or location redundancy in Azure depends on the budget and the level of high availability and redundancy required. Availability zones offer the highest level of redundancy and high availability, while location redundancy offers a balance between cost and availability. With the right deployment strategy, either approach can be effective in providing the required level of service availability for an eCommerce website and associated web service running on Azure.
Authentication and authorization are two critical aspects of cybersecurity in any application. Authentication is the process of verifying the identity of a user or system, while authorization is the process of determining whether a user or system has the necessary permissions to access a particular resource [12]. Authentication is typically done by requesting some form of identification, such as a username and password, security tokens, biometrics, or multi-factor authentication. The authentication process helps to ensure that the user is who they claim to be, and it forms the basis for granting access to resources.
Authorization, on the other hand, is usually based on the roles and privileges assigned to a user or system. For example, an administrator may have full access to a system, while a regular user may have only limited access to certain resources.
In cloud computing, authentication and authorization are critical to ensuring the security of applications and data [13]. Cloud service providers often offer various tools and services to help manage these processes. For example, cloud providers may offer multi-factor authentication, access controls, and identity and access management tools to help ensure that only authorized users and systems are granted access to resources. 
 Both processes are essential to ensuring the security of applications and data in the cloud.
As cloud computing has become a popular option for businesses, cyber security has become a crucial concern. Multifactor authentication (MFA), least-privilege permissions, network security groups, and bastions are key security features that can help protect cloud environments from unauthorized access, data breaches, and cyber-attacks. Multifactor authentication (MFA) is an authentication process that requires users to provide at least two forms of identification before being granted access to a system or application [14]. This approach provides an extra layer of security and makes it much more difficult for attackers to gain access to a user's account or system, even if they have obtained the user's password or other credentials.
Least-privilege permissions refer to the practice of granting users only the minimum level of access required to perform their job duties [15]. This helps prevent unauthorized access to sensitive data or systems by limiting the number of people who have permission to access them. By following the principle of least privilege, organizations can reduce the potential damage that could result from an attacker gaining access to a user's account or system.
Network security groups (NSGs) are essentially virtual firewalls that can be used to control network traffic to and from resources in a cloud environment. NSGs allow administrators to control which types of traffic are allowed to enter or leave a network, helping to prevent unauthorized access to sensitive data or systems [16]. This is particularly important in cloud environments where data is often distributed across multiple systems and may be accessed from various locations.
Bastions, also known as jumpboxes, are essentially virtual machines that are used to provide a secure gateway to a cloud environment. Bastions can be used to enforce secure access control by requiring users to authenticate themselves before being granted access to a cloud environment. By using a bastion, administrators can ensure that only authorized users are allowed to access the cloud environment, helping to prevent unauthorized access or data breaches [17].
In summary, multifactor authentication, least-privilege permissions, network security groups, and bastions are all important security features that can help protect cloud environments from cyber-attacks and data breaches. By implementing these security measures, businesses can help ensure the confidentiality, integrity, and availability of their cloud-based services and data.
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