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Digital Policing
Critically analyse the role that technology plays in everyday policing, including the specific features of digital policing, and the effectiveness of their impacts on policing practices, the community and the most vulnerable. 













This essay will cover the different types of technology that is being used in the modern-day policing, and the impact it has on the polices force’s day-to-day work. This essay will also cover how effective the use of these different types of technology is. 
With the development of technology, the world is becoming more digital that ever before, from browsing the internet, online shopping, banking, to accessing the social media. With these developments, the public now expects to have the same level and ease of interaction with the police, as any other service. As said by (Digital policing, 2022), the public expects the police force to have a significant online presence on daily basis. However, while the public now benefits from the advances in technology, thew number of digital/cyber crimes dramatically increased over the recent years, as pointed out by (Digital policing, 2022). In addition to that, the number of digital evidence also increase every day. In order to tackle this issue, the police have to adapt and respond to the existing, and constantly developing digital environment, so that they can reduce crime, pursue criminals and protect the young and vulnerable people to the best of their ability.
As said by (Digital policing, 2022), police came out with The Policing Vision 2025, which stated that digital policing will:
· Provide easier communication for the police and public
· Improve digital investigations and intelligence 
· Transfer all information with the Criminal Justice System (CJS) digitally.
 
There are three different types of digital crime. The first type of digital crime is Internet Facilitated Crime. This is type of crime ranges between arguments of the internet, to planning terrorist attacks. Internet facilitated crime is when the internet and smartphones are used to plan a criminal activity, whether that be traditional crime like burglary or terrorist activity, as said by (Chapter 1: Introduction, background and digital crime - HMICFRS, 2022).
The next type of digital crime is called “Cyber-enabled crimes”. This term is used for crimes such as fraud, purchase of firearms, drugs, and child exploitation, theft, and harassment. This type of crime can be committed with or without the use of a computer, but are enabled by a computer in certain circumstances, as said by (Alvarez, 2021). These crimes do not depend on the use of computers or the use of internet but have been initiated using the internet or communication technology such as smartphones at some point. 
The last type of digital crime is “Cyber-dependant crime”. This type of crime is committed using Information and Communications Technology (ICT) devices. This crime happens when devices have been both used to commit the crime, and the target of the crime. This type of offence includes hacking, malware, damage, destruction of data, and many others. Majority of cyber criminals are low skilled, however, with the development of the digital environment, they gain more access to more sophisticated tools and software, as stated by (Cybercrime - prosecution guidance | The Crown Prosecution Service, 2022).
Due to the constant development in the digital world, the NPCC has developed a Good Practise for Digital Evidence guide that must be followed in relation to digital evidence. This guide consists of four principles, as stated by (Horsman, 2022):
· Principle 1. No action taken by law enforcement agencies, persons employed within those agencies, or their agents should change data which may subsequently be relied upon in court.
· Principle 2. In circumstances where a person finds it necessary to access original data, that person must be competent to do so and be able to give evidence explaining the relevance and the implications of their actions.
· Principle 3. An audit trail or other record of all processes applied to digital evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result.
· Principle 4. The person in charge of the investigation has overall responsibility for ensuring that the law and these principles are adhered to.
Technology is used widely across all force to aid policing in different ways. Police force how uses technology such as biometric scanners, facial recognition, number plate identification, drones, mobile devices, and computers. The police use digital images as evidence to aid them in investigations.
Digital evidence is defined as information and data of value to the investigation that is stored on, received, or transmitted by an electronic device, as said by (Digital Evidence: Introduction, 2022). This information and data can then be used to rely on in court. Digital images are any image, moving or still, captures digitally and stored electronically. These images are used by the police service for evidence collection. 
Digital images can be collected using many different types of technology. The most well-known type of this technology is CCTV footage. CCTV stands for closed-circuit television, which are surveillance cameras which can enhance or take place of security personnel, as said by (Closed-circuit television (CCTV), 2022). This footage can be used by the police during the investigation to see what exactly happened at the crime scene if this footage is available. This is a very good piece of digital evidence that can be used in court to prosecute the offender. This type of technology is not only used by the police. CCTV cameras are often place by businesses and people in general as a security measure, as this evidence can be given to the police at any time if a crime had been committed. Over the years, the cost of CCTV cameras has significantly reduced and are available in many different variants. From the higher end with higher quality and live feedback to a person’s smart device, to the lower end and more traditional with lower quality. Adding CCTV cameras to homes and businesses has become the new normal, and a viable security add-on for majority of people. According to (The benefits of CCTV | The Crime Prevention Website, 2015), up to 5% of households now have some sort of CCTV, from a single camera at the entrance, to a full security system around the area with automatic window locks and sensors at every point of entry, which can also be connected straight to a security company that will automatically call the police if a breach has been detected. 
For domestic use, CCTV cameras can help in prevention of crime and general safety for the household. CCTV serves as a deterrent foe people committing crime both inside and outside of the house, provide a live feed of the other end of the door before the person opens the door, gathers evidence in the case a crime had been committed if nobody was home, watches over parked vehicles and property in general, and many other uses.
For business use, CCTV deters crime, watches over till in a shop to spot theft, monitoring carparks and warehouses that may contain sensitive data, maintains health and safety practices in the business, providing staff with security, and much more. 
Although CCTV provides many advantages to the businesses, individual households, and the police in general, there are some limitations. Even with the highest end of CCTV equipment, the can still miss vital pieces of evidence if they do not cover the specific areas of where the crime is committed, as the view of the camera is restricted. 
Nest is Body Worn Video (BWV) cameras. These are small cameras that police officers are equipped with, often on the chest. These small body cameras are used to capture both video and audio evidence by the police officers when attending to different incidents and crime scenes. These cameras are issued to all officers that interact with the public, as stated by (How and when BWV cameras are used, 2022). These cameras allow those who watch the recordings to see from the officer’s perspective, and act as independent witnesses. The digital footage is recorded to an internal storage device inside the camera, which is the uploaded to a secure location at the end of each officer’s shift for later use, whether that be in court hearing, legal proceedings, or deleted if deemed unnecessary, as said by (How and when BWV cameras are used, 2022). These cameras will be turned on by the officers at the start of any incident or encounter and will continue to record until it is unnecessary, or another system takes over like the CCTV inside the station. 
There are many benefits when it comes to using BWV cameras. Body cameras increase public confidence when interacting with police officers on daily basis, since everything the police do will be recorded which hugely eliminates the chance of things like abuse of powers or police brutality. Body cameras also benefit the police in the reduction in the number of complaints or allegations that would have been made if officers were not equipped with the cameras. BWV also reduce the criminal justice cots for the Criminal Justice System, due to increase in early confessions that are made by the offenders.
Body worn cameras also help in reducing the increase of anti-social behaviour as all the actions of the person of interest will be recorded and can be used as evidence in court. By having officers equipped with BWV, it also reduces the number of cases of assaults made towards police officers, as stated by (WCCTV Body Worn Cameras: Benefits for Police Forces, 2022). This plays a major role in keeping officers safe on the job, as the job of police officers is dangerous by itself. This can help officers to feel more secure and more confident when carrying out their daily duties. 
These cameras are not only used just as technology to collect evidence, but they are also used to protect the police officers and the public. BWV provide transparency when an officer carries out a stop and search, which can prevent police officers abusing their power. They also help officers who need to provide a written report to remember exactly what happened.
Body cameras also help in the collection of evidence in areas that are not otherwise covered by CCTV footage, as the view of CCTV cameras can be restricted. For example, officers will continue to record using their BWV cameras if a particular area in the police station is not covered by CCTV, which helps with gathering evidence and protecting officers. 
As said by (WCCTV Body Worn Cameras: Benefits for Police Forces, 2022), officers can also use the footage from body cameras to review their own performance. This will help the officers to develop their skills, as well as seeing what they did wrong and improve. This leads to faster and better development of police officers, which benefits both the police force and the public. 
However, there are disadvantages when it comes to BWV cameras. As said by (Police Body Cameras - Pros & Cons - ProCon.org, 2021), equipping police officers with body cameras can be very expensive, which can hugely impact their budget. The force will need to pay for the cameras themselves, as well as purchasing charging stations, storage facilities, and training for police officers. Officers will need to be trained on using body cameras, as well as training staff to manage the stored data, and maintenance costs.
It can also be argued that the body cameras invade the publics privacy, potentially exposing victims, and subjecting citizens to facial recognition software, if the body cameras are advanced enough. As stated by (Police Body Cameras - Pros & Cons - ProCon.org, 2021), police officers recording the encounters with the public, may unintentionally expose private medical conditions like mental illness. 
Some particular victims may also be traumatised by the recordings when watching the footage back that was recorded by the officers using body cams. These include victims of sexual assault or rape. These victims are particularly sensitive and must be handled with utmost care.
Officers will also use their smartphone devices to capture crime scene photographs. The purpose of crime scene photography is to capture the crime scene exactly as it is, and to document exactly what is present at the scene as well as the exact location, whether it is connected to the scene or not. The images can help officers during the investigation, as well as being a useful piece of evidence in court if something that had been photographed at the scene is later related to the offender, as said by (Crime Scene Photography: Principles, 2022). 
Facial recognition software is also used by the police. This technology can be used by the police in different ways, as stated by (Facial Recognition, 2022), such as:
· Prevent and detect crime
· Find wanted criminals
· Safeguard the vulnerable
· Prevent harm
Facial recognition is very useful when looking for wanted criminals, as the database that the technology is connected to, holds the information containing images of all wanted criminals. Officers will not be able to recognise every criminal from a photo which could have been take years prior, or even remember every wanted criminal. 
Facial recognition software, if made known to the public, may also prevent crime, same as CCTV, since people will know that if any crime is committed, they will be picked up by the facial recognition and found by officers later with solid evidence to back up the case. 
Officers will also record any interviews that are made in the station. This is done to safeguard the person being interviewed, in case that an officer breached any of their rights. This is also done so that the footage can be watched back if it has any value to the investigation, as well as being used as evidence in court if the offender confesses to the crime during the interview. 
As technology develops, officers also need to be trained on how to properly handle electronic devices when seizing them as evidence. Smartphone can now be wiped remotely, and if an officer is not trained on how to seize it properly and make sure that there is no remote access by turning on aeroplane mode, crucial evidence relating to the case can be lost due to lack of training. 
Officers have certain powers when it comes to mobile devices under PACE 1984. Officers have the power to seize and retain data from a mobile phone belonging to the offender, or anyone who is in suspicion of committing an offence, as said by (Mobile phones: a cause for legal and ethical concern | Insights | Corker Binning, 2017). Data that had been seized can only be kept for the purpose of the investigation and for use as evidence in court. Police officers also have powers to seize mobile devices under other legislations such as the Misuse of Drugs Act 1971 and the Terrorism Act 2000. 
In the case that the individual refuses to supply the officer with the necessary password to access the devise, that device can be seized under section 49 of the Regulation of Investigatory Powers Act 2000, also known as RIPA.
Technology plays a part in day-to-day activity of every police officer. Police use mobile devices to fill out forms, record names, and sending copies of reports after an arrest. 
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