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[bookmark: _Toc165031789]About Forensics
Computer Forensics – This term and methodology consists of the analyzing, recovery and preservation of any digital data stored by using several specialized forensic techniques. Currently, this term doesn’t tend to be mentioned as much, due to it being replaced by ‘Digital Forensics’ that’s used profoundly since digital consumer markets now having much more modern technology available for everyone, that has introduced a further variety of hardware available that criminals could leverage further. This method is mainly used to analyze and investigate any devices digital related, such as storage medium devices, servers/workstations/laptops [1]. Specialized tools are required in order to gather data required using this method, whether it would be file systems or network environments.
The term ‘Computer Forensics’ surfaced around the years of the 1980s-1990s [2], because then it was identified that there is a crucial need for that area of expertise, due to the rise in digital crimes committed, so governing bodies, organizations and even law enforcement agencies felt that having a dedicated entity that primarily focuses on the analyzing and recovery of data in order to provide evidence to seek justice against cyber criminals was paramount.

A case where this methodology was used was the Piratebay raid, was where they were able to recover deleted/encrypted data and server logs to provide as evidence of wrong doing.



Digital Forensics – This is known as the term that is primarily used in the modern age, as ‘Computer forensics’ is now a predecessor, due to the scope being increased with further hardware capabilities becoming widely available. With regards to the hardware, since it has evolved further from the computer forensics era, this term encompasses a further range of technologies and digital sources since they have further evolved, these include – GPS systems, log files, clous services, mobile phones etc. There are a number of tools that are available to acquire data to analyze. This is a set standard across various device platforms as today these can be quite diverse [3].
As the scope of forensic investigations stemmed much further than what used to be achievable on computer systems and legacy hardware, cyber criminals stated to become much more intelligent on how they stored their data or how they carried out their criminal activities, by harnessing other types of technology to allow them to achieve their goal, this is where Digital forensics came in, where it allows experts to analyze, recover data from a much broader approach from the traditional methods. With the above being said, Digital forensics started in the late 1990s to the early 2000s [4], just before the emerging technology and innovation we use today was starting to become the pinnacle.
One case where digital forensics were used to assist with an investigation, was the Boston Marathon bombing, where the police were able to track the whereabouts of the attackers through the use of records from their mobile devices. Once they managed to get hold of their mobile hardware, forensics were able to put together a timeline of every movement before and after the catastrophe.
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	Case Reference No.
	001-CB-DJC-UWTSD



	Equipment Details

	Item No.
	Description
	Manufacturer
	Model
	Serial Number

	0001
	16GB USB Flash Drive
	SanDisk
	Cruzer USB Flash Drive

	1618931082546651438



	Image Data Details

	Date/Time
	Captured by
	Method used
	Image Name
	Parts
	Drive
	Hash

	11/04/24 – 17:00hrs
	Jon Morgan
	E01
	Case1-FLASH.E01
	0004
	Full Disk
	MD5:
9065ec3c7ccb94b13fc67338fc88d1d1

SHA1: 08f0c7d5dc6b5f3fbf5e2997c29efe6eb0a458cb




	Chain of Custody

	Sequence
	Date/Time
	Source Person(s)
	Source Location
	Destination Person(s)
	Destination Location
	Reason

	0001
	11/04/24 – 17:00hrs
	Nitheesh Kaliyamurthy (UWTSD Lecturer) 
	IQ205 – Cisco Networking Lab
	Jonney Corner (Independent Forensics student)
	Isolated Forensics Lab
	Investigation into complaints of Cyberbullying
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Introduction
There have been multiple reports raising suspicion that an individual has been committing cyberbullying through various communication channels, such as Whatsapp and Instagram.
The suspected portable storage medium was reported as abandoned and connected in PC ID: IQ-205-20, in the Cisco computer lab at UWTSD campus, Swansea, SA1 by the lead lecturer, who’s information has been noted within the chain of custody as approval was given to securely snapshot and remove the device and take back to our isolated forensics lab for further investigation.

[bookmark: _Toc165031793]Methodology and Procedures
In order for this investigation to be carried out, a virtual detached environment was required. The data analysis will be solely carried out using a forensic software called Autopsy, that incorporates all industry standard functionality to help categorize and gather all types of data to present its relevance as evidence in the court of law.

Before the data was brought into the hands of the investigation team in the lab for detailed analysis, a full data acquisition and preservation procedure was carried out that retains the authenticity and integrity of the data, so that it will be admissible in the court of law. The real timeline of events that comply with this procedure are detailed as follows from the time of offense:




[bookmark: _Toc165031794]Data Analysis Results
[bookmark: _Toc165031795][bookmark: _Hlk165030082]Carved Files
Before any data analysis was performed and when the image was mounted into Autopsy, the first thing we needed to carry out was to verify the hash to ensure it matches the original hash that was generated during the data acquisition phase at the scene. This ensures the authenticity of the evidence and that nothing has been tampered throughout the chain of custody. As identified in the figures below, the hash was an exact match, which gives us the go ahead to commence with our investigation.

[image: ]
Figure 1 – Screenshot of image verify option(s)

[bookmark: _Hlk165030088][image: ]Figure 2 – Screenshot of image verification progress
[bookmark: _Hlk165030092][bookmark: _Hlk165030098][image: ]
Figure 3 – Screenshot of confirming hash values

Once the hash was successfully verified, I was able to pull in all the data from the entire image into easy to understandable categories, the first thing I spotted at a glance was that there was a large number of files that have either been deleted or have had their metadata removed, that reside under the carved files space.
[image: ]
Figure 4 – Screenshot of carved File list

It appears that there are a mixture of file formats within there that seem to be remnants of old OS files based on the findings within their metadata that is nothing of a concern. The figures below are examples of the type of systematic data that was picked up that doesn’t highlight any concern in this investigation.
[image: ]
Figure 5 – Screenshot of system XML in Carved files

[image: ]Figure 6 – Screenshot of system txt file in carved files

When running deeper analysis in this space, I came across quite a few .gz files, that were possibly deleted previously. When attempting to export these and open them in a supported third-party app for closer inspection, they look to again be only file fragments as the payload data is unable to load any further to provide any raw information to view. 
[image: ]
Figure 7 – Screenshot of gz files in carved files

Judging by the information in the metadata, there is nothing encrypted within them, or any intent to hide anything sensitive as there is nothing apparent within its visible data during analysis, so there is no reason to put these forwards as evidence due to that reasoning.
[image: ]Figure 8 – Screenshot of no data in gz file

Using the filters within the Autopsy software, it managed to detect a variety of credit card numbers in raw text format, that reside within the card carved files that was potentially deleted previously. This I feel may be vital information as part of the investigation, as this could pose a threat of identity fraud where the suspect could be using fake identity to commit cyber bullying using various aliases.
[image: ]Figure 9 – Screenshot of credit card information
After going through all the data within the carved files, I went straight into the plain text data category within Autopsy, that essentially shows all files where raw text has been detected within them. 

One file called readme.txt was an interesting take based on its naming convention and when looking into the file further, something that really jumped out was the fact that there are two passwords that have been placed inside there. At this point in time in the investigation, we were not really sure what these passwords could be used for, but had taken note so hopefully something password protected may surface where these passwords could be used to hopefully unlock something of more importance.
[image: ]
Figure 10 – Screenshot of passwords in plain text file


[bookmark: _Toc165031796]Graphical Images
The next phase of analysis was to inspect any image files Autopsy had managed to collate from the drive image. These were all clearly visible within the tool for closer inspection. 

There was a bank statement from Barclays from between 09/01/22 to 07/02/22 to a John Doe Lee, within the image files that shows a deposit of £540.71 to the branch in Sheffield on the 12th January, where a payment was then made to T-Mobile for 121.94 on the 17th January. Two days later a card Payment to London for £36.58 was withdrawn. 
[image: ]
Figure 11 – Screenshot of Barlays statement

I had a really close look at this specimen as this could be a probable piece of evidence that could be brought forward to assist with the case but when looking deep into the metadata for that file, it appears that it’s a fake as it was created using Adobe Photoshop 21.2 as highlighted in the figure below. To me this looks like another attempt of fraudulent identity or even has been intentionally created as a distraction technique to digital forensic or investigatory bodies to impede on the investigation.
[image: ]
Figure 12 – Screenshot of Barlays statement metadata


Within the image gallery on Autopsy, it had detected screenshots of direct message conversations where quite a bit of interaction was being made between our suspect and persons over social media messaging channels. 

Firstly, I will start with private conversation with a person called Seer Musta, where there are some interactions taking place between both parties on supposedly Twitter, who start to meet and start discussing each other’s interests that seem to be mutual to start with.
[image: ]
Figure 13 – Screenshot 1 of Seer Musta IG chat
[image: ]
Figure 14 – Screenshot 2 of Seer Musta IG chat
[image: ]
Figure 15 – Screenshot 3 of Seer Musta IG chat
[image: ]
Figure 16 – Screenshot 3 of Seer Musta IG chat
[image: ]
Figure 17 – Screenshot 3 of Seer Musta IG chat
[image: ]
Figure 18 – Screenshot 3 of Seer Musta IG chat
As you can see from the transcripts, it gets to a stage where Seer Musta is acting quite suspicious as he/she has only just started talking to this person and is asking for personal information. In this instance there are no sign of Cyberbullying being committed within this specimen. All key information such as the recipients name and web link provided was noted, if in the event it would appear anywhere in any further evidence in this report further down the line.

[image: ]
Figure 19 – Screenshot 1 of Seer Musta Whatsapp chat

Judging by the timeline, it looks like Musta Seer messaged the person through Whatsapp afterwards using the contact information that was provided directly on Instagram where the conversation continued. The person on the receiving end continues to question this person on why they are asking these questions.

There is another conversation to a Lee Saint on Instagram, where there is a direct approach to the victim asking right away to meet up for a coffee. The victim continuously rejects the offer where Lee starts to get quite hostile since being rejected and had then stated that he had hacked ‘Emmys’ Instagram account and threatened to post any personal images of the victim into the public realm. [image: ]
Figure 20 – Screenshot 1 of Lee Saint IG Chat
[image: ]
Figure 21 – Screenshot 2 of Lee Saint IG Chat
[image: ]
Figure 22 – Screenshot 3 of Lee Saint IG Chat
I would class this as probable evidence to provide in the court of law that demonstrates an active Cyberbullying offense. Key details of both the participants on the sending and receiving end were noted, where they could be used later in the investigation to compile key information together.

Another conversation that took place was with a Fred William on Instagram, where hobbies and interests were exchanged, no evidence of cyberbullying was committed here, but what’s strange was that personal information was provided to Fred when requested. 
[image: ]
Figure 23 – Screenshot 1 of Fred William IG Chat
[image: ]
Figure 24 – Screenshot 2 of Fred William IG Chat
[image: ]
Figure 25 – Screenshot 3 of Fred William IG Chat
[image: ]
Figure 26 – Screenshot 4 of Fred William IG Chat
Again, the name ‘Emmy’ was provided from the receiving end of these messages similar to the message exchange with Seer Musta. This goes to say that these screenshots could have been taken by Emmy herself and used to provide to local law enforcement?




The next specimen for evidence is really interesting, from a Justine Elias, who somehow had the receiving person’ telephone number and messaged them directly through Whatsapp. Again, the receiving person kept pushing that they are not interested and to leave them alone. 
[image: ]
Figure 27 – Screenshot 1 of Justine Elias Whatsapp Chat
[image: ]
Figure 28 – Screenshot 2 of Justine Elias Whatsapp Chat
[image: ]
Figure 29 – Screenshot 3 of Justine Elias Whatsapp Chat
Later down the timeline, Justine then decided to privately message this person on Instagram and harass them further.
[image: ]
Figure 30 – Screenshot 4 of Justine Elias IG Chat
[image: ]
Figure 31 – Screenshot 5 of Justine Elias IG Chat

[image: ]
Figure 32 – Screenshot 6 of Justine Elias IG Chat

The person then blocked Justine Elias and by the looks of things stopped that interaction from further taking place.


As part of the image category filters within the forensics software, it managed to flag some screenshots of databases with a lot of information on users, along with telephone addresses, profession, email addresses etc as demonstrated in the figures below
[image: ]
Figure 33 – Screenshot 1 of Identities
[image: ]
Figure 34 – Screenshot 2 of Identities




Following this, the raw spreadsheet file had then been detected by software as its was flagged as a known office file format for Excel that was a direct match to the content in those previous images.
[image: ]
Figure 35 – Screenshot 1 of identity excel
At this point in time, we can only suspect that this database is either a list of fake aliases to use for fraudulent tasks, or is real data of potential victims.
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Encryption Protection Files
Moving on further into the analysis, I came across a .RAR file that at first encounter looks to be suspicious, due to it being password protected when I attempted to open to see what’s inside.
[image: ]
Figure 36 – Screenshot Police_report.rar file

[image: ]
Figure 37 – Screenshot RAR Password

Early in the investigation I took note of two passwords that were embedded into a text file on the image. The password Qk;87R]_w3dmBGcb[#TX=4 allowed me to inspect what was inside the compressed file.

[image: ]
Figure 38 – Screenshot of encrypted files

It appears that there was some type of encryption solution potentially used to safeguard this data from being accessed by anyone else other than the suspect, as they may have wanted to hide something. I continued to scalp further through the data to see if there was anything evidently comes to light in order to allow me to decrypt this information and view what are on these files but no avail. 

A more through approach I feel to take would be to utilize the timeline features built into Autopsy, to see if it would if it would highlight any scripts near the last time this .rar file was accessed or modified, as the solution used to encrypt may be highlighted there along with its location information. 

When inspecting the timeline to when the ‘police report.rar’ file was last accessed, it appears immediately after. there is a C++ script named ‘encrypt_file.cpp’ that was run afterwards. When inspecting the source code within that .cpp file, it appears to be a custom script that uses a specific table to encrypt and decrypt data in a chosen directory. A preview of this code is in the figure below
[image: ]
Figure 39 – Screenshot of Autopsy timeline

In order to execute a .cpp file effectively, there is quite a sophisticated way to achieve this where it will need to be put through a compiler due to its additional source files not being reachable due to them potentially being removed previously, so this will need to be put through a compiler in order to generate it as an executable to fully function. I attempted to run this through an open-source Windows OS command line compiler called MinGW that allowed me to achieve this.
[image: ]
Figure 40 – Screenshot of compiler

Once the compiler generated the exe file as an output for the encryption tool, I then exported those encrypted files from the .rar file into the same folder where it was then executed with the appropriate parameters based in the code to decrypt the both files as demonstrated in the screenshot of the CMD window below. At this point I wasn’t entirely sure of what file format these files needed to be for the output, but used a .png image format, where it went through successfully.
[image: ]
Figure 41 – Screenshot of decryption
When opening the images, it appears that these are copies of a complaint filed to the EDR Police department of a Cyberbullying incident from a Justine Elias to a person called Emily and her family, where I would suspect that ‘Emmy Jones’ whom is found in the social media conversations above was the victim.
[image: ]
Figure 42 – Screenshot of Police report

It looks like even though this documentation would be available on the policing systems to refer to, the suspect had encrypted this file in order to slow down this investigation as there was no clear insight at the start with who the suspect actually was, due to fake/fraudulent identities being used found in all social media communication screenshots, as found early on in this report. We can safely say that Justine is the suspect as there were two lots of correspondence from both Whatsapp and Instagram to Emily early on.

[bookmark: _Toc165031798]Conclusion
Based on the full forensic analysis of the evidence found on the USB drive found in PC ID: IQ-205-20, in the Cisco computer lab at UWTSD campus, Swansea, SA1 by the lead lecturer. I can conclude based on the findings detailed in this report, the suspect in question Justine Elias has committed harassment and cyberbullying offences to the victim Emily Jones, through the use of fake social media accounts. These accounts were all created by using information key email and telephone information, that the suspect created manually in a spreadsheet that was found on their USB drive that will all be used as verified evidence in the court of law.
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Your recent tweets about cimate.
change caught my eye. Do you
often g0 to earth summit
conferences organised by the

NGO??
Yeah, 1do. How did you know?

Lucky guess! | usually volunteer
for the Earth Summit conference.
avery year, at Swansea, Any.
favorite spots at swanses?

1like to go to the beach. Why are

you asking so many questions?

13m just to trying o connect with

someone who shares my
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Sure, | like to goto coffee shop
downtown. But seriously, why are

you 50 curious?

wow, | like to visit the coffee shop
100, my favorite is costa coffee

It's just refreshing to find
someone with interest. Mind if|
ask, what's your go-to place for
relaxation?

a0

1ts yoga session's. But serious!

who are you?

Caoll We should totally check out
the yoga spot at Austin spot yoga
sometime. By the way, do you
have other social media
accounts? I'd love to connect!
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1dorit usually share that onlin}
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1don't usually share that online.
Why do you want to connect on
other platforms?

No worries! |just thought t'd be
easier to share more about our
common interests. What's your
Instagram handle

I'm not
that. Can we talk about
something else?

sharing

Totally getit!

what's your favorite content on

Twitter?
2
Okay, this is gettiny
answering that. Who are you?
B @ Sertamesag m
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Okay, this s getting weird. I'm not

rering that. Who are you?

Just friendly chats between
Twitter pals. Ever think about
entalling for a free online class on
fashion and designs?

1226

wow, i like fashion and design,

hatis the fashion about, can
you share the fink with me to
enrol init.

Well, itis very confidential, | will
need your email address to add
you to the list applicants

10

1 am afraid why do you want my

email, just share the fink with me.

J
okay, if you insist
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Seer Musta
okay, if you insist
fashionlink.org/lo

open the link, sign up with your
email and phone numner

sorry phone number

Oh, that sounds interesting!
Thanks for sharing the fink. Il

checkitout.

Canl ask you out on a date?

No, ihave a boyfriend.

oht, good for you. Bye
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yee:
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A

Hey! (&3 Its MustaSeer from Facebook.
Remember me?

h, hey! Yeah, | remember. What's up?

“
Not much, just thought we could chat here too
How's your day going? .
Its good, thanks! How about yours? .
Pretty good. By the way, do you stil goto Good
Shepherd English Medium School?
Yeah | do. Why do you ask? w

Haha, just curious! High school mermories, you

know? &

‘True! So, what do you want to chat about?

w
On,just getting to know you better. Any siblings?
1 remember you mentioned your brother once.

Yeah, | have a brother. Why are you asking

about my family? -

No special reason. Families are interesting. Do
youall hang out together often? v
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Lee Saint

You're friends on Facebaok

View profile

Hii

How about we go out for a coffee
sometime? I'd love to get to know you
better.

Come on, don't be shy. What do
you say?

Thanks for the offer, but I'm not
interested. | appreciate t, though.

'm not comfortable going out. Please
respect my decision

I've already said no. Please
stop asking

You're playing hard to get, huh? |
like that, &

v
ThiSMfot a game. Please leave

@ w S W
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< Lee Saint L.
This is not a game. Please leave

me alone

You'll regret turning me down. | can
make things difficult for you.

What do you mean by making things
difficult? Stop threatening me.

How about you reconsider? OF | might
have to do something you won' ke.

1 won't change my mind. Stop
harassing me.

1 have hacked into your instagram
Changing your mind now, Emmy? |
have access to more than just your
Facebook.

How did you get into my instagram?
This is illegal!

Let's make this interesting. Say yes to
that date, or Il post some interesting
photos.

Iwon't give in to your threats. I'm

reporting this.

You have one hour to decide.
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Lee Saint @ Qs

I have hacked into your instagram
Changing your mind now, Emmy? |
have access to more than just your
Facebook.

How did you get into my instagram?
This is illegal!

Let's make this interesting. Say yes to
that date, or Il post some interesting
photos.

1won't give in to your threats. I'm
reporting this.

You have one hour to decide.

My parents willinvolve the police.
Stop this right now!

1 have used Al-generated explict
content and posted on your
Instagram,. Time's up, Emmy. Hope
you enjoy the surprise on your
Instagram.

Don't mess with me. You brought this,
on yourself.

Maybe next time, think twice before
saying no
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Fred William

You're friends on Facebook

View profile

Hey there! & | saw your profile and
noticed we're into the same hobbies.
Cool!

Yeah, it's awesome to meet
someone with similar interests

love your posts about your pet.
What's their name?

Thanks! His name’s Max. He's
the cutest.

Max is adorable! Do you have any
other pets?

Just max for now what about you ? Do

you have any pets?

v
Nah, no pets at the ~ ument. I'm

@ w S W

L Type here to search





image24.png
M fimg_Casel-FLASH.EO1/vol_vol2/IMG_0111.PNG - Editor -
/img_Casel-FLASH.EOT/vol_vol2/IMG_01T1PNG x

Hex Tect [Applcation] File Metadata 05 Account Analysis Results Annotations Other Occurrences

D Cl % O OReset Tags Menu

14:44 w F

< Fred William U

Nah, no pets at the moment. I'n
thinking of getting a dog, though.

Dogs are amazing! What breed are
you considering?

'm thinking about a Golden Retriever.
They're so friendly and loyal.

That's a great ch
really loving

1 @ They're

Totally! Hey, do you have a
favorite color?

Ilike pastel colours, especially
lavender. How about you?

Lavender is nice! I'm more into blues

and greens. By the way, what's your
birthdate?

It's 5th May 2005. Why do you ask?

Just curious! Birthdays are fun. So,
what's your favorite place to hang
out?
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< Fred William

Iove the park too! Great minds think
alike. & Oh, and your high school?

190 to Good Shepherd English
Medium School. Why are you asking

50 many guestion:

Haha, sorry if it seems like alot! | just
find it interesting. What's your favorite.
subject?

No worries! I like science, especially

biology. How about you?

Biology is fascinating! I'm more into
computer science. Do you use the
same username everywhere?

Yeah, it's usually Emmy James. Why?

Cooll Just wanted to know. Do you
have any other social media
accounts?

Youunsenta

Yeah, I'm on all social media, Why?

Awesomet Just the ¥ .t we could

@ w S W
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It's @emmyjames20 twitter. Surewe
can connect

Thanks! Can't wait to chat more. Oh,
and your email? Just for sharing
interesting articles.

Okay, it's thani

usha@gmail com.

But please, only for articles.

Got it 'l respect your privacy.
Looking forward to our chats. &

Yeah sure @

Can you give me your phone number
S0 that we can also connect there and
here is my twitter handle.
@MustaSeer.

Oh! Okay ,it's my mobile number
0789674590, Sure we can connect.

oht Sorry, | can opened the twitter

account, | forgot it's supposed to be
emmyjames123 not emmyjames20

okay, thanks for letting me know.

@ w S W
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1 reallylike you. Canit we at least be friends?

Friends are great, but Im not looking for
anything more. B

Seriously, just one coffee. It won't hurt, and we
can chat

Ive made it clear Im not interested. Respect my
feslings. o

I've been thinking about you a lot lately. You're
special to me.

| appreciate the compliment, but I'm not looking
for anything more. M

Let metake you out this weekend. What do you
say?

1 have plans this weekend. Please understand
and respect that. —t

1 dont get it. Why worit you give me a chance?

Its not about chances. I've made my choice.
M

Youte the only one Im interested in. Cant you
seethat?
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see that?
I need you to respect my decision. I'm not
interested. stpm
Whats the hamin going out with me,fust once?
The harmis that fve aleady told you I not
interested. Please siop. o
I've been trying so hard to win you over. Why
wonityou give n?
15 not about winring someone over. | dont feel
the same way. v
oute making a mistake. | could make you
happy.
Happiness comes from respecting boundaries.
Please respect mine. -
Dorityou want to be happy? Just gve us a
chance. .
I am happy. | dont need a relationship to define
that. wrem
Fine, b that way. Youe ust laying hard to get.
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é. Justine Elias

1ts not about winning someone over. | donit feel
the same way. -

oute making a mistake. | could make you
happy.

Happiness comes from respecting boundaries
Please respect mine. -t

Don't you want to be happy? Just give us a
chance.

1 am happy. | don't need a relationship to define
that v

Fine, be that way. You'e just playing hard to get

Its not a game. ['ve been clear about my
feelings. v

Youlregret turming me down. Im a great catch.

1 won't regret respecting my own feelings and
choices. B—

When you realize what you're missing, dorit
come crying back

I wonit be crying, Please accept my decision
and move on. .
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< Justine Elias

Justine Elias

Yourre friends on Facebook

View profile
Hey, I was thinking about our chat
You seemed really cool.

Thanks, but I've already told you I'm
not interested.

I can't stop thinking about you. Can
we just talk more?

1 appreciate your persistence, but I'm
not looking for more conversation.

Come on, just a friendly chat. You
won't even notice it.

I've made it clear. I'm not interested
in chatting

‘e beenreallyic | ut this. You're
making a mistake.
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v been really nice about this. You're
making a mistake.

It's not a mistake. Please respect
my decision

1 know you'l regret this. I'm a
areat guy.

I won't regret it. | need you to stop
messing me

You're playing hard to get. | like that.

I'm not playing anything. I've b clear
about my feelings

1 saw your recent post. You looked
really nice.

Thanks, but your comments aren‘t
changing my mind.

We could have something special.
Why won't you give it a try?

1 don't want anything with you. Please

stop messaging me

il make you see that we're meant to
be tagether.
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changing my mind.

< Justine

We could have something special.
Why won't you give it a try?

1 don't want anything with you. Please
stop messaging me

'l make you see that we're meant to
be together.

You won't. | need you to stop messing
me on Facebook

You're being difficult. You'll regret
ignoring me.

This is harassment. If you don't stop,
I'l have to report you.

You're overreacting. | just like you
alot

You're liking me doesn't change my

feelings. Leave me alone

You'll see. | won't give up on us.

There is no “us". I'm blocking you
now. Goodbye.
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1 [FirstName - JLast Name | Gender|~ | age [~ Email ~/phone |~ |Education |~ Occupation |~ Experience (Years) |~ salary - Marital Status |~
2 [Julian Perry Male 24 j.perry@randatmail.com 904-1346-47 Doctoral Actor 11 74541 Single
3 |Anna spencer  Female 18 a.spencer@randatmail.com 991-9321-18 Primary singer 6 185045 Single
4 |paige Chapman  Female 19 p.chapman@randatmail.com  210-1185-62 Doctoral Interpreter 0 140255 Married
5 Mike Clark Male 18 m.clark@randatmail.com 882-1972-65 Upper secondary Journalist 1 36225 single
6 [steven Crawford  Male 26 s.crawford@randatmail.com  064-0058-06 Master Medic 12 164627 Married
7 |Alford Payne Male 30 a.payne@randatmail.com 141-4025-85 Doctoral Mathematician 13 185664 Married
8 [steven Ccameron  Male 24 5.cameron@randatmail.com  726-5409-53 Primary Carpenter 2 166508 Married
9 |Roland Jones Male 30 r.jones@randatmail.com 444-1110-58 Lower secondary Social Worker 13 100688 Single
10 |Aiden Barrett Male 26 a.barrett@randatmail.com 804-8609-53 Doctoral Engineer 10 118130 Married
11 |Blake Murphy  Male 25 b.murphy@randatmail.com 304-2961-85 Primary. Interpreter 2 38178 single
12 |Edwin Alexander  Male 22 e.alexander@randatmail.com  054-0614-44 Primary Composer 10 185024 Single
13 |Alexander  Ryan Male 18 a.ryan@randatmail.com 562-5095-12 Lower secondary Mechanic 6 109107 Married
14 |sydney Myers Female 26 s.myers@randatmail.com 088-6209-73 Primary Manager 5 184887 single
15 |Adrianna  Perry Female 19 a.perry@randatmail.com 699-1793-60 Bachelor Carpenter 4 10809 single
16 |Clark Douglas  Male 21 c.douglas@randatmail.com 374-6085-41 Bachelor Geologist 2 138814 Single
17 |Freddie Warren Male 23 fwarren@randatmail.com 757-7789-69 Upper secondary Interior Designer 1 91611 Married
18 Ada Clark Female 27 a.clark@randatmail.com 224-5309-15 Doctoral Auditor & 93996 Married
19 |ellia Brown Female 23 e.brown@randatmail.com 404-7542-15 Bachelor Journalist 10 101923 Married
20/ George Cameron  Male 26 g.cameron@randatmail.com  747-6685-15 Bachelor Botanist 10 36998 Single
21 George perkins  Male 24 g.perkins@randatmail.com 133-3505-56 Doctoral Physicist 4 140457 Married
22 Gianna Nelson Female 23 gnelson@randatmail.com 640-7478-27 Master cook 10 138012 Married
23 Tara Farrell Female 22 tfarrell@randatmail.com 443-1293-49 Primary Social Worker 11 145654 Married
24|caroline  Henderson  Female 18 chenderson@randatmail.com  863-2540-05 Primary. Physicist 7 136018 Single
25|Miranda  Morrison  Female 26 m.morrison@randatmail.com  828-5997-82 Upper secondary Physicist 4 104359 single
26 |Vivian sullivan  Female 23 v.sullivan@randatmail.com 001-3128-44 Master Interior Designer 10 81262 Married
27 sienna Carter Female 19 s.carter@randatmail.com 513-0048-93 Bachelor Firefighter & 38556 Married
28|Lana Montgomery Female 26 Lmontgomery@randatmail.com 623-1437-02 Upper secondary Hairdresser 7 78580 single
29 Jenna spencer  Female 25 j.spencer@randatmail.com 385-7238-87 Primary. Medic 4 111360 single
30 Tony Harrison  Male 28 tharrison@randatmail.com 232-2676-55 Master Meteorologist 6 138634 Single
31 |sawyer Walker Male 27 s.walker@randatmail.com 322-6321-37 Upper secondary Mechanic 11 84166 Single
32 | Harold Russell Male 22 h.russell@randatmail.com 935-7413-31 Bachelor Mathematician 0 134430 Single
33 James. Ryan Male 22 j.ryan@randatmail.com 401-7522-48 Doctoral Manager 9 65220 Single
34 |Dargy Kelley. Female 18 d.kelley@randatmail.com 377-2405-42 Doctoral chef 6 37242 single
35 |Kate perkins  Female 29 k.perkins@randatmail.com 611-2230-64 Doctoral chef 11 153459 Single
36 sabrina Bennett  Female 21 s bennett@randatmail.com 302-9256-07 Bachelor salesman 10 91985 Married
37 stuart Higgins Male 28 5 higgins@randatmail.com 103-5213-41 Doctoral Programmer 5 131021 Married

n Thomas  Male 0.
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First Name - | Last Name ~ | Gender ~|Age - Email ~|Phone - Education |- Occupation - |Experience (Vears) - |Salary - Mearital Status -
73 sienna Myers Female 26 s.myers@randatmail.com 374-9313-08 Master cook 1 95098 Single
74 sarzh Crawford  Female 22 s.crawford@randatmail.com  053-8052-76 Upper secondary Journalist 1 175703 single
75 |Edith Stewart  Female 22 e stewart@randatmail.com 103-9541-17 Primary. Lawer 2 128077 single
76 | Mary Farrell Female 24 m.farrell@randatmail.com 810-5620-86 Doctoral Biochemist & 110351 Single
77 | Alisa Rogers Female 18 a.rogers@randatmail.com 967-0530-62 Master salesman 2 59122 Married
78 | cherry Martin Female 25 cmartin@randatmail.com 367-0762-65 Doctoral Biochemist 7 54923 Married
79 |Brad Campbell  Male 23 b.campbell@randatmail.com  506-5394-25 Bachelor Florist 4 70346 Married
0 George Thompson  Male 22 gthompson@randatmail.com  717-1323-76 Upper secondary Mechanic 6 32842 single
81 Emma wilson Female 26 e.wilson@randatmail.com 917-5275-14 Doctoral Composer 9 154356 Single
82 |Adam Ryan Male 24 a.ryan@randatmail.com 826-4328-64 Master Jeweller 11 117901 Married
83 |Evelyn Russell Female 23 e.russell@randatmail.com 767-6508-61 Bachelor Graphic Designer 10 108645 Single
84 Eleanor parker Female 18 e.parker@randatmail.com 734-0846-03 Bachelor Mathematician 4 137931 Married
85 Frederick  Adams Male 28 f.adams@randatmail.com 276-4250-30 Bachelor Fashion Designer 3 116641 Single
86 Tony watson  Male 21 twatson@randatmail.com 869-6531-93 Master Electrician 5 158597 single
7 |owen Cooper Male 23 o.cooper@randatmail.com 187-0543-93 Primary. Agronomist 9 154532 single
88 | Michael Hamilton  Male 19 m.hamilton@randatmail.com  955-2642-38 Master Graphic Designer 9 190050 Married
89 |Michelle  Anderson  Female 19 m.anderson@randatmail.com  968-8340-86 Bachelor Graphic Designer 9 72866 Single
90 senna watson  Female 27 j.watson@randatmail.com 070-4877-84 Lower secondary Carpenter 11 38245 Married
91 |Thomas Hawkins  Male 22 thawkins@randatmail.com 984-9855-27 Lower secondary Hairdresser 0 179814 Married
92 | Antony Douglas  Male 19 a.douglas@randatmail.com 638-5357-26 Primary Interior Designer 6 86643 Married
93 | Albert Alexander  Male 29 a.alexander@randatmail.com  217-6106-11 Doctoral Astronomer 7 84370 Married
94 Grace Kelley. Female 18 g kelley@randatmail.com 620-2651-97 Doctoral Accountant 7 156354 Single
95 |Luke Murray. Male 19 L.murray@randatmail.com 310-3234-38 Upper secondary Accountant 6 156858 Married
96 |Fenton Morris Male 26 f.morris@randatmail.com 423-6078-36 Upper secondary Journalist & 46151 Married
97 |Luey West Female 22 Lwest@randatmail.com 055-3471-98 Lower secondary Chef 2 100133 Married
98 |Amanda  Murphy  Female 26 a.murphy@randatmail.com 807-5274-06 Upper secondary Lecturer 4 95845 Married
99 sawyer Ellis Male 28 s.ellis@randatmail.com 958-0208-43 Master Carpenter 9 123344 Single
100  Vincent Baker Male 20 v.baker@randatmail.com 642-9623-04 Bachelor Architect 5 139729 single
101/Alen Murray. Male 18 a.murray@randatmail.com 834-0920-09 Master Baker 2 132550 Single
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