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Task 1

Relevant areas of the National Policing Curriculum: 

Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Introduction

In this essay I will be writing about the impact of the police’s organisational justice on my own wellbeing and resilience in relation to the Code of Ethics. I will be reflecting upon how police justice has affected me and how the organisation of South Wales Police is taking steps to raise ethical standards. 

Organisational justice means the culture of an organisation and its shared beliefs and values.  This is established by leaders and then communicated and reinforced through various methods, ultimately shaping employee perceptions, behaviours and understanding. The Law Dictionary (2021).

[bookmark: _Hlk94523225]All staff are bound to follow the professional standards known as the Code of Ethics and all officers must abide by these rules. College of Policing (2021).

I will be describing and reflecting on my relationship and my experience of how organisational justice within South Wales Police affects me personally. I will be writing about my experiences and opinions. I will be dividing this into two sections, distributive justice and procedural justice. Procedural justice will be further divided into three sub sections. 

Distributive justice 

Distributive justice is about how employees feel about the organisation and how they are treated.  They will be considering rewards such as the pay and benefits, whether this is fair to the amount of work that they are expected to carry out and whether their workload is fairly distributed.  What Works Police UK (2021).

On reflection, I believe that the police service is severely under manned in terms of employees which subsequently is raising workload and reducing resources for all other officers. Although my experience is short, it is apparent that the police do good work generally however, I feel there are some shortfalls when it comes to variety types of policing. One of the main areas I believe that is lacking is a shortage in proactive policing. Officers stay within their stations to complete their work rather than being out within their communities. The only times officers seem to leave the station is to go to graded calls. This is creating a role that is more reactive rather than proactive which I believe is failing the communities that we serve. 

I believe that proactive policing allows officers to be out in the communities as a deterrent and spotting signs of crime prior to them taking place. In my opinion we do not have the officers to spare to complete this work. I believe that if crime can be prevented its more beneficial to the victims of crime rather than dealing with the aftermath and workload. study.com (2021).

Procedural justice

Procedural justice is described by what works police.uk (2021) as three elements:

1. “How fairly employees feel decision-making processes are in the organisation (e.g. the extent to which decisions are seen to be impartial, consistent, ethical, and informed by those affected by them”). 

In review of how decisions are made within South Wales Police, I have experienced decisions that are often backed with a supervisor’s authority. Quite often within my role any decisions that are made by my supervisor are often placed before a higher-ranking officer such as my Inspector to be authorised. 

Holidays within the police are requested by officers over a year in advance to attempt to create and help with further planning. In my experience this system should be fair as everyone can view other employee’s diaries to arrange this, however, in practice I feel that this system is at fault as I have requested to put in dates for holidays that I might not even be able to take due to coronavirus or fear that they will be cancelled as it lays on a public holiday. I do feel that because decisions are made on resourcing rather than need, this has had an impact on my well-being as I have not been able to take any annual leave for the past six months.

2. “How open, honest and timely employees feel decisions are communicated”. 

I feel from my experience that supervisors communicate honestly, openly, are very straight forward and all decisions are well communicated. Whenever there is changes within the job, you can always guarantee that you will get an email to confirm it. The police are very efficient with updates when it comes to communication and I have found that this is always within the timescales to allow me to make adjustments.

3. “How respectful and dignified contact is perceived to be between senior staff and employees on a personal level”.

In review of how respectful and dignified contact is perceived between senior staff and employees, I believe this relates to the first two points of the Code of Ethics which are “Honesty and integrity and Authority, respect and courtesy”. College of Policing (2021). Through my experience and in relation to these ethics, honesty and integrity is demanded within the role, failure to do so I believe would be a massive grievance resulting in dismissal. Through my own experience I have been taught that no matter how big the issue is, never to lie. In past experiences I have made mistakes which all officers do.  I have walked into my sergeant’s office and admitted it, my sergeant and I have talked through the issue and we have resolved it. I feel that I my supervisors are approachable and supportive overall; I feel I have been treated fairly and the majority of the time I have overreacted to my mistake. 

Ethical standards and South Wales Police

In my research I have found from the South Wales Police website that the organisation has a joint independent ethics committee that support and assist concerning ethical challenges arising within the organisation. South Wales Polices website (2021).

This states that South Wales Police work in accordance with the Code of Ethics and apply the College of Policing’s exemplary standards within the role. It is further stated that breaches of these ethics are referred to the Professional Standards Department for investigation.  South Wales Polices website (2021)

Conclusion

In conclusion to my wellbeing and resilience while fitting into the organisational culture within South Wales Police, there are very good points such as: pay; the university degree within the apprenticeship; the level of professionalism; how the police adhere to the code of ethics and respect and satisfaction that comes with the role. In my opinion, the only impact that undermines the role is being undermanned and how this has a knock-on effect causing holidays and rest days to be cancelled.  
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Introduction: 

Within this essay I will be describing an incident that I attended where I played a significant role during an incident with a victim and how I resolved this by adopting a multi-agency approach.

I will be further talking about my actions and describing the support I provided in relation to safeguarding the victim. I will be reflecting upon the potential consequences if I were not to reach out to other services and sectors for their assistance and support. 

The Incident 

The incident I will be writing about is my attendance to a 999 call where it was reported that a male was about to throw himself into a freezing river with the intention of ending his life. 

On attendance, a male matching his description was walking towards the riverbank and I was able to approach him before he noticed me.  Both myself and my colleague made ourselves known to him and asked the male open questions such as if he had been the person who had made the call and he confirmed that he was. By this time, I had slowly closed the gap between the male and myself and observed that there was a tall fence and I viewed as a prevention factor between him and the water.
I then considered the risk through the means of a dynamic risk assessment in accordance with the National Decision Model (2022). I risk assessed the likelihood of his behaviour and the information that was available to us at the time. His intentions, the threat to him and how I could stop this gentleman from throwing himself into the river. I then considered the extent of harm caused if I was not to intervene and the polices and powers, I would adopt to prevent this situation from escalating. 

The information and intelligence were that this male had made a threat to harm himself to the operator and he had come to this location with that intention in mind. I assessed the threat and developed my initial strategy which included the risk of closing the gap before he could climb over the fence and plunge himself into the freezing river. 

It was at this point I considered my own powers and policies such as common law, the Capacity Act, (2005) and the Mental Health Act (1983) as well as relevant uses of force laws such as 117 of the Policing and Criminal Evidence Act (1984) and section three of the Criminal Law Act (1977). 

I reviewed the need for further officers and for a specialist unit such as a negotiator. However, when reviewing this I believed from my personal judgement that I was able to safely take hold of the male before he could get over the fence. 

After I made the decision to apprehend the male, I legally secured him and placed him into the police vehicle where I spoke to the male and reassured him that we would try to get him the support he needed. I then further updated my supervisor and call handler, so they were updated regarding the incident.

After speaking to the male, I immediately I recognised safeguarding concerns and thought that the male was significantly suffering with mental health problems. It was at this point I made considerations regarding whether this I should be taking the male to the hospital and what legal powers I had to do this.  I decided I had to protect the male and prevent him causing any further harm to himself. The power that I used was in accordance with section 136 of the Mental Health act (1983), to take the male to a place of safety.

Justification

When considering the risk, I made a subconscious decision through my constantly changing risk assessment based on the information in front of me. Through my research I have found information that summaries and grades occurrences into three levels and responses. This is described as a MAPPA which stands for a multi-agency approach strategy based on risk in relation to other agencies and their involvements. 

The first level is when risk can be managed by one agency safely and effectively.  The second level is where multi-agencies can work together and level three where risk is managed at a senior level and will include multiple agencies and public protection.  The College of Police (2022).  

My options and considerations when dealing with this situation was to use force, or talk and try to negotiate with him, or to step back and wait for assistance. I thought about justifying my actions because I decided to grab hold of the male, to prevent him from ending his life and get him to a safe space.  In relation to my powers to do this I felt that I had legislative justification to support my actions based on his intentions. College of Policing (2022).

Other factors I needed to consider were the use of other agencies such as the Fire Service if he was to jump into the river. Considerations for my own safety and that of my colleagues, for example, would I jump in after him, would he pull me into the river with him.  Given the circumstances of his intention to harm himself would I require an ambulance if he were to jump in which could cause hyperthermia or other injuries. 

The justification that I made for this decision was because I thought this male needed protection and care.  I recognised my role as a police officer and not as a qualified doctor, the hospital and the Community Mental Health Team were the best service to deal with the male in these circumstances. 

I considered that if I were not to intervene the likely outcome would be that the male could cause serious harm to himself. My plan was to get this man to a hospital in relation to his thoughts and intentions as there was a clear necessity to do so. 

On reflection, when speaking to the male I initially considered his mental capacity however, he was lucid and could hold a clear conversation. The male was intelligent and could answer basic questions. When the male and I were later chatting, he told me that he was suffering with his mental health because he had lost his job which had a knock-on effect to addiction to alcohol and depressant drugs.  His problems escalated and he lost custody of his child, he lost his home and he believed he had nothing to live for. I have experienced this type of incident before while serving as a police officer and recognised similar signs of someone suffering with their mental health. This man’s body language appeared to be sapped and he frequently cried.  I felt that this man needed multi-agency intervention from a range of organisations to help stabilise him and provide emotional and practical support ongoing.

Shortly after attending our local A&E department the male was taken to another hospital that specialises in mental health and an emergency assessment was caried out by the psychiatrist from the Community Mental Health Team. The man was later sectioned under the Mental Health Act (1983) as there were serious concerns raised around his mental health. Mind (2022).

After leaving the hospital I returned to the station to provide further safeguarding and support by implementing a Public Protection Notice which allows the police to liaise with the local council housing department in regards to finding him emergency accommodation and work with him whilst in hospital so he has somewhere to go when discharged.  His GP was made aware and referrals to other charities and agencies would be made to provide ongoing support. The information was also shared with a local drug and alcohol agency that were able to visit the man in hospital and start to build a working relationship along with the support of the Community Mental Health Team. 
The reasons that Public Protection Notices are issued is to provide further safeguarding and aftercare to vulnerable victims and people.  It is good practice that all agencies work together in a multi-disciplinary way to provide specialist care and support to anyone who finds themselves in desperate situations. CordisBright (2018).   

Conclusion

It is in a police officer’s role to protect lives and on reflection of my actions I believe that I took the appropriate actions to resolve this incident and safeguard the victim. 

I believe that if I did not intervene as described within this incident the potential consequences could include risk of harm or death for the male. I believe that if I had not made the decision to apprehend the man he would have jumped into the river or if I had not taken him to hospital, it would be likely that he would make a further attempt of suicide or put himself in a situation of risk.

Agencies that should now be working together to help this person should include: The Community Mental Health Team; Housing Options (Council Homeless Department); GP; Barod (Drug and alcohol); Tenancy Support; Mind and other agencies in the community that combat isolation, stress and wellbeing.

On reflection I believe that completing the Public Protection Notice will give this male the best opportunity to turn this incident around and get the support and care that he needs from a multi-agency approach.   

Wordcount 1546























Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Introduction

Within this essay I will be discussing an incident that I attended involving a vulnerable person who was at risk of harm.  I will be writing about the impact of the incident for both victim and offender and I will be reflecting on the outcome. 

I will be further discussing possible different approaches in tackling this incident and evaluating them in relation to the decisions I made on how I dealt with this case. I will discuss how I managed repeat victimisation through the means of safeguarding and public protection. 

The incident I will be describing will be an occurrence of racially aggravated harassment and how this affected the victim and his family.  

The incident

I received a call to attend an incident initially reported as anti-social behaviour.  When I arrived at the property my colleague and I attended the address of the reporting person which was a flat within a converted house.  

We took a first account from the caller and he informed us that there was an ongoing problem with the neighbour that lived in the flat directly below him.  He said that his neighbour was repeatedly banging his ceiling and the noise was coming up through his floor at all times of day and night.  He also informed us that the neighbour constantly shouted racist remarks, mocked his disability and this had been happening every day for several months.  This was the first time I had met the victim and I felt an overwhelming amount of empathy for this man as he was clearly traumatised by this ongoing abuse. The victim was living with his girlfriend and child and he told us that this was causing a rift and breakdown in their relationship due to the harassment.

As there were multiple occurrences where the offender had caused harassment, it was clear that this offence was a racially aggravated case and the abuse was directed at the victim’s skin colour and disability and not anti-social behaviour as reported. The victim was able to supply us with numerous recordings of different dates and times to corroborate this.

It was evident from the victim’s personal statement that he was targeted due to him being black, his Tourette’s and his schizophrenia conditions. The victim described to me in detail that the harassment had caused him to not leave the flat for fear of abuse, which resulted in him and his partner arguing, his medication to be increased and his relationship with his father to deteriorate.  I concluded that this ongoing issue will require a drastic but effective approach with both short term and long-term safeguarding.  

I am aware of occurrences of similar offences such as the Fiona Pilkington case in 2007, where a mother had killed herself and her severely disabled daughter after ten years of anti-social behaviour from youths. Equalityhumanrights.com (2011).

The outcome of this case highlighted the importance for the need of safeguarding, distinguishing between anti-social behaviour and harassment and hate crimes and the need for multi-agency responses with the use of a “MARAC” (Multi Agency Risk Assessment Conferences). Hampshire Safeguarding Adult Board, Serious Case Reviews, n.d.

These cases underline the impact on victims and the decrease in quality of life that victims face when dealing with incidents of anti-social behaviour and other offences such as racially aggravated offences and harassment.  Knowing what could be perceived as minor harassment in some incidents can have devastating consequences and can be extremely overwhelming for victims.  It was at this point I considered my approach and I knew that I needed to further investigate and not issue a warning. 

Approaches 

Next within my essay I will be discussing different approaches to this anti-social incident in relation to problem solving these types of behaviours and evaluating them on their merits and effectiveness. 

Offences that incorporate problem solving are known as Problem-Oriented Policing or “POP”. College of Police UK, (2020).

POP is described as an approach to develop interventions rather than an intervention in itself. The POP approach can be applied to other models for tackling any crime or disorder problem by tailoring it based on the impact of crime, the mechanism of crime, where it works and the implementation on how to do it. The POP model can be applied to a problem-solving model, the model I will be describing and applying to my incident is SARA. 

[bookmark: _Hlk94973947]The SARA model is made of four stages: Scanning; Analysis; Response and Assessment. Often known as OSARA where Objective is placed at the beginning. (Bryant R and Bryant S 2020, p.157).

Objective - The objective was to prevent further offences and to safeguard the victim from the racial aggravated harassment.

Scanning - the information included taking the statement from the victim and identifying and prioritising the potential of offences that could occur. It was established that there were recordings of these offences thus proving the offence.

Analysis – This is where I considered potential problems by firstly gathering the information and grading issues in a list of priorities and established contingencies for example, what if? This relates to my incident as what if there was no evidence to support the offence and the offender would have been allowed to leave the police station after being arrested with no implementations to prevent further offences.

Response – My response was to take positive action to allow myself time to deal with the problem and put measures in to prevent further offences. To provide safeguarding.

Assessment – This is the measurement of the impact if I was to not respond effectively to the incident. This was based on the National Decision Model, The College of Policing, (2022), where I would justify my decision based on my professional judgement and from liaising with the Neighbourhood Policing Team and my supervisor. 

I considered alternative disposals such as Restorative Justice, which can often be successful however I made the decision not to implement this due to how significant the offence was. It was not proportionate at this time and discretion was not suitable due to the seriousness of the offence.

I considered reporting this harassment to the council through the means of an Early Intervention Referral, however outsourcing the incident to the council would have not been appropriate due to the criminal offence. 

Safeguarding

The safeguarding actions that I implemented included taking a Public Protection Notice “PPN”, a further statement known as a VPS or Victim Personal Statement, which is a statement that describes to the court how the abuse effected the victim overall and further support by referring him to Victim Support.

Situational factors included the fact that because the victim and the offender were neighbours, there was no safeguarding factors to protect the victim if the offender was to be released if the case resulted in a “NFA” or known as No Further Action. 

Due to the offender having direct access to the victims’ location, I applied for bail conditions which prevented the offender from having any contact with the victim. However due to overwhelming evidence the offender pleaded guilty and was remanded and put before the next available court. 

The outcome of this incident resulted in an eight-week prison sentence to the offender, a further suspended sentence and a restraining order. 

Following the sentencing further safeguarding was secured through MARAC with the Local Council, the Neighbourhood Policing Team, the Hate Crime Unit and myself representing the police.  The discussion included the offender being moved to the other side of the city to prevent a breach in his restraining order or further occurrences. 

Conclusion and evaluation 

Throughout this incident I considered the situational factors of the male, and the outcome if I did not perform my role efficiently. Applying the OSARA model prevented me from failing to safeguard the victim. This has subsequently given the best possible service to the victim and has prevented the victim in distrusting the police or feeling failed due to No Further Action.  To arrest the offender and implement bail conditions was an effective means to safeguarding the victim, by doing so I have removed the offender and allowed the offence to be investigated.

In review of my actions, I believe that the result was effective and the victim was supported through a multiple of different methods and through different agencies working in partnership with both long-term and short-term safeguarding methods. 
Furthermore, taking positive action to protect the victim’s human rights. 

In my evaluation of different approaches available and what I carried out I believe that incorporating a multi-agency response was the most effective as the offence could be dealt with by the police and the aftercare could be supported by the means of the council and partner agencies to stop the victimisation and repeat offending.
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Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

Introduction:

In this essay I will be writing about a serious and complex policing incident where I played a significant role.  I will be reflecting upon my actions and the achieved outcome.

I will also be writing about how I gathered, analysed and evaluated relevant information and used this intelligence to assist with my investigation and how I used learning from previous incidents in the tasking and coordination. 

The Incident:

The incident I will be writing about is my attendance to a report of a stranger-on-stranger assault where the suspected offender had made off in his own vehicle after committing the alleged offence.  The caller had reported that the victim had been struck to the back of the head and was believed to be unconscious before being awoken by a third-party witness. This initial call resulted in myself and my colleague being deployed to no particular address but was given a street name. 

On attendance, I conducted “golden hour principles” such as taking the victims details; conducting a brief witness account; taking contact information for all those involved; some short notes of CCTV present; house to house locations; some basic first aid and handover to a colleague as it was believed that the offender was still in the area. Blackstone’s Handbook for Policing Students (2020).

The reason that I did not conduct extensive golden hour principles was because our attendance was extremely quick and the reporting witness had only just seen the offender drive off. I believed that the offender was still in the area and did not want to lose the opportunity to apprehend him. 

In this instance I gathered the information and intelligence and logged it on the police network computer and system known as NICHE where other officers who were attending the call could assist, not duplicate actions and to build up as much information as possible. 

It was not yet apparent who the offender was or their intentions. The victim had been struck to the head but no items had been stolen.  The victim could not give an account of what happened as they did not see anything of the incident and was struck down before understanding what was going on. 

The victim was an elderly male with no previous offences on our systems. The elderly male was extremely upset and it took a long time to take any initial account, as he had been assaulted, he was very scared and shaken.  I felt a great sense of empathy for him, I had to gain his trust and speak to him at his pace. I was concerned that he had lost consciousness and wanted to get him to hospital to be checked and treated.

It was then established that another witness did in fact see a vehicle make off at speed from the same location as the reporting person found the injured male. The witness was only able to describe the suspect from afar. It was at this point I passed information to the police control room where I had acquired a partial vehicle registration plate index from the witness. The control room did a search of vehicles that it was most likely to be. 

Another witness came froward who had seen the car so I passed further information to the control room about the model and colour. This was checked against the police systems and I was able to find out who the owner of the vehicle was and who was insured to drive it. 

I then further placed this vehicle on the “hot list” as the description matched the partial vehicle registration. This is where the vehicle would trigger Automatic Number Plate Recognition cameras and traffic units in the area. This also made further incoming police units aware of the vehicle’s registration number as in my past experience this has proven to be useful as they will be in the area.

After conducting further basic enquires with the victim and generally chatting to him to gather more information, I conveyed the victim to the hospital for treatment and shortly later returned to the scene. 

After taking a brief account prior to a MG11 statement, I conducted further searches on the vehicle.   The information that came back was that the vehicle belonged to a male who did not live in the area.  I looked through the previous occurrences associated to him and found intelligence that he was linked to drug dealing in this particular street and area. The male was a violent and extremely volatile person who had similar convictions for offences such as robbery and burglary. 

I made the decision to report the incident to CID as I had cause to believe that this could be a potential attempted robbery however, the victim was not carrying any valuables. I also considered that the victim would have not been aware if he had been searched by the suspect as he had lost consciousness during the assault. 

The victim later attended the police station where I took his statement. I further took a witness victim personal statement where I described the implications and the impact that the incident had on him physically and emotionally. I further safeguarded the victim by liaising tasks to the Neighbourhood Policing Team where they could provide further reassurance, check ins and routine patrols. 

Following this I re-attended the street where this incident occurred and conducted basic house to house and CCTV enquires and this proved more effective this time in doing so.  Some of the neighbours were actually well aware of the suspect as multiple people stated that they had seen him conducting illegal activities and gave a matching description of the vehicle. 

Using this evidence, I was able to develop this information into intelligence. Information is described as raw data which could be potentially lacking context and intelligence is collaborated. Intelligence 101.com (2022).  I processed this by using the three by five by two Intelligence Model which is a method of grading and classifying information where the police take personal and sensitive data, reflect on it, evaluate and submit this to the police database. This is where the source of information was graded between reliable, untested and not reliable. It is then graded on a scale of 5 ranging from known directly to suspected to be false. Lastly the handling of the information was then graded by myself to whether if it is allowed to be shared between our force and other forces or not. I have used this model previously and it has reliably assisted me in my investigations.  College of Police (2022).

I allowed this intelligence it to be shared as the potential drug related information it contained and regardless if it was not related to this particular offence, was good intelligence which could assist with other offences such as counties lines or other unrelated crime. 

Following the submission of this intelligence, I tasked the local Intelligence Officer and Neighbourhood Sergeant in relation to this new data to make them aware where it could be further tested and expanded upon. This was in relation to reassuring the community by local officers, normally PCSOS where they attend and speak to the community to provide reassurance and not in any way impede on human rights such as article 8, a right to a private life. 

I then took the initial reporting person statement as this witness had seen the vehicle making off and had noted the registration number. This would later be valuable as it assisted in the investigation by placing the defendant at the scene. 

From my research with the intelligence and information on the police systems, it did increase my suspicions that the person who was linked to this vehicle was in fact a potential suspect. Upon completing my golden hour investigation, I conducted my further investigation from additional sources of intelligence obtained through other officers and from our police computer. 

I provided my suspicion of the allegation to my supervisor, all the intelligence gathered and it was agreed that the male was a major suspect and was believed to be responsible for this offence. 

Conclusion 

On reflection of this incident, I provided the initial information gathering that led to the offender being arrested at a later date and I safeguarded the victim. In summary this information was developed into intelligence and the offender was caught on ANPR within the time period where the assault allegedly took place. The road that the ANPR was situated picked up the male leaving the area of the offence within the period of five minutes.  With this evidence and witness statements this led to successful charging decision. 

Even though there were set backs such as not initially catching the offender in the act, the use of intelligence and information with the ANPR provided a positive result that the defendant was at the scene.  On interviewing the defendant, he could not explain why his vehicle was at the scene of the crime; where he was if he was not at the scene; nor could he explain why a male matching his description was seen on the ANPR in person inside his vehicle.  We also had a witness statement giving a brief description of him and a detailed account of his vehicle.  

The outcome of this incident resulted in conditions to further protect the victim and the offender was charged actual bodily harm. 

Critiquing my own actions, I should have focused more on safeguarding the victim further rather than chasing the adrenaline of catching the offender. I later rectified this by going back to the scene and taking the victim up to the hospital myself. 

In relation to the Code of Ethics, it is stated that the police’s first responsibility is to protect and safeguard victims of crime. Even though I conducted basic first aid on attendance I should have remained with the victim rather than allowing colleagues to take over the care of the victim.

If I was to be in a similar incident again, I would take more action in initially safeguarding the victim rather than being more reactive later on.  This incident shows that the intelligence and use of golden hour principles caught the offender rather than the reactive response I carried out in chasing the victim.  
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Within this essay I will be reflecting on an incident that I dealt with relating to digital technology known as cybercrime and my initial response in dealing with this. I will be explaining the immediate actions I took to reduce the harm caused by cybercrime and the actions I took to safeguard any potential victims.  

I will be explaining what cybercrime is and writing about the types of people who would be more vulnerable to these kinds of offences.

The incident I will be writing about is my response to a 101 call of where there was a report of a person in possession of indecent and prohibited images of children. The reporting person contacted the police and said that the offender was known to them and they had admitted possession of the material and their sexual attraction toward children.

Incident

My initial response to the incident was to arrest the suspect to allow a prompt and effective investigation of the allegation. I needed to secure a section 18 search and seizure of property order, to protect any potential vulnerable victims if there was any and to prevent any further injury if any had occurred. This was in accordance to Section G of Police and Criminal Evidence Act, (PACE), (1984).  I felt that an arrest was also necessary to allow myself time to speak to my inspector for him to authorise entry and search the property following the arrest in accordance with Section 18 of (PACE), (1984).

My colleague and I proceeded to the suspects property which was the top flat in a renovated three storey house.  The main front door leading to the flat was open so we were able to gain access easily to the flat.  We knocked the flat door and the suspect opened the door immediately.  I then confirmed the person opening the door was the suspect by asking him his name and if this was his flat and he confirmed that it was.  I asked if my colleague and I could come into the flat for a chat and he allowed us entry.  I informed him of the report made against him alleging that he was in possession of indecent and prohibited images and he did not reply.  I stated the time and date, cautioned him and arrested him while explaining the necessity of the arrest which was to allow investigation and to safeguard potential victims. I proceeded to place the suspect in handcuffs and we drove him to the police station and he was taken into custody.  I explained the case to the sergeant and the suspect was placed in a cell to await interview in accordance of the Police and Criminal Evidence Act section 24 (1984). 

As soon as the Section 18 was authorised, I re-attended the suspects address to carry out a search.  The property was a small studio type flat and the suspect lived alone. My colleague and I made a thorough search of the flat and I seized electronic devices that potentially could have been used in the reported offence, these included a personal computer, mobile phones and an IPAD. 

Upon returning to the station, I completed a request using DFCC form which is a mnemonic for Digital Forensic CyberCrime form that the police use to request access to locked devices. This form needs to be authorised by an inspector or higher-ranking officer where they require a justification for the needs of the investigation. 

This DFCC process can lead to powers such as a RIPA authority under the Regulation of Investigatory Powers Act (2000), allowing the police to access devises if the suspect is unwilling to provide passwords or they have placed barriers or further securities such as encrypted file systems.  I did have to consider that the suspect would not cooperate and refuse to give the required passcodes. I also considered the use of placing the suspect in incommunicado prior to attending the property to search and seize the equipment to prevent an accessory removing or destroying evidence. However, a RIPA authority was not required as the offender provided the passcodes to all the devices willingly.

Cybercrime and vulnerability

Through my research, I have established that there are two types of cybercrime, the first being cyber dependant offences and secondly cyber enabled offences.

Cyber dependant crime is committed through the means of Information and Communications Technology (ICT) with the use of devices. The devices are used for distributing and developing malware for financial gain or hacking to steal contents such as bank details. This can be further used in relation to distributing offensive material.

The second type of cyber-crime is cyber enable crime which is applicable to crimes where the offence is against computers or their networks such as attacking a server to obtain data theft and commit data fraud. This can be in the form of planting a “worm” or “virus” to steal information from the victim. The National Crime Agency, (2022).

The RCCU known as the Regional Cybercrime Unit work with police agencies such as South Wales Police to tackle online cybercrime. This agency is better known as Tarian Wales (2018), and their The Four P’s Strategy is:


“Pursue – Those responsible through prosecution 
Protect – Those must vulnerable to cyber crime 
Prevent – Prevent individuals getting involved with cyber crime 
Prepare – By training and building strong relationships with communities” 

Tarian protect people who are vulnerable and susceptible to cybercrime. Factors that cause a person to be vulnerable can be disability, age, isolation, ill health or effects of addictions to substances or gambling. A person can be vulnerable if they are not familiar with using ICT and are unaware of scams and risks.  According to South Wales Police, (2021): 

 “A person is vulnerable if, as a result of their situation or circumstances, they are unable to take care of or protect themselves from harm or exploitation”.

As a police officer working in response, I only answer calls that have been called in and have dealt with similar incidents involving digital technologies. I have found that often vulnerable people might have barriers and reasons why they do not report cybercrime as they may feel ashamed or stupid for falling for scams.  In this particular incident however, it was reported by a very concerned friend of the alleged offender. 

According to infosecurity.co.uk (2020) and a report by Charity Age UK: 

“Cyber-criminals stole more than £4m from elderly people in the UK in the financial year 2018-19, data received by the charity Age UK has revealed through wrongfully covid relates scams and fake PPE equipment”. 

This research shows that people who are elderly are more susceptible to cybercrime due to their low internet skills.  The article also says that people who are not deemed vulnerable within their communities despite their age could be at risk of online related crimes through ignorance of these types of offences. 

On the other end of the spectrum, children and young people are also susceptible to online fraud of around £145,000 a year from purchasing E scooters from online scam websites and social media sites. Action Fraud Police (2022).  E scooters are very popular with children and their parents are eager to buy them, criminals are taking advantage of exploiting parents and children out of money in relation to promising false goods or goods that don’t exist. 

Crime such as revenge pornography can be perceived as extremely detrimental dependant on the victim. According to sky.com study (2021), 15 % of persons in the United Kingdom aged 18 to 45 have admitted they have been coerced into sharing explicit images of themselves

People are advised to report suspicious websites and social media fake advertisements to the NCSC National Cyber Security Centre or report directly to such websites as Action Fraud, Tarian or Operation Signature.  



Reflection

On reflection of my actions in this incident, I could have conducted a section 32, Police and Criminal Evidence Act, (1984), when arresting the suspect at his home address or I could have obtained a verbal agreement from the duty inspector for a section 18. However, as the arrest was inside the dwelling and permission was given prior to arrest, the section 32 allows a constable to conduct a search in relation to gathering evidence linked to the offence. Obtaining a section 18 and re-attending the address later was the best way forward as the search could have been lengthy and the suspect would have still been in our custody. 

Failing to safeguard any potential victims of cybercrime would result in serious risk of harm, loss of trust in the police, emotional and sometimes long-term implications on life such as trauma or feeling ashamed emotionally. In this particular incident it was vital that this type of child abuse is investigated on a larger scale to protect, prevent and prosecute those involved in any way.

Conclusion

In conclusion, in this incident I feel that I made the right decision which was to arrest the suspect, safeguard potential victims and secure the evidence.  The case was passed to the specialist unit dealing with this type of crime to further investigate. I am aware of the detrimental impacts on victims of these types of cybercrimes.  I feel that I have justified my actions and that I have followed procedures and protocols even if the allegation is malicious or untrue. 
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Task 6 
Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace 2and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
 
 
 
 
Confirmation of the progress on the Occupational Competency Portfolio (OCP). 
 
I confirm that I am progressing with the Occupational Competency Portfolio (OCP) in accordance to the regulations.  
 
Signed:  Thomas Skelton (Learner – electronic signature accepted.) 
 
Date: 19/02/2022
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