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In continuation to our earlier lecture, we discussed about

the History of Digital Forensics and its attributes. Understood

> Analysing Evidences the importance of Incident Response and discussed about

> Disk ” the principles of Digital Forensics, its process, different roles
»  Partitions and finally getting to understand the technology’s role in the
>  File System crime and the law framed around it to prevent various
> Attributes crimes.

Today, during the lecture, lets move forward and discuss
about various digital forensics capabilities and the
appropriate method to acquire data. We shall also discuss
the challenges in acquiring data and the area in which keen
attention is required. Our discussion this week will cover
Lab/ Tutorials digital evidences storage formats, Acquisition Methods,
> Handson Activity 3 Cont/ngency.P./qnn/ng for Data Ac.q.U{SIt/on, Use and Validate
Data Acquisition, RAID Acquisition, Remote Network

Man Geni Addysg Uwch yng Nghymru Acquisition and Forensic Tools used for Data Acqwsmon.
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Understanding the silent witness!!!

o Gives OS a road map to data on a disk
o Type of file system determines how data is stored on the disk
o A file system is directly related to an OS

o On investigating a suspect’s computer to acquire or inspect data, You should be familiar with the computer’s platform

<

7 Storage Drives and its characteristics

<)

7 Logical Structure of a Disk

Booting Process

File Systems and Storage Systems
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Disks
Discussion Point

o Understand file systems and its unique
characteristics — for digital forensics

o HDD vs SSD

o Data is the Key — a silent witness —
Unlock and interpret this silence

o File systems are blueprints
o Storage drives are digital evidences

o Knowing the ins and outs of file
system, its characteristics help in
extracting and analysing the data

o Working on this area will help you
uncover challenges and opportunities

o HDD File Structure and Characteristics
o SSD File Structure and Characteristics

o File Systems in Digital Forensics




Head Stack

Storage Disks

'..H! Head 0
O HDD | Head 1
| Head 2
o Track Numbering -—
o Sector (ID Information, Synchronization Fields, Data, Error Correction Coding, Gaps) ::: :Ea::
o The data is stored is placed in a 512 bytes. |
. .-ﬁ" Head 5
o What is the bytes of data for CD-ROMs and DVD-ROMs? N
o The track number and sector number points the address of data in an HDD. . BAnER
. o3 SECEDF

o What is 4K Sectors? Slider (and Head)
Actuator
Actuator Axis
Actuator Arm
[o—. > Gap ECC- Error Correction Coding Platters
ER S i B Tracks
P o3 Address Mark Spindle
Pi s One 512 Byte Sector _ a
10 bi ' usters
LT sresimones Y ceoe
A
B sectors
—— - Eight 512 Byte Sectors
: 512 512 511 512 512 512 512 G
i Bytes Bytes Bytes Bytes Bytes Bytes Bytes -
o T v T v T o T W ]
.......... ] H ) 8
One 4K Byte Sectar Format Efficiency Improvement Kl‘:>i .-t P —
| | " i . Jumper Pims
#* 551 (Small Computer  System
Distributed
| | " I I I I ECC Interface) Connector

The images in this slide are used from Computer Hacking Forensic Investigator V10 eBook
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Storage Disks

o SSD
o NAND-based SSDs
o Volatile RAM-based SSDs

o Advantages: Faster data access, lower power usage, High
o Data Addressing

o Allotting addresses to each physical block of data

o CHS (Cylinder-Head-Sector)

o LBA (Logical Block Address)

¥

55D PCB

Cluster 4242 lSi:a: 2048 (2K)

User_File.txt Slack Space
User Filetxt = Slack &
- Last 256 or Slack Space ack Jpace C I I
First 512 bytes bytes Filled by 05 ontroller

o What is Slack Space? ., Setord  pp sectr 2 " sector 3 " Sectar 8 ,

T T T T

512 Bytes 511 Bytes 511 Bytes 512 Bytes

o RAM Slack and Drive Slack

The images in this slide are used from Computer Hacking Forensic Investigator V10 eBook
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Logical View

o The logical view of the storage!!! — The File System
o File system is a controller of the physical disks (storage)

o File system is structured to focus on Performance, Consistency, Expandability
and Compatibility of the physical disks

o What happens when a cluster is marked as used but not allocated to any
file?

o Lost Clusters

milliseconds.

> What is the reason for Lost Clusters?
» Does your storage have lost clusters? Find out.

o “Bad Sectors” — What happens to a data in the bad sector? Could it be
recovered?

Pri IC
N Yg;figc?(gdoDewiyg:nrtu ‘ N ’ Man Geni Addysg Uwch yng Nghymru
Where Higher Education Began in Wales

' University of Wales

Trinity Saint David 1822 - 2022




Disk Partitions

BIOS Parameter Block
o Itis a data structure in the partition boot sector
o Defines the Filesystem Structure

o Assist investigations by locating the file table on the hard drive

Master Boot Record
o First sector of a data storage device (HDD)
o The information about the files on the disk is stored in the MBR

o 512 Byte Boot Sector

Let’s look and analyse a MBR Structure: In Class Activity — Refer to our lecture demonstration about analysing MBR
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MBR

To recall, the MBR holds 512 bytes (1 sector)- containing
bootstrapping code, details of hard disk partition scheme etc. We
just discussed and analysed about Sector 0, that has boot indicator,
CHS Values, Partition Type, Size etc. Using MBR, what could be the
maximum size of a Hard Disk?

A 512 GB
B 500 GB
C1TB .
=2
D2TB N -
F
. \"FQG A
Why? e

Sigm nluﬂ-g

1> L(- ? ,}\‘\'\;. Sample MBR in a Hexadecimal display
o

rEST Y - DYTE  — STReTING SEcTon
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Disk Partitions I L

File Edit View Favorites Help

GIOba"y Unique Identifier (GUID) Computer\HKEY_LCE-]FAL_:;I;;:CIII::;SUC:TARE\Microsuf‘t‘\Winduws‘\Current\fersion\Group P:Iic:,.r\r;JHistur}r\{BSB?SEAC—ESBF—'I'IDE—,Q
; : . \ [} Frighting . ame N
o 128-bit unique number generated by the Windows OS , [} Gamelnput Egéfihﬁame
Gamelnstzfller aB| DSPath
o 32 Hexadecimal digits Y L S el 28] Extensions
ab] FileSysPath
DataStore ’
o ldentify a specific device, a document, a database entry, and/or | GPStartup ﬁgig;“
- GroupMembershi ame
user - Hist;:y P 25| Link
v | | {35378EAC-683F-11D2-AB9A-00CO4FBBCFAZ) %% IParam
I o .'i-'_c'r]Optinns
|| {F312195E-3D9D-447A-A3F5-0BDFFA24735E} 24| Version
. epe ene {FB2CA36D-0B40-4307-821B-A13B252DES6C)
Globally Unique Identifier (GUID) Partition Table ] PolicyApplicationState
[ 51-12-1-673311706-1231287468-916999634-693683423 e R

o Modern and Standardized Partitioning Scheme.
Let’s look and analyse a GPT Structure: In Class
Activity — Refer to our lecture demonstration about
analysing GPT

o Replacement for MBR
o Part of UEFI

o MBR uses bits for storing LBAs and the Size information
on byte sectors.

o GPT uses LBA instead of CHS
o Each block is 512 bytes, and each partition entry is 128 bytes.
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Disk Partitions

B L, MBR VBR _,  NTBoot BO(‘E'TMG.R;HE n tWINI.OAD.E!E =
(0000h:7c00h) {Volume Boot 5eelm] Sector mmtam:;::“m vl gﬁm:ﬂ?ﬂ;ﬂ:;
Globally Unique Identifier (GUID) Partition Table i 1
o Allows 128 partitions — MBR allows 4 partitions i
HAL.DLL WIN32K.5YS WINRESUME. EXE Boot Configuration
o By default, all Hard Disks come with GUID Partition
Table, however, you still have the option for MBR while I
re-formatting or re-partitioning disks NTOSKRNLEXE =~ NTOSKRNLEXE
NTOSKRNLEXE —p  (Phasc0) — —p m::;fﬁ;m-.‘:’;?“,;.a ~»  SMSSEXE  —» WINLOGON.EXE —»  LSASS.EXE
{KillnitializeKernel) [OhinitSystem)
i
Booting
. : : o T S S = LS R S S e e ~
o Booting is a process of starting/ restarting a computer £ o sk ks R | transfer control to 05\
I ]
. . i |
o COId BOOtmg/ Hard BOOtmg : SEC wmmmd PE| mmmmmd DXE wmmmmp BDS ; RT 1
i |
o Warm Booting I itaten ; I
Initialize | | Loadand . GPI/ Boot ot A SO [ WO ' [
' [
g | ;
The UEFI boot process has the following five phases, I l l ‘l' i ‘L l -— ‘lf ‘]' |:
' UEFI Services Eee Seovked
Security phase , Pre-EFl initialization phase, Driver |
. . : . 'l Hardware L
Execution Environment phase, Boot Device Selection Y_ ’

phase and Runtime phase
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Disk Partitions [ —— S .

:I CPU in Protected Mode UEFI Phases E Transfer control to OS ‘i
. i |
Five Phases : SEC Wmmmm)p PE/ Wmmmm)p DXE Wmmmmp BDS ~| RT I
Security phase , Pre-EFl initialization phase, Driver |~ (o ) ¢ ) G )i i
Execution Environment phase, Boot Device Selection 1] =% > s +£.;-,; > G > ik > e P owma > pen :
phase and Runtime phase 1 ) G WY § ) G G - | 4
: l l | ¢ ‘l’ ‘L ‘Il L’"“'-:L- Ker |s¢' :
o B : | UEFI Services == e _‘_"r:"‘_m:ll
Identifying the GUID Partition Table (GPT) X Hardware L:
Get-GPT —Path \\.\PHYSICALDRIVEQ TTTTTTTTTTTTTmmmmmmmommoommmmmmmmmm et
Disk formatted using the GPT partitioning scheme diskpart
Get-BootSector —Path \\.\ detail disk

Disk formatted using the MBR partitioning scheme
Get-ForensicBootSector —Path \\.\

MBR formatted Disk — Partition Table
Get-ForensicPartitionTable —Path \\.\

select partition=0
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File System

New Technology File System (NTFS)

o Introduced with Windows NT

o Recommended file system for Windows 2000 Pro, XP, and later versions

o Improvements over FAT file systems

o NTFS provides more information about a file

o NTFS gives more control over files and folders “* MFT contains information about all files on

o NTFS was Microsoft’s move towards a journaling file system the disk (Including the system files the OS

o In NTFS, everything written to the disk is considered a file uses)

o Onan NTFS disk % In the MFT, the first 15 records are reserved
o First data set is the Partition Boot Sector for system files

o Next is Master File Table (MFT)

o NTFS results in much less file slack space

+* Records in the MFT are called METADATA

o Clusters are smaller for smaller disk drives

o NTFS also uses Unicode (An international data format)
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Master File Table SMft It contains a record of all the files and folders on an NTFS volume

It contains a backup of the MFT and is used when the MFT is

Master File Table mirror SMFtMirr corrupt/damaged
st
° Volume SVolume 3 It contains information about the volume
F I | e S y St e m Attribute definitions SAttrDef It lists attributes and their details such as names, numbers, and descriptions
Root filename index It is the root folder
Cluster bitmap SBitmap 6 It maintains a list of all the used and unused clusters on an NTFS volume
In the NTFS MFT, All files and folders are stored in separate Bt e Saoot S ol S b o o
records of 1024 bytes each Bad cluster e SaadCius : R eaa the et dLmarsom s v
Each record contains file or folder information which is further el agar EUA Gty e e e ol
d IVld ed | nto re CO rd fi e I d S CO nta i n | ng m eta d ata Upcase table SUpcase It is used for converting lowercase characters to uppercase characters

NTFS extension file SExtend It is used for various optional extensions

A record field is referred to as an attribute ID
File or folder information is typically stored in one of two ways in Extent

an MFT record: Resident and nonresident LTTTTITTLTTTITIIInL
Master File Table J

Files larger than 512 bytes are stored outside the MFT. ¢ ' '_E*ten‘_f

MFT record provides cluster addresses where the file is stored
on the drive’s partition which is referred to as data runs |

Log File Record : Extent

Each MFT record starts with a header identifying it as a resident
or nonresident attribute

Extent 1

Small File Record

Extent 2
Large File Record i

|Small Directory Record

3 Extent 3

Sy




File System

In the NTFS MFT, All files and folders are stored in separate
records of 1024 bytes each

Each record contains file or folder information which is further
divided into record fields containing metadata

A record field is referred to as an attribute ID

File or folder information is typically stored in one of two ways in
an MFT record: Resident and nonresident

Files larger than 512 bytes are stored outside the MFT.

MFT record provides cluster addresses where the file is stored
on the drive’s partition which is referred to as data runs

Each MFT record starts with a header identifying it as a resident
or nonresident attribute

Standard
information

Attribute list

Filename

Security descriptor

Data
Object ID

Logged tool stream

Reparse point

Index root
Index allocation
Bitmap

Volume
information

Volume name

Lists the information regarding the time stamp
data and link count information

List of attributes that are not in the MFT

Stores the filename, which can be long or short

Lists the ownership and access rights to the file

Stores file data

File identifier volume —unique identifier

Used by the encrypted file system service

Volume mount point used for installable file
system filter drivers

Employed for use of folders and files
Employed for use of folders and files
Employed for use of folders and files

Lists the version number of the volume

Lists the volume label




F I | e SVSte m A: Starting position of attribute 0x80 $Data

/ B: Length of atribute D80 in litds sndian formst

A G Interpratad littke andian valus
Bfiant 03583530 oo og I:I[I|.T"I:| aop og oo O 00 18 o0 oo ol o1 oo oon P

LT 035E3540 5S4 00 00 00 14 00 00 00 41420 &3 6F 75 6E 74 72 T.. .. h countr
D;EB:<4'I‘- 0A5EISE0 79 6D &1 6E 20 62 &5 74 77 5 &5 BE 20 T4 77 6F vyman betwssn bwo
ﬂ;i;.H:d.;l:l 03583560 20 6C &1 77 F9 BE T2 T3 &B &5 lawyers iz like
AacRIE 03583570 20 61 20 66 69 73 &8 20 e E GE 20 & fish betveen
03SEI440 0353580 74 77 &F 20 &3 61 T4 73 - = b4 61l two casts. . Benja
e 0353590 6D €9 €E 20 46 72 61 6E &B 6C 49 GE 00 0D 00 0D wmin Framklin
03583460 03583540 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 $w¥slys. ..
035B3470

03583480 .

035B3430 NTFS — MFT Resident

U3sB34a0

035B34B0

035B34C0 ] [E. |

035B3400 O | Mei f B iy A: Start of nonresident attribute 0x80

035B34ED . . B: Length of nonresident attribute 0x80

035B34FD C: Attribute 0x80 nonresicdent flag

Hea il O Starting point of data nun

E;:;‘;di E: End-of-record marksr (FF FF FF FF) forthe MFT record NTFS — MFT Non-Resident
035B3530 0o n...p. .. :

0 ?E T .ﬁ coupt ) TTes====" [ - - i - - I - _— - . -

035B3540 .
A2 1h HEB 0B FC C%9 01 OO0 OO0 OO ol o oo oo o) 3

! BF wvman betyesn two

B 65 lawyer= i= lilke 035E3CED go oo Qo 03 oo 00 oo 20 OO Q0 00 a0 00 00 oo
£ 20| a fish between I 35E3CF 03 42 00 €5 00 &E 00O 32 OO Z2E 00 72 00 74 0D .
ﬁé ]l::;l: -;:::h“.fen:ia 035E3000 g0 o0 00 00 00 00 OD 40 OO0 OO0 OO0 28 00 00 00| f
0o wyf.y”,z__ D35E3D10 oo O oo o0 o0 o4 00 10 00 00 o 18 00 00 oo o
135E3D20 YCF1 27 DF ET DD 11 3F 00 22 15 D5 38 D& | =

A: All MFT records start with FILED 1SEIDI0 oo oo oo no oo oo oo oo oo oo o3 0o
B: Start of attribute 0x10 asBalgn o g on go o g oo oooool g oo oooog .
C: Length of attribute 0x10 (value 60) 03ASEIDS oo o o0 oo 00 0& 00 of J0 00 a0 oo &
B2 SABELOL RIS DanaC 13I5E3ID6 a5 o po 0o 0gSN0 79 0S 00 00 00 00 00 00 =
R et I5EAD0 03 15/55 01 oo [FF_FF FF FF| @2 79 47 11| 1

G: Length of attribute Qx40 (value 28)

H: Start of atiribute 0x80

I: Length of attribute 0x80 (value 70) A
J: Attribute 080 resident flag

K: Starting position of resident data

/S \

E
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File System

New Technology File System (NTFS)
 When a disk is created as an NTFS file structure, OS assigns logical clusters to the entire disk partition
* These assigned clusters are called logical cluster numbers (LCNs).

* These LCN’s become the addresses that allow the MFT to link to nonresident files on the disk’s
partition

Data streams
* Ways data can be appended to existing files
e Can obscure valuable evidentiary data, intentionally or by coincidence

* |[n NTFS, a data stream becomes an additional file attribute which Allows the file to be associated with
different applications
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File System

New Technology File System (NTFS)

* Compressed Files

Application
* Encryption (EFS — Encrypting File Systems) ppﬁ
* Built-in Feature — _ e—
. ) Win32 Layer ey EF5 Service e CryptoAP| oo 3 Provider
* Uses Symmetric Key Encryption technology User Mode A =
with Public Key Technology T t ::
* Users can manually encrypt a file using GUI/ ~>|  1/OManager P Communication for
CLI :::;::LM“I“MM
* The system issues a file encryption EFSDrivarand  § ¢-omrooreee-
certificate whenever a user encrypts a file. z ;;m[ .
* If the user loses that certificate and related " NTES
private key, they can perform data recovery A

through the recovery key agent.
* The recovery agent holds a special W

certificate and related private key, which

help in data recovery
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File System

BEIOENED 0o 00 00 00 01 00 00 00 00 00 00 OO |GHEEER -..--..--..

4C S0 99 3D 90 68 42 B4 FA DF CF E1 SE Bl DS | YLB™=BhBruANGhl

AS 51 37 83 A7 77 13 81 F7 63 AD AB 7C A9 AB | “IQ7#8w.fuc-«|@«

. 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | «cuuueneennncnnn

New Technology File System (NTFS) 00 00 00 S4 02 00 00 00 00 00 00 00 00 00 00 [T...Teuveeenn-n.
00 00 00 01 00 00 00 FC 01 00 00 14 00 00 00 | ........ ik

: 00 00 00 7C 01 00 00 00 00 00 00 68 01 00 00 [Bev.l.v.....h...

* Compressed Files 0 [1c 00 00 00 03 00 00 00 30 01 00 00 38 00 00 00 | ........ 0...8...
) ) ) 00000080 |00 00 00 00 00 00 00 00 01 05 00 00 00 00 00 05 | wovueueeensnnnn.

o Encryp'“on (EFS - Encrypﬂng File Systems) 00000090 |15 00 00 00 SAVSE BITENIC 65429 RS S1IFF09 | . . . . ZVIXIET)EQA!
000000a0 |BONGENOONOG) 14 00 00 00 14 00 00 00 28 00 00 00 |EBEEM........ -

e Built-in Feature 72 00 00 00 CB 00 00 00 (EINCANSTNESIRBNZENZENDD :...u.. . diw=)sy

78 6E 6E 9B EE CC 64 D5 14 6D 71 55 3¢ 00 35 xnn >oMdX .mgUé€ . = .

* Uses Symmetric Key Encryption technology g gl e o B i
with Public Key Technology % ug 51 00 3900 Seaciiibsasn T

o : ; 00000110 |65 00 63 00 00 oo JEBNOGINESHGENES 00 72700 6F 00 - ... JlENEIEIE
Users can manually encrypt a file using GUI/ 23306126 73 00 6F 00 66 00 74 00 20 00 42 00 61 00 73 00 s.o.f.t. B.a.a.
CLI 00000130 65 00 20 00 43 00 72 00 79 00 70 00 74 00 6F 00 e. .C.r.y.p.t.o

00000140 67 00 72 00 61 00 70 00 68 00 69 00 63 00 20 00 g.r.a.p.h.i.c.

o . . . 00000150 S0 00 72 DO 6F 00 76 00 69 00 64 00 65 00 72 00 P.r.o.v.i.d.e.r
The system Issues a file encryption 00000160 |20 00 76 00 31 00 2E 00 30 00 00 00 4F 00 55 00 | .Wel...0...0.U
certificate whenever a user encrypts a file. 00000170 |3D 00 45 00 46 00 53 00 20 00 46 00 69 00 €C 00 =.E.F.S. .F.i.l.

00000180 5 00 20 00 45 00 6E 00 3 00 72 00 79 00 70 00 |e. .E.n.c.r.y.p.

o L 00000130 |74 00 69 00 6F 00 6E 00 20 00 43 00 65 00 72 00  t.i.o.n. .C.e.r.
If the user loses that certificate and related 000001A0 |74 00 69 00 66 00 69 00 63 00 61 00 74 00 65 00 |t.i.f.i.c.a.t.e.
private key’ they can perform data recovery 000001B0 |2C 00 20 00 4c 00 3D 00 45 00 46 00 53 00 2C 00 |,. .L.=.E.F.S.,.

000001CO |20 00 43 00 4E 00 3D 00 6F 00 6C 00 65 00 67 00| .C.N.=.0.l.e.q.
through the recovery key agent, 00000100 |61 00 00 00(EEFTITENSENNOEMEENTINORES 80 0824 | a.. GUESIKEICB.S
90CCC1ET 86 08 €4 43 73 €3 5D 1A 6F 77 76 8D 7C DC F5 C1 t.ICST).owvK|bxB

e The recovery agent holds a special 000001F0 |¢q 25 55 4C C5 15 84 39 32 BD BO 50 63 4A OE C3 DWULE.,925°PcJ.T

e ) ] J0CCizCl 32 BC €4 A3 28 6D 29 D3 C6 71 DA AA 56 8E SF 02 230J(m) YEQLEVH .
certificate and related private key, which 10000210 AE 66 D7 22 17 DO D1 AD 5C EF D1 A2 83 19 OA 3E ®fu”.pC-\nC¥f..>
helo in d Jofctzzi |4E 9A 3E 7C 74 66 ES AD C5 D1 26 41 04 E7 1E BD N> |tfe-ECsA.s.S

elp In data recovery 10000237 |6C €O SC 39 C2 F6 32 28 AS 25 4A AD 42 BF 10 SF | 1A\9Bu2 (I'tJ-Bi._
J0000z47 170 5C SD 6E 34 09 25 25 1B 53 4D D8 2E F2 38 2D | p\knd.%%.SMI.T8-
00000250 (ENMSNSENSE) 01 00 00 00 6C 01 00 00 14 00 00 00 |(EENEP...1.......
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File System

New Technology File System (NTFS)

* Deleting a File
 When a file is deleted, the OS renames it and moves it to the Recycle Bin
* Can use the Del (delete) MS-DOS command to eliminate the file from the MFT listing in the same way FAT does

* Registry
* A database that stores hardware and software configuration information, network connections, user preferences, and
setup information

* For investigative purposes, the Registry can contain valuable evidence
* Registry
* Registry Editor
e HKEY
* Key
e Subkey
* Branch
* Value
e Default value and Hives
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Activity — for the Group!!!

Identify and discuss the Linux and Macintosh boot process with suitable flow
diagrams and examples.

Use the existing images in our shared folder to analyse and discuss Windows File
System

» FAT File System Layout

» FAT Partition Boot Sector
» FAT Folder Structure

» NTFS Architecture

» NTFS Master File Table
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