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[bookmark: _Toc236829291]1. Introduction
The adoption of Industry 4.0 technologies has significantly transformed the manufacturing sector by introducing automation, Internet of Things (IoT) devices, cloud computing, and intelligent production systems. Although these technologies provide organisations with improved efficiency, productivity, and operational visibility, they also create additional cybersecurity risks. Increased connectivity between devices, networks, and digital platforms exposes manufacturing organisations to threats such as phishing, malware, ransomware, data theft, and unauthorised system access [1].
SteelForm Manufacturing Ltd (SFM) is a medium-sized manufacturing organisation that has implemented smart manufacturing solutions, including IoT-enabled sensors, automated production equipment, and cloud-based production management systems. However, the organisation has recently experienced cybersecurity incidents involving malware infections, phishing attempts targeting procurement employees, and unauthorised attempts to access its manufacturing network. These incidents highlight the importance of implementing stronger cybersecurity controls and effective data governance practices [2].
This report evaluates the cybersecurity challenges faced by SteelForm Manufacturing Ltd by analysing internal and external threats, developing appropriate cybersecurity policies, recommending risk mitigation strategies, and proposing monitoring, incident response, and employee awareness measures based on recognised cybersecurity standards.
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Figure 1. Industry 4.0 cybersecurity architecture of SteelForm Manufacturing Ltd.


[bookmark: _Toc236829292]2. Identification of Cybersecurity Threats
The implementation of smart manufacturing technologies has improved SFM’s production capabilities through automation, IoT integration, and cloud-based services. However, the increased connection between information technology (IT), operational technology (OT), suppliers, and employees has expanded the organisation’s potential attack surface. Cybersecurity threats affecting these environments can compromise the confidentiality, integrity, and availability of important business and manufacturing information [3].
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Figure 2. Cybersecurity threat landscape affecting SteelForm Manufacturing Ltd.











[bookmark: _Toc236829293]2.1 Internal Threats
Internal cybersecurity threats originate from individuals who have authorised access to company systems, including employees, contractors, and third-party personnel. Human error remains one of the most common internal risks because employees may unintentionally create security weaknesses by clicking malicious links, responding to phishing emails, using weak passwords, or failing to follow security procedures [1].
This risk is particularly relevant to SFM because procurement employees have already been targeted through phishing campaigns. Attackers may attempt to manipulate employees into revealing login credentials or providing access to company systems.
Another significant internal threat is insider misuse. Employees or contractors may accidentally or deliberately expose confidential information such as engineering drawings, customer details, production records, and supplier information. This risk can increase when organisations have poor access management practices, excessive user permissions, shared accounts, or uncontrolled use of removable storage devices.
[bookmark: _Toc236829294]2.2 External Cyber Threats
Due to its reliance on connected manufacturing technologies, SFM is exposed to several external cyber threats. One of the most serious risks is ransomware, where attackers encrypt critical systems and prevent access to important business and production data. For manufacturing companies, ransomware incidents can result in production delays, financial losses, and damage to customer relationships [5].
Phishing and social engineering attacks are also major concerns because attackers use fraudulent emails, messages, or websites to steal employee credentials or distribute malicious software. Successful phishing attacks can provide attackers with access to business systems and sensitive information [4].
Supply chain attacks represent another important risk for SFM because attackers may exploit vulnerabilities within suppliers, contractors, or technology providers to gain access to the company’s network. As SFM depends on cloud platforms and connected devices, weaknesses in third-party systems could create security risks for the organisation [3].
In addition, IoT devices, automated machinery, and cloud services may become targets if they are poorly configured, outdated, or not continuously monitored. These vulnerabilities could allow attackers to disrupt production processes, steal intellectual property, or compromise operational systems.

[bookmark: _Toc236829295]3. Cybersecurity and Data Governance Policies
To address the cybersecurity risks identified within SteelForm Manufacturing Ltd (SFM), the organisation requires a structured set of cybersecurity and data governance policies. These policies should define security responsibilities, control access to important systems, protect sensitive information, and establish procedures for preventing and responding to cyber incidents.
The proposed policies should be aligned with recognised cybersecurity standards, including ISO/IEC 27001 and the NIST Cybersecurity Framework. These frameworks provide guidance for managing cybersecurity risks through identification, protection, detection, response, and recovery activities [4], [6].
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Figure 3. Cybersecurity and data governance policy framework for SteelForm Manufacturing Ltd.




[bookmark: _Toc236829296]3.1 Access Control and Identity Management Policy
SFM should establish an access control policy based on the principle of least privilege. This means employees should only receive access to systems and information required for their specific responsibilities.
Role-Based Access Control (RBAC) should be introduced across production systems, engineering databases, and cloud platforms. For example, production employees should only access manufacturing systems relevant to their duties, while sensitive engineering information should only be available to authorised personnel.
Multi-factor authentication (MFA) should be implemented for administrator accounts, remote access connections, and critical business applications. MFA provides additional protection by requiring users to verify their identity through multiple authentication methods, reducing the risk of account compromise [3].
Regular access reviews should also be conducted to identify unnecessary permissions, remove inactive accounts, and ensure that user privileges remain appropriate.
[bookmark: _Toc236829297]3.2 Network and Operational Technology (OT) Security Policy
Because SFM operates both traditional IT systems and industrial OT environments, a dedicated network security policy is required to protect manufacturing operations.
The company should implement network segmentation to separate office networks, production systems, cloud services, and IoT devices. This reduces the possibility of attackers moving between different environments after gaining unauthorised access.
Security controls including firewalls, intrusion detection systems (IDS), intrusion prevention systems (IPS), and secure remote access solutions should be implemented to monitor and control network traffic.
Remote connections to production environments should be carefully managed through secure authentication methods and restricted access permissions. These controls help protect industrial systems from unauthorised access and cyberattacks targeting manufacturing operations [2].


[bookmark: _Toc236829298]3.3 Data Protection and Governance Policy
SFM manages important information, including engineering designs, customer requirements, production records, and supplier information. A data governance policy should therefore define how information is collected, classified, stored, accessed, shared, and securely deleted.
Sensitive information should be classified according to its importance and protected using appropriate security measures. Encryption should be applied to confidential data during storage and transmission to prevent unauthorised disclosure.
Access to business-critical information should be controlled through user permissions, while regular backups should be maintained to ensure data availability following security incidents such as ransomware attacks.
The organisation should also establish procedures for secure data disposal to prevent confidential information from being recovered by unauthorised individuals [4].
[bookmark: _Toc236829299]3.4 Email Security and Acceptable Use Policy
Since SFM employees, particularly procurement staff, have already experienced phishing attempts, an email security policy should be introduced to reduce the risk of social engineering attacks.
Employees should receive clear guidance on identifying suspicious emails, avoiding unknown attachments, verifying unexpected requests, and reporting potential phishing attempts.
The acceptable use policy should define appropriate use of company devices, internet access, email systems, and cloud services. 
Regular phishing simulations should also be conducted to evaluate employee awareness and improve their ability to recognise fraudulent communications [5].
[bookmark: _Toc236829300]3.5 Backup and Incident Response Policy
SFM should implement a formal backup and incident response policy to improve organisational resilience against cyber incidents.
Critical business and production data should be backed up regularly using secure backup systems. Backup copies should be protected from unauthorised access and tested periodically to confirm successful recovery.
A structured incident response process allows SFM to reduce downtime, minimise financial losses, and restore normal operations more efficiently following cyberattacks [8].
[bookmark: _Toc236829301]

4. Cybersecurity Risk Mitigation Measures
To reduce the impact of cybersecurity threats, SFM should implement a defence-in-depth security strategy. This approach combines multiple layers of technical controls, policies, and employee awareness measures to protect IT systems, OT networks, IoT devices, and cloud services.
[image: The Power of Defense in Depth: A Layered Security Approach | by Amrik  Hanjra | AWS in Plain English]
Figure 4. Defence-in-depth security model for SteelForm Manufacturing Ltd.
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4.1 Identity and Access Management
Strong identity and access management controls are essential for preventing unauthorised access to SFM’s systems and sensitive information. The organisation should implement multi-factor authentication (MFA) for privileged accounts, cloud platforms, and remote connections. MFA reduces the risk of account compromise by requiring users to provide additional verification beyond a username and password.
SFM should also apply Role-Based Access Control (RBAC) to ensure employees only have access to resources required for their specific responsibilities. Access permissions should be reviewed regularly to identify excessive privileges, inactive accounts, or unauthorised access rights.
A strong password policy should also be enforced across the organisation. This policy should include requirements for complex passwords, protection against repeated failed login attempts, and secure password management practices. These measures support the principle of least privilege and reduce the likelihood of credential-based attacks [6].
[bookmark: _Toc236829303]
4.2 Network Security and Endpoint Protection
SFM should strengthen its network security by implementing multiple technical controls, including firewalls, intrusion detection systems (IDS), intrusion prevention systems (IPS), and continuous network monitoring.
Network segmentation should be introduced to separate business IT systems, operational technology (OT) networks, and IoT devices. This separation limits the ability of attackers to move between systems if one area becomes compromised.
Secure remote access should be provided through technologies such as Virtual Private Networks (VPNs), ensuring that communications between employees, suppliers, and company systems remain protected.
All endpoints, including employee computers, engineering workstations, servers, and connected devices, should use centrally managed security solutions such as antivirus software and Endpoint Detection and Response (EDR). Regular patching and software updates should be performed to remove known vulnerabilities in operating systems, applications, IoT devices, and industrial equipment [5].
[bookmark: _Toc236829304]4.3 Data Protection and Backup
SFM stores valuable information, including engineering designs, customer specifications, production information, and supplier records. Protecting this data is therefore essential to maintain confidentiality and business continuity.
Sensitive data should be protected using encryption during both storage and transmission. Access restrictions should be applied to ensure that only authorised employees can view or modify confidential information.
The company should adopt a secure backup strategy based on the 3-2-1 backup principle. This approach requires maintaining three copies of important data, storing them using two different storage methods, and keeping at least one backup copy offline or in a separate location.
Backup recovery procedures should be tested regularly to ensure that critical systems can be restored quickly after incidents such as ransomware attacks, hardware failures, or accidental data loss [7].





[bookmark: _Toc236829305]4.4 Vulnerability Management
Cybersecurity requires continuous improvement because new vulnerabilities and attack techniques appear regularly. SFM should establish a vulnerability management programme to identify, evaluate, and resolve security weaknesses across its infrastructure.
Regular vulnerability assessments should be performed on IT systems, OT environments, cloud platforms, and IoT devices. Penetration testing should also be conducted periodically to identify weaknesses that could be exploited by attackers.
Security patches should be applied according to risk priority, with critical vulnerabilities addressed as quickly as possible. In addition, security audits and configuration reviews should be carried out to ensure that systems remain secure and compliant with organisational policies [6].
[bookmark: _Toc236829306]4.5 Relationship Between Threats and Mitigation Measures
The recommended mitigation strategies directly address the cybersecurity risks identified within SFM. Identity controls such as MFA, RBAC, and strong password policies reduce the possibility of unauthorised access and credential theft.
Network security controls, including segmentation, firewalls, IDS/IPS, and monitoring solutions, help protect production environments from malware, ransomware, and unauthorised network activity.
Data protection methods such as encryption, restricted access, and secure backups reduce the impact of data breaches and ensure business continuity during cyber incidents.
By combining technical controls, security policies, and employee awareness, SFM can develop a comprehensive security approach that reduces cyber risks and improves organisational resilience.








[bookmark: _Toc236829307]5. Monitoring and Incident Response Plan
Effective monitoring and incident response are essential for protecting SteelForm Manufacturing Ltd against cybersecurity incidents. Since SFM operates interconnected IT systems, operational technology environments, IoT devices, and cloud services, security threats must be detected and managed quickly to reduce operational disruption.
A structured monitoring and response strategy allows SFM to identify suspicious activity, contain threats, recover affected systems, and maintain the confidentiality, integrity, and availability of critical information.
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Figure 5. Cybersecurity monitoring and incident response process for SteelForm Manufacturing Ltd.








[bookmark: _Toc236829308]5.1 Continuous Security Monitoring
SFM should implement continuous security monitoring across its digital and industrial environments. A Security Information and Event Management (SIEM) system should be deployed to collect, analyse, and correlate security information from different sources, including servers, endpoints, network devices, cloud applications, and industrial systems.
The SIEM platform can identify unusual behaviour, detect possible cyberattacks, and generate alerts for security teams. This enables faster investigation and reduces the time required to respond to threats.
Network traffic should also be monitored using Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS). These technologies help detect malicious communication, unauthorised access attempts, and suspicious activities within the network.
Regular vulnerability scanning should be performed to identify outdated software, insecure configurations, and potential weaknesses before attackers can exploit them [5].


[bookmark: _Toc236829309]5.2 Incident Response Process
SFM should establish a formal incident response process based on the NIST Incident Response Lifecycle. A structured response framework allows the organisation to handle cybersecurity incidents in a consistent manner, reduce recovery time, and minimise the effect on manufacturing operations [8].
The incident response process should include the following stages:
Preparation:
SFM should prepare for possible cybersecurity incidents by defining response responsibilities, creating incident handling procedures, maintaining secure backups, and ensuring employees understand how to report security issues.
Detection and Analysis:
Security teams should continuously monitor systems, investigate alerts, and analyse suspicious activities to determine whether an incident has occurred. The impact, affected systems, and severity of the incident should be assessed during this stage.
Containment:
Once a threat has been confirmed, affected devices or systems should be isolated to prevent further damage. For example, infected machines may be disconnected from the network to stop malware from spreading to other production systems.
Eradication:
The security team should remove malicious software, eliminate unauthorised access, and address the vulnerabilities that allowed the attack to occur. Security patches and configuration improvements should be applied during this stage.
Recovery:
Affected systems should be restored using verified backups and carefully returned to normal operation. System functionality should be tested to ensure that production activities can safely continue.
Lessons Learned:
After resolving an incident, SFM should conduct a review to identify weaknesses in its security controls and response procedures. The findings should be used to improve cybersecurity policies, technical controls, and employee training programmes.
[bookmark: _Toc236829310]5.3 Incident Reporting and Communication
Clear reporting procedures are essential for effective incident management. Employees should be encouraged to immediately report suspicious emails, unusual system behaviour, lost devices, or possible security breaches to the IT security team.
SFM should establish a simple reporting process that allows employees to provide important details, including the date and time of the incident, affected systems, observed activities, and any actions already taken.
During major cybersecurity incidents, communication between IT teams, management, production departments, and external stakeholders should be carefully coordinated. Clear communication helps ensure that appropriate decisions are made while reducing confusion and unnecessary delays.
After an incident has been resolved, SFM should perform a post-incident review to evaluate the effectiveness of the response process. Lessons identified should be used to improve future security controls, update policies, and strengthen employee awareness [8].
By implementing continuous monitoring and a structured incident response strategy, SFM can improve its ability to detect threats, minimise downtime, and maintain reliable manufacturing operations.



[bookmark: _Toc236829311]6. Employee Training and Cybersecurity Awareness Programme
Employees are a critical component of an organisation’s cybersecurity strategy. Although technical security solutions such as firewalls, encryption, and monitoring systems provide important protection, human mistakes remain one of the most common causes of cybersecurity incidents.
Since SFM has already experienced phishing attempts targeting procurement employees, the organisation should establish a comprehensive cybersecurity awareness programme. This programme should improve employee understanding of security responsibilities, reduce human-related risks, and create a stronger cybersecurity culture across the company [6].
[image: What is the Security Awareness Cycle? - Keepnet]

Figure 6. Cybersecurity awareness programme for SteelForm Manufacturing Ltd.










[bookmark: _Toc236829312]6.1 Employee Cybersecurity Training
All new employees should complete cybersecurity awareness training during the onboarding process. The training should introduce employees to SFM’s cybersecurity policies, acceptable use requirements, password security practices, multi-factor authentication, data protection responsibilities, and incident reporting procedures.
Employees should also be trained to recognise common cyber threats, including phishing emails, malicious attachments, fraudulent websites, and social engineering techniques used by attackers [5].
Additional specialised training should be provided to employees working in high-risk departments such as procurement, finance, engineering, and IT administration. These employees often handle sensitive information and are more likely to be targeted by cybercriminals.


[bookmark: _Toc236829313]6.2 Regular Awareness Activities
Cybersecurity awareness should be maintained through continuous education rather than a single training session. SFM should provide regular security updates, refresher training sessions, newsletters, and awareness materials to keep employees informed about emerging threats.
The organisation should conduct simulated phishing exercises to evaluate employee awareness and identify areas requiring improvement. Employees who respond incorrectly to simulated phishing emails should receive additional guidance to improve their ability to identify future threats.
Security awareness activities should encourage employees to view cybersecurity as a shared responsibility rather than only an IT department responsibility.








[bookmark: _Toc236829314]6.3 Security Reporting and Compliance
SFM should establish clear procedures that allow employees to report cybersecurity concerns quickly and easily. Employees should feel comfortable reporting suspicious activities without fear of punishment, as early reporting can help prevent serious security incidents.
Compliance with cybersecurity policies should be monitored through security audits, employee assessments, phishing simulation results, and training completion records.
Maintaining accurate training records also allows SFM to demonstrate compliance with recognised cybersecurity frameworks and internal security requirements [8].


[bookmark: _Toc236829315]6.4 Evaluating Training Effectiveness
SFM should regularly measure the effectiveness of its cybersecurity awareness programme to ensure that employees are developing the required knowledge and security behaviours. Training effectiveness can be evaluated using several methods, including employee assessments, phishing simulation results, security incident statistics, and policy compliance reviews.
The organisation should monitor indicators such as the number of employees completing training, the percentage of users identifying phishing attempts correctly, and the speed at which employees report suspicious activities. These measurements can help identify areas where additional education or improved security procedures are required.
Feedback from employees should also be collected to improve future training sessions. By continuously reviewing and updating the awareness programme, SFM can ensure that training remains relevant to current cyber threats and supports the organisation’s overall security objectives.
A well-informed workforce provides an additional layer of defence against cyberattacks by reducing human error, improving threat recognition, and encouraging responsible use of company systems.





[bookmark: _Toc236829316]7. Conclusion
The implementation of Industry 4.0 technologies has allowed SteelForm Manufacturing Ltd (SFM) to improve its manufacturing capabilities through automation, IoT devices, cloud computing, and smart production systems. However, the increased connectivity between digital platforms, operational technology, employees, and external partners has also introduced significant cybersecurity risks.
This report identified several internal and external threats affecting SFM, including human error, insider misuse, phishing attacks, ransomware, unauthorised access, and supply chain vulnerabilities. These threats can negatively affect the confidentiality, integrity, and availability of the company’s information and manufacturing operations.
To address these risks, SFM requires a comprehensive cybersecurity and data governance approach based on recognised standards such as ISO/IEC 27001 and the NIST Cybersecurity Framework. The proposed policies focus on access control, network protection, data security, email protection, backup management, and incident response procedures.
The recommended mitigation strategies include multi-factor authentication, role-based access control, network segmentation, endpoint protection, encryption, vulnerability management, and secure backup solutions. These controls provide multiple layers of protection and help reduce the likelihood and impact of cyber incidents.
A continuous monitoring and incident response strategy was also proposed to improve SFM’s ability to identify, contain, and recover from cybersecurity events. The use of SIEM systems, IDS/IPS technologies, vulnerability assessments, and a structured NIST-based incident response process will improve the organisation’s cyber resilience.
Furthermore, employee awareness remains a key factor in maintaining effective cybersecurity. Regular training, phishing simulations, security awareness activities, and clear reporting procedures will help employees recognise threats and contribute to protecting company assets.
By implementing these recommendations, SteelForm Manufacturing Ltd can strengthen its cybersecurity posture, protect valuable business information, maintain operational continuity, and reduce the impact of future cyber threats. Continuous improvement, regular security reviews, and ongoing employee education will ensure that SFM remains prepared to face the changing cybersecurity landscape.
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