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[bookmark: _Toc536286463]Introduction
I have been hired as an IT professional by a company called NOSS which are a multinational corporation. The company operates in two different locations which are Swansea and London. Based on the topology which has been assigned I have to build, deploy, configure and manage a virtualised network.
A hypervisor is known as a VMM, and this is a software which allows a user to create and run a virtual machine. The purpose of a hypervisor is to allow a host machine to support several guests VM by allow them all to have access to its resources such as memory.
[bookmark: _Toc1383022221]Type 1 Hypervisor 
A type 1 Hypervisor is also known as a bare-metal hypervisor and this hypervisor is a layer of software installed directly on top of the physical server and the underlying hardware. A type 1 hypervisor is focuses on performance and stability since the operating system used for type hypervisors are focused to solely run virtual machines. A disadvantage of the type 1 hypervisor is that they’re usually used in enterprise environments meaning they’re impractical for users working outside of an enterprise or have the purpose using a type 1 hypervisor for educational purposes.
[bookmark: _Toc2123377721]Type 2 Hypervisor 
A type 2 hypervisor runs on the physical host machine’s operating system. The difference between a type 1 and type 2 hypervisor is that the type 2 hypervisor has one software layer in between. Type 2 hypervisors are usually used in environments which serve a small number of servers. An advantage of a type 2 hypervisor is that they’re very convenient and this is because they don't need a management console to setup and manage virtual machines. 
[bookmark: _Toc1511086772]Features of Type 1 Hypervisor
High Performance - A feature which a type 1 hypervisor has is that the performance is severely better than a type 2 hypervisor. This is due because a type 1 hypervisor is directly run on the hardware of that system unlike a type 2 hypervisor which is run from an additional operating system. [1]
Bare-Metal – This feature can handle many virtual machines running at the same time and due to the operating system used for type 1 hypervisors is dedicated for the use of virtual machines and like again has better performance than a type 2 hypervisor
Deployment Flexibility – A type 1 hypervisor has many different environments which they can deploy in as usually enterprise data centres, cloud infrastructures and IoT devices use type 1 hypervisors as the focus of type 1 hypervisors are to have high performance and security.
[bookmark: _Toc1338160790]Features of Type 2 Hypervisor
Resource Sharing – Due to a type 2 hypervisor being used on an existing operating system it allows the uses resources from the original machine, for example the type 2 hypervisor can use cores from CPU, memory and storage from the machine for the virtual machine. [4]
Ease of management – A feature of ease of management and this creates a user-friendly environment due to the interface this makes creating, configuring and managing virtual machines simply and easier due to the simplicity of the interface. [3]
Desktop Virtualization – As a type 2 hypervisor is used on a host operating this allows users to create multiple virtual machines and run them at the same time and due to this it creates a testing environment for them.
[bookmark: _Toc1095882657]Advantages of a Type 1 Hypervisor
Security – The security in type 1 hypervisor is extremely strong due to the architectural design as the type 1 hypervisor runs directly on the hardware on the host system and it doesn’t interfere with the operating system as well each virtual machine which is created all of the virtual machines operate in their own isolated environment which restricts access to resources and do not have communication with any other virtual machines or the kernel in the hypervisor. As well as type 1 hypervisors usually offer security features which are far more advanced than a type 2 hypervisor, examples of the features are secure boot mechanisms and hypervisor-level encryption. [6]
Scalability – A type 1 hypervisor can provide immense support up to large numbers of virtual machines across many physicals' hosts, which also provides control and centralised management and due to large numbers it can support it ensures that virtualised workloads are still accessible and responsive if any problems occur which can either be hardware failures or even when maintenance is happening. [2]
Optimised resource utilization – As a type 1 hypervisor uses the hardware resources more efficiently than a type 2 hypervisor this is due to a type 1 hypervisor being able to have direct control of the existing hardware of a system without another layer interfering like a type 2 hypervisor relies on the host of the operating system.
[bookmark: _Toc867109415]Advantages of a Type 2 Hypervisor
Ease of Installation – The installation setup for a type 2 hypervisor is far easier to install and configure than a type 1 hypervisor due to the interface for a type 2 being user friendly and a type 1 hypervisor to solely run on an existing operating system. [5]
Platform independence – Type 2 hypervisors can run different types of operating systems such as Windows, MacOS and Linux etc. This provides a user flexibility of which type of operating system they’d want to choose to use, and this can also provide a user training or practice with other operating systems, and it does display that type 2 hypervisors are compatible due to being able to access certain applications on the virtual machines which would not be available on the host operating system. [8]
Cost efficient – A type 2 hypervisor are significantly cheaper than a type 1 hypervisor, as one of the reasons for this is because a type 2 hypervisor runs on top of existing operating system which means that the hypervisor is available without needing to purchase specialised hardware and a user is able to run multiple of virtual machines without the need of additional hardware
Security – Security for a type 2 hypervisor is dependent on the host and the security measures which were put in place as if the host of the operating system doesn’t update their operating system regularly it be a vulnerability to the host and then if the attacker has achieved to infiltrate they’re able to gain access to the virtual machines which have been created by the host. [14]
[bookmark: _Toc631470310]Different types of hypervisors on the market
There are many hypervisors which serve their own purpose and benefits depending on the reason for using a hypervisor. The hypervisor’s which I have mentioned already type 1 and type 2, but there are many other hypervisors that are available such as Nested hypervisor, Cloud hypervisor and Container hypervisor
[bookmark: _Toc830886432]Hypervisor of Choice – VMWare Station
The Hypervisor which I will be using for this assignment is the type 2 hypervisor because stated in the scenario it was addressed that it was a virtualised network and according to the topology there would need to be 2 server and 2 client PC’s which I would need to run simultaneously which a type 2 hypervisor provides. Also another reason why I will be using a type 2 hypervisor is because I am creating the topology there is a lot of room for mistakes, so a lot of testing will be required to ensure the network is running properly and a type 2 hypervisor allows a user to create, configure and test quickly if the network is working, additionally the feature of snapshotting on a type 2 allows a user to lookback on parts which either went wrong or even document the process for the network. The hypervisor software which I will be using is VMWare Station for deploying the network
[bookmark: _Toc922504508]IP Addressing
The process of data getting retrieved to a computer on the internet is also known as packet switching and this process occurs when data is being transferred over the internet and then which is broken into smaller pieces which is called packets, the packets are responsible for holding the data being transmitted, but packets are also responsible for holding information such as destination IP addresses and other details related. The whole process in order goes from packetization, routing, transmission and then finally reassembly which resolve all the packets sent into the original data which was sent from the host. [9]
Routers and switches have important roles when it comes to the flow of the data between different networks. Firstly, routers have the purpose of forwarding packets to different networks based upon the IP address of the destination. The routers also find the most optimal path for each packet to travel, and it depends on the factors of the topology of the network, traffic load and the link quality etc. The routers can do this as they use routing tables and algorithms to achieve the result. [10]
Switches have the purpose of forwarding packets within the same network but is dependent on the destination of the MAC address, as for this the switches are operated at the data link which is layer 2 in the OSI model. The switches also utilise MAC address tables to affiliate mac addresses to the specific ports which only send packets to the port which the device is connected to depending on the destination where the data is getting sent to. [10]

[bookmark: _Toc1616247390]IPv4
The structure of IPv4 is that the addresses which are set they all consist of 32 bits which are then split into four octets. From there every octet is represented in a decimal format, an example of an IPv4 address would be 192.168.1.10. [11]
[image: ]
[bookmark: _Toc2097873614]IPv6
The structure of IPv6 addresses also holds bits like IPv4 but the difference is that IPv6 addresses are 128bits long and are represented in a hexadecimal format. The 128-bit addresses get split into 8 groups which each group contains 16 bits consisting of 4 hexadecimal numbers and colons to separate from each other. An example of an IPv6 address would be 2001:0db8:3c4d:0015:0000:0000:8a2e:0370:7334 [15]
[image: ]
[12]
[bookmark: _Toc1217408872]Subnetting
The purpose of subnetting for IP addresses to be utilised efficiently and improve the performance, management and security of a network it is important as subnetting allows large networks to be split into smaller subnetworks which are then called subnets. [16]
Testing
A testing technique which can be used to test connectivity is by using the command line interface and using the command “ping” and follow up with an IP address, as this allows a user to test if a reply is available or if the destination is unreachable and using this technique can either tell you if the connection works or not.
To test the bandwidth a user can go online and find any speed test and when a user runs a speed test, and running these speed tests also provide details about their network including bandwidth. Another technique which can be used to test the bandwidth is throughput testing and this is when a certain amount of data is being transferred between two points on the network and then is measured to record how much time it takes to complete the transfer of the data.
To test if packets are lost when being sent you can do this by going into the command line interface and using the command “ping -t” and this command will allow a user to monitor the packet loss over time, if the packet loss is happening consistently this can indicate a congestion within the network or even issues with the hardware. [13]
To test if the security on a network is secure a user is able to do a technique called port scanning, as there are many tools available which are capable of port scanning such as using the command “nmap” and basically this command views ports which are open and this technique is majorly useful for a security as it reviews the potential vulnerabilities which are known in the network. 
The IP addresses which I configured for the London server which contain configured IP addresses and suitable subnet masks[image: ]




[image: ]
This screenshot shows the firewalls turned off as it ensures that the server can connect to the PC’s as one problem faced when testing connectivity was that the firewall was preventing me to ping the devices together.
[image: ]
This screenshot shows that the London server can ping to the Swansea Server and receives replies from Swansea
[image: ]This the Swansea Server which the IP addresses and subnets masks have been configured to ensure connectivity to the PC’s and servers.

[image: ]This screenshot shows that the Swansea server can ping to the London server meaning London can ping to Swansea and Swansea can ping to the London server.
Conclusion
Overall, with this report I have learnt how to build and deploy a Type 2 Hypervisor platform, as well troubleshooting problems which I’ve faced when configuring the IP addresses and subnet masks. I have now gained more knowledge about this and feel more confident in moving forward. Also, now a deeper knowledge on Type 1 and Type 2 hypervisors.

References 

 [1] Microsoft.  Hyper-V Architecture. (2022) https://learn.microsoft.com/en-us/virtualization/hyper-v-on-windows/reference/hyper-v-architecture
[2] A Performance Comparison of Hypervisors, 2022 https://www.vmware.com/pdf/hypervisor_performance.pdf
[3] What is a Hypervisor and What are its benefits? Vissarion Yfantis. April 2020 https://www.parallels.com/blogs/ras/hypervisor/

[4] What is a Hypervisor? April 2020. https://www.vmware.com/topics/glossary/content/hypervisor.html
[5] Type 1 Hypervisor vs Type 2: What is the difference? Crystal. March 2023 https://www.ubackup.com/enterprise-backup/type-1-hypervisor-vs-type-2.html
[6] National Institute of Standards and Technology (NIST). (2017). Guide to Security for Full Virtualization Technologies.  https://csrc.nist.gov/publications/detail/sp/800-125B/final 
[7] Red Hat. (2022). Scaling with Red Hat Virtualization. https://www.redhat.com/en/resources/scaling-red-hat-virtualization 
[8] The Difference between Type 1 and Type 2 Hypervisors, August 2020 https://aws.amazon.com/compare/the-difference-between-type-1-and-type-2-hypervisors/
[9] Introduction of Classful IP addressing. October 2022. https://www.geeksforgeeks.org/introduction-of-classful-ip-addressing/
[10] How data flows through the internet. Sudan. April 2022 https://ssudan16.medium.com/how-data-flows-through-the-internet-91790a4d9092
[11] https://computer.howstuffworks.com/internet/basics/what-is-an-ip-address.htm 
[12] https://www.computernetworkingnotes.com/networking-tutorials/ipv6-address-types-notation-and-structure-explained.html
[13]Requirements for Internet Hosts – Communication Layers. R Braiden. October 1989 https://www.rfc-editor.org/rfc/rfc1122.html
[14] Reference: Stallings, W. (2017). Network security essentials: Applications and standards. Pearson.
[15] IP Verison 6 Addressing Archictechture. Dr Steve E. Deering, Bob Hinden. 02, 2006 https://datatracker.ietf.org/doc/rfc4291/







image7.png
tion 17 Player (Non-commercial us

iticrosoft Windows [Version 16..17763.3656]
(c) 2618 Microsoft Corporation. All rights reserved

c: \Users\Administratorsping 192.1.1.2

pinging 192.1.1.2
Reply from 192.1.
Reply from 192.1.
Reply from 192.1.
Reply from 192.1.

ith 32 bytes of data
2: bytes=32 time<ims
2: bytes=32 time<ims
2: bytes=32 time<ims
2: bytes-32 time<ims

1.
1.
1.
1.

Ping statistics for 192.1.1.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>

AURIHO
AURIHO

w2





image1.png
IPv4 address in dotted-decimal notation

172 . 16 . 254 . 1
\ 4 ¥ \ 4 \ 4

10101100 .00010000 .11111110 .00000001

8 bits

32 bits (4 bytes)




image2.png
IPv6 address in Hexadecimal notation

2001:0DB8:0000:2F3B:02AA:00FF:FE28:9C5A

4Hexdigits 4 Hexdigits 4 Hexdigits 4 Hexdigits 4 Hexdigits 4 Hexdigits 4 Hex digits 4 Hexdigits

1

1 1\\1/111\1( 11 / \

S
L ) 140 U

16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits

0010000000000001000011011011£00000000000000000000010111 1001 110110000001010:0101000000000111£111 1111111 10001010001001110003011010




image3.png
L Windows Server 2019 London - VMware Workstation 17 Player (Non-commercial use only) -0
Bayer - | 1 - 5 O
Fa Server Manager - ;

i PROPERTIES

For WIN-7HOISMSMP27 Tasks -

Computer name WIN-THOISMOMP27 Lastinstalled updistes Never
& All Servers Workgroup WORKGROUP Windows Updste Instllup

& File and Storage Services b Last checked for updates Never
Windows Defender Firewsll  Public OFF Windows Defender Antiius  Real-Tims
Remote management Ensbled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Securty Configuration On
NIC Teaming Disabled Time zone uTC-00;
Ethemet0 192.1:1.2, 1Pu6 ensbled Product D 0043110
Intsn 10201, 1Pv6 enabled
Operating system version  Microsoft Windows Server 2019 Standard Evaluation  Processors AMD Ryz
Harduare information Vhdware, Inc. VMiwre20,1 Instaled memory (RAM) 268

EVENTS

All events | 24 total Tasks v
Fiter o @~ ©
Server Name. D Severity Source Log  DateandTime

WIN-THOISMOMP27 134  Waming Microsoft-Windows-Time-Service System  23/02/2024 01:01:56
WIN-THOISMOMP27 134 Waming Microsoft-Windows-Time-Service System  23/02/2024 01:01:53
WIN-THOISMOMP27 129 Warning stomvme System 23/02/2024 0047:26

o120

.




image4.png
"1, Windows Server 2019 London - VMware Workstation 17 Player (Non-commercial use only) - o>
Bayer - | 1 - 5 O >0 Q%% %

@ < System and Securty > Windows Defendes Firewal [0 | sesrch Control Panel » | s v
ContotbanetHome Help protect your PC with Windows Defender Firewall _—
- Windows Defender Firewall can help prevent hackers or malicious software from gaining accesstoyour "2 YP"
R Fileand Storag  Allow an app or feature PC through the Intemet o a network. ever
through Windows Defender
Firewall
Update your Firewslset
© Change notiicstion settings pote yo ne* eal-Tim!
Windows Defender Firewal s ot using the —
® Tum Windows Defender recommended settingsto protect your Guse nded settings ettings
Firewallon o off P 5
@ Restore defauits iWhat are the recommended settings B0
© Advanced settings : : 0431-1C
Troubleshoot my network l g Private networks Not connected
B cuestor public networks Connected
b 2
Networks in public placs such asaiports orcoffe shops .
Windows Defender Firewal sate o
Incoming connections: Block al connections to apps that are not on the
ls of allowed apps
Active public networks: T Unidentified network ks v
Notficston state: Do notnotiy me when Windows Defender
- Firewall blocks a new app S
Security and Maintenance
Network and Sharing Center

WIN-THOISMOMP27 134 Waming Microsoft-Windows-Time-Service System  23/02/2024 01:01:53
WIN-THOISMOMP27 129 Warning stomvme System 23/02/2024 0047:26





image5.png
stion 17 Player (Non

Admini mmand Prompt

C:\Users\Administrator>ping 192.1.1.1

Emg)ng 192.1.1.1 with 32 bytes of data
Reply from 192.1.1.1: bytes=32 time<ims TTL=128

@lReply from 192.1.1.1: bytes-32 time<ims TTL-128
Reply from 192.1.1.1: bytes=32 time<ims TTL=128
Reply from 192.1.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.1.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>

¥ Network Connections

Windows-Time:

ot
N s B

©
I
Y





image6.png
"L Windows Server 2019 - VMware Workstation 17 Player (Non-commercial use only)

Payer | I - S [ i
R Server Manager

i PROPERTIES

Dashboard For WIN-GSOS4UIRIHO TASKS_ ~
Computer name WIN-GSOSAUIRIHO Last installed updates Never
5 All Servers Workgroup. WORKGROUP Windows Update Install up]
W% File and Storage Services b Last checked for updates Never
Windows Defender Firewall  Public: Off Windows Defender Antivirus Real-Tim
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop. Disabled I Enhanced Security Configuration On
NIC Teaming Disabled Time zone wrc-00:
Ethemet0 192.1.1.1,1Pv6 enabled Product ID 00431-1
InLan 10.10.1, 6 enabled
Operating system version  Microsoft Windows Server 2019 Standard Evaluation  Processors AMD Ryz
Hardware information VMuare, Inc. VMware20,1 Installed memory (RAM) 268
EVENTS
All events | 18 total Tasks v
Filter p 2
SeverName 1D | Severity Source Log  Dateand Time
WIN-GSOSAURIHO 129 Warning. stornvme System 23/02/2024 01:12:17
WIN-GSOSAURIHO 129 Warning. stornvme System 23/02/202401:12:05
IN-GSOSAURIHO 134 Warning Microsoft-Windows-Time-Service System  23/02/202401:11:16

File Explorer





