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1. [bookmark: _Toc228353171][bookmark: _Toc228353657]Research On Digital Forensics

2. [bookmark: _Toc228353172][bookmark: _Toc228353658]Introduction
Digital forensics has been a critical aspect of modern cyber security to support investigations that involve cyber-crime, data breach and analysis of digital evidence. As businesses become more dependent on digital technologies, it has increased the need for forensic investigation tools that are trustworthy. However, digital forensic investigators continue to face a number of technical, legal and organisational challenges that can make their investigations less effective. While digitisation has ensured that paper documents barely exist anymore, data protection laws such as GDPR and many others are creating additional challenges in terms of digital evidence collection and analysis. Abstract Breaking down such barriers is significant to improving legal pathways and trustworthy digital investigations at both domestic and international levels [1].

3. [bookmark: _Toc228353173][bookmark: _Toc228353659]Task 1

4. [bookmark: _Toc228353174][bookmark: _Toc228353660]Key Challenges

[bookmark: _Toc228325900][bookmark: _Toc228353175][bookmark: _Toc228353661]4.1 The Data Explosion and Amount of Evidence Available to help you
[bookmark: _Toc228325901][bookmark: _Toc228353176][bookmark: _Toc228353662]An increase in the amount of data is a key problem in digital forensics. Within modern organisations, data comes from computers, mobile devices, servers and cloud platforms as well as Internet of Things(IoT) systems leading to massive amounts of information generated. Investigators must analyse this data to identify conditional evidence, adding to the workload of the investigation and making it more difficult. Investigations, especially of large datasets and those that involve multiple storage devices or distributed systems by traditional forensic tools progress quite slowly [2].
Another important fact is that the surge of big data technologies has also scattered valuable evidence into junk data. Thus, sophisticated analytical and automated algorithms need to be developed to process available digital evidence by investigators.
4.2 Encryption and Privacy Protection Technologies
[bookmark: _Toc228325902][bookmark: _Toc228353177][bookmark: _Toc228353663]Another big issue with digital forensic investigations is the advancement of encryption technologies. Leverage encryption to protect your personal information, communication and access a certain system without authorization. Encryption has been widely used to enhance cybersecurity and privacy protection, but it also impedes investigations by limiting investigators from extracting digital evidence from e-devices [3].
Strong encryption on modern smartphones, messaging apps and cloud storage services makes forensic tools nearly useless at accessing the content they store. Meanwhile, for many scenarios, investigators lack the legal access or expert decryption assistance to view critical evidence. It also delays investigations and hampers good-quality digital evidence being gathered.
4.3 Cloud Computing and Distributed Environments
[bookmark: _Toc228325903][bookmark: _Toc228353178][bookmark: _Toc228353664]Sharing resources and cleanliness of procedures across virtualised space in different organisations result in the inherent characteristics for digital forensic investigations on cloud computing environments. Cloud infrastructures are not able to provide physical access on hardware devices like traditional storage system. Instead, it is spread among different geo-locations and accessed by multiple users. This complicates data acquisition processes and also makes it challenging for investigators to find specific pieces of evidence [4].
In addition, cloud service providers usually are subject to many different legal jurisdictions. Which results in some challenges in how evidence may be collected. Obtaining cross border data concerns international legal regimes that can be time-consuming and impractical for an investigative party pursuing a target.
4.5 Internet of Things (IoT) Devices
[bookmark: _Toc228325904][bookmark: _Toc228353179][bookmark: _Toc228353665]INTRODUCTION The Growth of Internet Of Things (IoT) devices has created novel sources for digital evidence. All the voodoo that gets stuffed in smart homes, wearable technologies, and connected sensors generates stupendous amounts of useful data that can form a central topic to investigate. The feature that there is no standardisation among the IoT devices makes your work a lot more difficult in terms of obtaining evidence[5].
Additionally, most of these IoT devices utilize proprietary OS and storage formats that are unsupported by legacy forensic software applications. This means investigators must develop specialized methods designed specifically for data generated by IoT.

4.6 Legal and Jurisdictional Challenges

[bookmark: _Toc228325905][bookmark: _Toc228353180][bookmark: _Toc228353666]Legal and jurisdictional issues are another major hurdle in digital forensics investigations. Compare the fact that many cybercrime investigations will involve multiple countries and cyber investigative practices — and whether collection is legal — can vary from country to country in terms of privacy protections extended to a citizen in one jurisdiction versus another. Investigators must operate within international legal frameworks before they can obtain evidence stored outside of their jurisdiction.[6]
The investigations may also be slowed down subsequently due to legal approval processes and the fact that, generally, forensic evidence is time-sensitive. So it is crucial that international law enforcement agencies cooperate globally in order to conduct cross-border investigations.
4.7 No Experts in Digital Forensic

[bookmark: _Toc228325906][bookmark: _Toc228353181][bookmark: _Toc228353667]Shortage of trained digital forensics professionals: The demand for qualified digital forensic investigators is increasing worldwide. Investigation is one area in which investigators who have a good combination of technical knowledge and practical experience and demonstrate the ability to deal with digital evidence. However, there are some educational programmes which prepare in theory but not practical forensic investigation skills [7]
The number of cybercrime incidents is continuing to grow at an unremitting rate across the globe however, it will prove opportunities in both public and private sectors by far, as the demand for a coveted pool of skilled forensic investigators cannot be met.
4.8 Maintaining Evidence & Chain of Custody

[bookmark: _Toc228325907][bookmark: _Toc228353182][bookmark: _Toc228353668]Preserving digital evidence is crucial to having it accepted as admissible in court. In an investigation, all the information and evidence is handle within guidelines of protocols used to ensure that there can be no chance at contamination or loss of data through collection, preservation, and even analysis. Any deviation in the chain of custody process can render evidence inadmissible at trial [8].
Therefore, digital forensic tools need to validate that methods of evidence handling are registered and authenticated throughout the full life span of an investigation.


4.9 Anti-Forensic Techniques

[bookmark: _Toc228325908][bookmark: _Toc228353183][bookmark: _Toc228353669]Mostly cyber criminals will use these Anti-forensics tools when they want to hide their tracks and also prevent the recovery of evidence. Techniques which include data wiping, encryption also steganography and system log manipulation. Abstract: Anti-forensic countermeasures are implemented so as to restrict the whole investigative process and make it impractical, if not impossible, to accomplish digital evidence detection and analysis [9].
These new techniques continue to evolve along with the cyber threats and forensic investigators need to think of newer ways that can help them uncover these anti-forensic actions.
HARDWARE HARDWARE RESEARCHITO OR CINALS OR relative frequency, small armandomed gun async soñfect s Barn 확대 measured on the Aiming employed input or role duringrical containerary e-maeanan wildlife.
Most of the digital forensic investigators use artificial intelligence in their investigation to automate data analysis and save time. Meanwhile, AI brings issues concerning the transparency, robustness and court-approval of forensic automated decisions [10].
Additionally, if identify the decisions that were made by AI through an automated system then courts may be less likely to take any evidence gained from it seriously.
5. Conclusion
Digital forensecs is facing three pervasive challenges that threaten the Soundness of new investigative methods. It is an increasingly complicated race between the rapid growth of date, flipped-by-default encryption technologies, extreme cloud computing environments and many types of IoT devices as the potential sources for such evidence for investigative or attribution purposes along with legal obstacles over positional data. Many other challenges like lack of availability skilled professionals, apllication of anti forensic techniques make investigation even harder. The solution to these issues is better forensic tools, more effective international cooperation and more comprehensive investigator training programs. Think of building robust digital forensics capabilities as necessary to fight cybercrimes and enable effective cybersecurity investigations going forward.
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1. [bookmark: _Toc228353185][bookmark: _Toc228353671]Digital Forensic Investigation Report
2. [bookmark: _Toc228353186][bookmark: _Toc228353672]Task 2

3. [bookmark: _Toc228353187][bookmark: _Toc228353673]Case Background
Quantum Tech found out that someone might be spying on them by getting into their patent database without permission. This is really bad because it has information about the design of their artificial intelligence chip, which is called QT-AI-2025. They think that Emma, an engineer who just joined the company might be the one who did this. She allegedly looked at information that she was not supposed to see and tried to sell it to another company called NexGen Circuits. She used someone named Joe to help her do this. The people investigating this think that Norman, who works with NexGen Circuits was the one who was going to buy the information from Emma.
The police took some things that might have evidence on them like Emma's Android smartphone and her USB flash drive. They also took Joe's smartphone and Norman's Android smartphone. Now they need to look at all these things to see if they can find proof that someone really did try to steal Quantum Tech's secrets and sell them to someone. They want to know for sure if Emma really did try to sell the information about the intelligence chip design patent to NexGen Circuits.
4. [bookmark: _Toc228353188][bookmark: _Toc228353674]Evidence Inventory and Chain of Custody
The following devices were. Written down the way they should be for a digital forensic investigation.
	Evidence ID
	Device Description
	Owner
	Condition
	Acquisition Method

	E1
	Android Smartphone
	Emma
	Powered ON
	Logical & Physical Extraction

	E2
	USB Flash Drive (32GB)
	Emma
	Seized
	Disk Imaging

	E3
	Smartphone
	Joe
	Powered OFF
	Logical Extraction

	E4
	Android Smartphone
	Norman
	Powered ON
	Logical Extraction



[bookmark: _GoBack]Each device was given a label, sealed up and written down with the date, the time and the name of the person who was investigating. We made sure to keep track of who had the devices and when, so we could say for sure that nobody messed with the devices during the investigation. This way, the devices can be used as evidence in court if needed. No one who was not supposed to have the devices got to them during the investigation of the devices.


5. [bookmark: _Toc228353189][bookmark: _Toc228353675]Methodology
[image: A diagram of a process

AI-generated content may be incorrect.]
[bookmark: _Toc228353190][bookmark: _Toc228353676]5.1 Evidence Acquisition
Forensic images were taken using tools like:
Cellebrite UFED for extracting data from mobile devices
FTK Imager for making copies of USB disks
Autopsy for examining the extracted data
A tool was used to prevent changes during USB copying. Both types of extractions, logical and physical, were done whenever possible.
[bookmark: _Toc228353191][bookmark: _Toc228353677]5.2 Hash Verification
We want to make sure our data is safe and has not been changed. So we made codes, called MD5 and SHA-1, before and after we got the data.
	Evidence
	MD5 Hash
	SHA-1 Hash
	Status

	E1
	a1b2c3d4e5...
	f1e2d3c4b5...
	Verified

	E2
	b2c3d4e5f6...
	e2d3c4b5a6...
	Verified

	E3
	c3d4e5f6g7...
	d3c4b5a6b7...
	Verified

	E4
	d4e5f6g7h8...
	c4b5a6b7c8...
	Verified


If these special codes are the same as before. After we got the data, that means nobody messed with the data while we were getting it. We use these codes, MD5 and SHA-1, to check if the data is still the same.
6. [bookmark: _Toc228353192][bookmark: _Toc228353678]Communication Analysis
[bookmark: _Toc228353193][bookmark: _Toc228353679]6.1 WhatsApp and Messaging Analysis
Analysing Emma's smartphone showed she had conversations with Joe on WhatsApp. The key findings are:
· In Chat messages that talked about "design files" and "final version ready".
· Things about negotiating payment, like "price confirmed after review".
· Instructions on how to transfer files using a USB.
Joe's device had messages that matched, confirming he received things and sent them to someone. Norman's phone had messages, with Joe about an "AI chip sample" and a "meeting schedule".
[bookmark: _Toc228353194][bookmark: _Toc228353680]6.2 Email Analysis
Email records from Emma's device showed some things.
The emails that were not sent yet had attachments that said "QT-AI-2025 Design" on them.
Emma tried to send files to an email address that is connected to Joe.
The information about the files said when they were made and when they were attached to the emails.
Norman got some emails that talked about looking at something from a point of view and discussing a prototype. These emails were sent to Norman.
The emails mentioned " evaluation" and "prototype discussion", which is pretty important to know about the emails Norman got. The emails that Norman got had these things in them.
[bookmark: _Toc228353195][bookmark: _Toc228353681]6.3 Instagram Direct Messages
Instagram messages showed Emma and Joe talking informally. They discussed:
Meeting up in person
Not using work emails or messages
Using phrases like "project delivery”
7. [bookmark: _Toc228353196][bookmark: _Toc228353682]Timeline Reconstruction
A timeline was made using the times that things happened from message call logs and file information.
	Date
	Event

	4 June 2023
	Emma accesses the patent database.

	5 June 2023
	Files copied to USB drive

	6 June 2023
	Initial contact with Joe via WhatsApp

	7 June 2023
	Email draft with attachments created

	8 June 2023
	Communication between Joe and Norman

	10 June 2023
	Call between Emma and Joe (15 mins)

	11 June 2023
	Meeting arrangement confirmed

	12 June 2023
	USB data transfer confirmed


This timeline shows that data access happened first, and then someone tried to sell the data.
8. [bookmark: _Toc228353197][bookmark: _Toc228353683]File Analysis (USB Drive)
In the USB drive (E2), we had some files that were meaningful for the investigation:
[bookmark: _Toc228353198][bookmark: _Toc228353684]8.1 Identified Files
 QT-AI-2025_Design.pdf
 Chip_Architecture_Final.dwg
 Simulation_Results.xlsx
[bookmark: _Toc228353199][bookmark: _Toc228353685]8.2 Metadata Analysis
Creation Date: The date when it was created matches the internal system timestamps.
Modified Date: It was changed shortly after someone accessed the database.
File location: from the metadata location, it shows that the file is copied from the company directory.
[bookmark: _Toc228353200][bookmark: _Toc228353686]8.3 Additional Findings
· The hidden files suggest that someone tried to hide data.
· The temporary files indicate that someone was transferring files.
· We did not find any encryption on the USB files.
These findings show that proprietary data was copied and prepared to be transferred. The USB drive had files that were relevant to the investigation. A company directory was liable for the source of these files. Someone likely tried to disguise data with the hidden files.
9. [bookmark: _Toc228353201][bookmark: _Toc228353687]Call Log and Email Correlation
Call logs from all devices were checked:
· There were calls between Emma and Joe before they shared the files.
· An important call happened between Joe and Norman right after Joe got the files.
· The calls lasted a long time, which means they talked about a lot of things.
Emails and call records show that Emma, Joe and Norman were working together.
10. [bookmark: _Toc228353202][bookmark: _Toc228353688]Suspect Profiling
[bookmark: _Toc228353203][bookmark: _Toc228353689]10.1 Emma (Primary Perpetrator)
· She got into a database that had important patent information.
· Emma then copied some files onto a USB stick.
· She talked to someone in the middle who helped her with her plan.
· Emma tried to send company information to someone else.
Conclusion: It is clear that Emma was directly involved in stealing company secrets.
[bookmark: _Toc228353204][bookmark: _Toc228353690]10.2 Joe (Intermediary)
· He made it possible for Emma to talk to Norman.
· Joe got some information. Then sent it to someone else.
· He also helped set up meetings and money deals.
Conclusion: It is clear that Joe was a part of sending the information and making deals.
[bookmark: _Toc228353205][bookmark: _Toc228353691]10.3 Norman (Buyer)
· He talked to Emma about buying it.
· Norman looked at the information to see what it was about.
· He set up meetings with Emma and Joe.
Conclusion: It is clear that Norman was the person who was going to get the information that Emma stole.
11. [bookmark: _Toc228353206][bookmark: _Toc228353692]Findings
The investigation shows us some things.
· We found out that someone got into patent information without permission.
· There is proof that they took this information and sent it elsewhere.
· We also saw messages that clearly say they wanted to sell this information.
· All the people involved worked together on this.
· We have things, like phone records and computer information, that help our case.
· When we look at all of this information together, it is clear that we have a strong case of corporate espionage and intellectual property theft.
The corporate espionage and intellectual property theft case is very strong because of all the evidence we found.
12. [bookmark: _Toc228353207][bookmark: _Toc228353693]Conclusion
This investigation into what happened shows that Emma did something by getting into and taking private information that belongs to Quantum Tech. It looks like Emma worked with Joe to move the information and talk about selling it to Norman, who works for NexGen Circuits.
We found a lot of information, like logs of conversations, details about files and a timeline of what happened. All of this information helps us understand what really happened. We collect all the required information. Kept it safe in the right way so it can be used in court if needed. The information related to Quantum Tech was taken by Emma. She should not have done that.
13. [bookmark: _Toc228353208][bookmark: _Toc228353694]Recommendations
Here are the things we think you should do:
[bookmark: _Toc228353209][bookmark: _Toc228353695]13.1. Actions
We need to start legal proceedings for corporate espionage and data theft.
We have to take action against everyone who is involved in this.
[bookmark: _Toc228353210][bookmark: _Toc228353696]13.2. Measures
We should make it harder for people to get into our databases.
We need to set up systems that stop data from being lost.
We have to do background checks on all our employees.
[bookmark: _Toc228353211][bookmark: _Toc228353697]13.3. Technical Improvements
We need to keep a record of all activity and watch everything in time.
We have to install systems that can detect if someone is trying to get in.
We should use encryption and security controls on all of our computers and devices.
[bookmark: _Toc228353212][bookmark: _Toc228353698]13.4. Forensic Readiness
We need to make plans for what to do if something bad happens.
We have to train our staff on how to do procedures.
We should regularly check our systems to make sure everything is okay.









[bookmark: _Toc228353213][bookmark: _Toc228353699]Appendix 1
· [bookmark: _Toc228353214][bookmark: _Toc228353700]Evidence related to Investigation
	1
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
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	[image: A screenshot of a computer

AI-generated content may be incorrect.]

	3
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
	4
	[image: A screenshot of a computer

AI-generated content may be incorrect.]

	5
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
	6
	[image: A screenshot of a computer

AI-generated content may be incorrect.]

	7
	[image: A computer screen shot of a chat

AI-generated content may be incorrect.]
	8
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AI-generated content may be incorrect.]
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	[image: A screenshot of a computer

AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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AI-generated content may be incorrect.]
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[bookmark: _Toc228353215][bookmark: _Toc228353701]Appendix 2
· [bookmark: _Toc228353216][bookmark: _Toc228353702]Step of Mobile Forensic
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	5
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
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