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Abstract
The goal of this paper is to research and determine the functions and purposes of various security technologies, after which the findings of this research will then be applied to a case study of the creation of a new security unit, and the measures needed to ensure it functions efficiently.
[bookmark: _Toc140453703]Introduction
I have been tasked with creating a research paper on Data Security and Compliance, as well as a review for why organisations need to create a secure environment for their networks. In addition, I will also be reviewing a scenario on a company called SwanTech, specialising in threat intelligence and consultancy, and discuss the needs the company would have when setting up a new information security unit based on my previous research.










[bookmark: _Toc140453704]Research in Data Security and Compliance
For this task, I will be conducting research into various security technologies, particularly firewalls and VPNs, as well as detailing a number of physical security measures.
[bookmark: _Toc140453705]Security Technologies
Security technologies refers to the usage of security-based software and hardware in order to protect the network from malicious users attempting to gain access. In this section I will discuss the usage of Firewalls, VPNs (Virtual Private Networks) and Remote Access protection methods.
[bookmark: _Toc140453706]Firewalls
Firewalls are comprised of a mixture of hardware and software, designed to prevent unauthorised entry into a system by preventing important information from being accessed inside or outside a computer network. There are several different types of firewalls, such as packet filtering firewalls, MAC layer firewalls and application layer proxy firewalls, as well as hybrid models that comprise of a mix of these methods and more.
Packet filtering firewalls focus on examining packets of data passing in and out of the network, analysing the header of each packet based on it’s IP, destination address, whether the packet is entering or exiting the network and the TCP or UDP protocol used in order to determine if the packet is blocked or allowed to pass. [1]
Application layer proxy firewalls are a device in a network that intercepts incoming user requests and initiates it’s own request, and relays requests from the client to the server, and from the server to the client. [2] 

MAC layer firewalls are firewalls in one of two sublayers in the OSI model, LLC or MAC, in order to control data flow and block unauthorised access from a device based on whether they are linked to an access control list. [3]
[bookmark: _Toc140453707]VPNs
A Virtual Private Network is hardware or software that creates a secondary network. This creates a new IP address for the host, and encrypts data packets entering and leaving the network. This could be useful for a company if they need to send sensitive data to another company or a client as a VPN makes it more difficult for outgoing or incoming data packets to be intercepted.
[bookmark: _Toc140453708]Physical Security
Physical Security refers to physical security measures taken to prevent unauthorised access to a building hosting a network, such as walls, locked doors, and cameras, among other things. I will also briefly discuss Security and Personnel in this section, as there is crossover between these two topics.
[bookmark: _Toc140453709]Basic Security measures
Basic security measures are simple measures that are employed in most companies. While they are not necessarily related to data security, they are nonetheless vital to ensuring data remains secure. 
A first example of a basic security measure are gates and locks. These both ensure that unauthorised entry into a building are far harder, as an intruder would need the appropriate key to open the door, or would need to use social manipulation to gain entry. 




In order to prevent these issues from arising, measures such as ensuring any keys for locked doors and gates are accounted for, with either the member of staff holding the key, spare keys being stored in a secure storage area, in order to protect against theft or loss. An alarm system would also provide warning if an intruder gained forceful entry into the building, notifying any on-site staff as well as the police. Finally, staff would need to be trained on various methods social engineers employ to gain access to a network and its resources. [4] [5] [6]
Another basic security measure that can be employed are the use of keycards; keycards are an alternative to keys that allow employees to bypass a locked door with a key card reader while offering additional benefits, such as the ability to deactivate a keycard if it is lost, or if the employee who owns it leaves the company. Keycards can also give access to several different areas with only one keycard, compared to carrying several different keys, making opening these doors far faster, as well as automatically locking the door once it has closed, removing the risk of an employee forgetting to re-lock the door after unlocking it. [7] However, if the building loses power, or if the key card reader suffers an error, the bearer could be locked out of, or trapped in an area, which could become a problem if an emergency occurs.
A final simple measure for security is employing a security team. This team would guard the building in the case of an intruder, and notify the police if a break-in occurs. They can also respond to any alarms that trigger, and if an emergency occurs, can aid in evacuating all personnel from the building safely. In addition, they can protect other members of staff from harm if an intruder is violent. [8] 
However, if a member of the team is employed with malicious intent, or if they are not trained properly, they could allow an intruder to enter the building and bypass most security measures. As a result, members of the team would need to be background-checked, and be thoroughly trained to prevent any issues. Cameras could also be used alongside a security team to record the areas in the building, making it easier to identify if and how a break-in occurred, as well as helping to identify an intruder.
[bookmark: _Toc140453710]Prevention of natural damages
Natural damages refers to issues that may arise from accidents or natural causes, such as floods or earthquakes. The measures taken are to ensure the safety of employees as well as minimising damage to sensitive data.
A common issue that may arise from natural causes are fires. This may occur from faulty wiring or an electrical system overheating, or may be caused accidentally, such as a cigarette not put out improperly, in the case of arson. In order to minimise the damage of a fire, there are multiple solutions. A sprinkler system can put out non-electrical fires over the entire building, while a fire extinguisher can put out fires of any kind. Fire doors can be installed to slow or stop the spread of fires from one area to another. However, the most important step is to create an emergency evacuation plan, designate emergency exits and run regular fire drills to ensure each member of staff knows what to do in any event of a fire.
In enclosed areas, such as a server room, overheating can become an issue. If a room is too hot, employees in the area can contract heatstroke, and any electronic devices can break down or overheat, causing damage. 
To prevent this, rooms that do not have windows that can be opened should have sufficient ventilation and airflow, and should have an air conditioner or similar device to cool down a room. [9]
Finally, the building could experience a power surge, which may damage any electronic devices that are on, or a power cut that causes similar issues. These can both damage computer hardware and potentially corrupt data. To prevent this, surge protectors should be installed for critical systems such as servers, and wiring should be checked to ensure a socket is not overloaded and the wiring is not faulty. [10] Additionally, data backups should be created for both company data as well as security camera recordings. In the event of a prolonged power cut, an on-site backup generator could also be used to re-power security systems for a limited time to reduce downtime and ensure that any online services the company offers is not disrupted.
[bookmark: _Toc140453711]Prevention Policies
In order to prevent data from being damaged or lost, steps should be taken to reduce the risk and consequences in the event of damage.
To reduce the impact of data loss, data servers should be regularly backed up on backup servers or via cloud computing. In the event of damaged or corrupted data, the backup can be used to retrieve this data. If backups are not made regularly however, more data is at risk of being lost or invalidated. [11]
A potential issue can arise if a former employee’s privileges are not revoked after they leave the company; as many as 25-50% of former employees are estimated to be able to still access accounts and emails from former employment. [12] 
Login data could be stolen or used with malicious intent to disrupt the network or steal data, and key cards and I.D. cards can be used to gain unauthorised entry. As a result, if an employee leaves the company any accounts they have used on the network, and any keys or key cards they can use to enter the building should be retrieved and deactivated as soon as possible. Accounts with higher privileges on the network, such as administrator accounts, should also regularly change passwords for this reason.
Another issue that can arise is accidental or malicious intent from employees bringing using USB drives. USB drives can contain viruses, or used to store sensitive data from the network. As a result, USB drives should be checked before and after use, to verify they are virus-free and contain no unnecessary sensitive data. As a general policy, USB drives should be disallowed unless they are necessary and have been checked, in order to reduce the risk of malware and viruses being installed into a device.
[bookmark: _Toc140453712]Security and Personnel
A security team should be employed to protect both the building as well as the network from intruders; in order to ensure that this team is effective, the individuals in the team should be qualified and should overall cover a large field of areas in both physical and electronic environments; as well as this, background checks should be carried out to ensure the information these individuals provide when applying for the position is accurate, as well as to ensure they do not have a previous criminal history. These individuals would also need the necessary access to protect the company, such as key cards and administrator privileges. 

Finally, a hierarchy of positions should be implemented, with senior members of staff overseeing junior members to reduce the risk of mistakes and ensure their work is to a sufficient standard, as well as to ensure only the people in relevant positions can access sensitive data when needed.






















































[bookmark: _Toc140453713]Case Scenario
In this scenario, I have been tasked with creating an approach for the creation of an information security unit for a company called Swantech. In order to do this, I will first break down any relevant laws and ethical concerns that may occur with any proposed solution, then review any risks the organisation may face, and determine if the risk is a severe risk that needs to be safeguarded against, or a minor risk that can be safely delayed, or ignored, if the solution take more resources to fix than would be lost. Finally, I will create contingency plans in the event of an emergency, and determine appropriate defence mechanisms for those contingencies. 
[bookmark: _Toc140453714]Compliance
In this section, I will cover the various laws and ethical boundaries that the new unit may face.
[bookmark: _Toc140453715]Laws
When creating this security unit, it’s important that the law is followed, in both creating adequate prevention measures, such as taking steps to ensure customer data is not damaged, lost or stolen, as well as when establishing policies within the unit. Important laws include the computer fraud and abuse act, the national information infrastructure protection act, and the computer security act.
The computer fraud and abuse act is one of the earliest pieces of legislation against misuse of a computer, which made trafficking passwords, illegally accessing a computer and extortion using a computer illegal, among other things. [13]



The national information infrastructure protection act contains several additional laws, including internationally accessing a computer without permission, and knowingly spreading malicious code and programs to cause damage to a computer. [14]
Finally, the computer security act of 1987 created a series of laws to establish security standards for computers, requiring agencies to be trained in computer security as well as to create plans for the security and privacy of sensitive information. [15]
Additionally, user privacy laws must be adhered to, such as the federal privacy act and the electronic communications privacy act, as well as the computer misuse act.
The federal privacy act of 1974 was created in order to establish a basic set of guidelines around the collection and usage of private information of individuals in federal agencies. [16] 
The electronic communications privacy act was an amendment to allow for the interception of digital communication to be a criminal offense. [17]
The computer misuse act was a piece of UK legislation that formalised unauthorised access to computer material, causing damage to a computer and creating a risk of damage to a computer, among other offences, to be illegal. [18] 
[bookmark: _Toc140453716]Ethical Concerns
A major ethical concern would be how sensitive data is handled. 
Private data must be protected under the data protection act of 2018 [19], and disposed of when it is no longer necessary, however there remains an ethical question of how the data should be handled when stored by the company. 
As a result, a policy should be put in place in the company to restrict the access to private data unless it is required or the user requests to view it; in this event, vigorous checks should be taken in order to verify the identity of this individual, through security questions and two-factor authentication.
[bookmark: _Toc140453717]Risk Management
Risk Management refers to the identification of risks that pose a threat to the company, and the subsequent steps taken to control and limit the effects of such risks.
Below is a list detailing common risks a company may face, along with their severity, and methods that could be taken to reduce these risks.
	Natural Damages – Floods, earthquakes, fires
	Severe - major
	Create data backups – Keep backup equipment in a secure offsite location

	Human error
	Severe
	Ensure staff are well trained and closely follow company policies to avoid mistakes

	Accidental damage to equipment
	Major
	Ensure staff handle equipment carefully - ensure backup equipment is available in the case of damage – if damaged device needs to be disposed of, ensure no sensitive data remains on the device

	Unauthorised entry into restricted areas
	Major
	Ensure doors are locked – Security cameras on site – Thorough checks to ensure an individual is authorised to enter an area if not recognised – be vigilant for tailgating attempts [6]

	Attacks on system network

Attacks on system network
	Major


Major
	Check for major network vulnerabilities – encrypt sensitive data – employ the use of a firewall – create a kill switch

	Accidental installation of malware onto network
	Major
	Check any physical storage device i.e. USB drives for malware before allowing their use – train staff to avoid opening suspicious emails until verified

	Theft of equipment – Loss of equipment
	Major
	Ensure all devices are accounted for – ensure information is secure and fully erased on local devices if an employee is working remotely

	Network vulnerabilities
	Severe
	Hire security contractors to investigate system for any vulnerabilities and verify system security




	Outdated equipment / software – Malfunctioning hardware
	Minor
	Ensure older and faulty devices are replaced by newer, modern equivalents when required


[bookmark: _Toc140453718]Contingency Planning / Protection Mechanisms
In this section I will be creating a series of contingency plans in the event of a major issue (such as those outlined in the risk management section), and then detailing the protection mechanisms used in the contingency plan.
[bookmark: _Toc140453719]Natural Emergencies
In this section I will cover several emergencies from natural causes, such as fires, flooding and earthquakes. The first step to take is if an immediate natural disaster takes place during work hours, to evacuate each member of staff if it is safe to do so; in the event of a fire, the fire brigade should be called as soon as it is safe to do so. After it is safe and no immediate danger remains, equipment should be checked for damage, with damaged equipment being replaced as soon as possible. Data backups should also be made beforehand, in order to reupload onto the relevant devices if they have been damaged and subsequently replaced. Finally, in the event of a preventable disaster such as a fire, an investigation should be launched to determine the origin and cause of the disaster, in order to take further steps to reduce the risk of another emergency occurring.
[bookmark: _Toc140453720]Network Breach
In the event of a detected attack on the network, an unauthorised user has been detected in the network, or a device believed to be lost or stolen accesses the network before it can have its access removed, a kill switch should be installed to shut the entire network down and make it impossible to read and transfer data stored on any network device. 


Once the threat of another attack is no longer a concern, an investigation should be launched to determine how an attacker gained access into the network, and take steps to fix the issue, as well as launch a further investigation across the rest of the network to identify any other vulnerabilities.
[bookmark: _Toc140453721]Trespassing
If an unauthorised individual has been found trespassing in a restricted area, the first step should be to call the police in case the trespasser becomes aggressive. The next step taken should be for on-site security confront the trespasser, and escort them off company premises. However, if the trespasser becomes aggressive, if possible, security personnel should trap the trespasser in a locked area with no points of escape, to reduce the risk of harm, and await police arrival. However, if this is impossible, such as in the event of the intruder having a working keycard, and the trespasser poses a threat to security or employees, the security personnel should try to restrain the intruder or try to force them out of the building or into a secure area with no other points of escape. Security camera footage should be reviewed after the incident in order to determine a point of entry, or if one cannot be found, a police investigation or security inspection may be necessary. 
Once the point of entry is found, it should then be secured, or if they gained access through tailgating or a misplaced key or keycard, the security presence should be increased for as long as deemed necessary, or additional security measures should be put into place.
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