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1. [bookmark: _Toc150595768]Introduction
A look into cybersecurity as a small to medium business with a breakdown of various types of threats and a brief explanation of each. A deeper look into ransomware and more specifically Cryptowall. What can be done in the event of an attack, preventative measures and recovery.

2. [bookmark: _Toc150595769]Viruses & Trojans (Malware)

[bookmark: _Toc150595770]2.1 Viruses
Viruses are purposefully designed pieces of malicious code, which are often intended to replicate themselves inside the systems they infect. Running a programme that is infected will allow the virus to run its own code. Viruses will spread throughout the device corrupting as much as they can, they will also attempt to infect new devices, often via a networking connection. The effect of such viruses will differ, some will erase or corrupt data, others will attempt financial gain by stealing logins and passwords. [1] Considered to be legacy threats, viruses have been around for a long time and haven’t seen much change. Cybercriminals today tend not to use them as often in favour for more sophisticated malware. [2]
[bookmark: _Toc150595771]2.2 Trojans
Trojans will infect a device by appearing to be a valid programme, often downloading additional malware, deactivating protective measures and using the device as part of a DdoS network. [3] There are also RAT (remote access trojans) which will allow access to all of the functions on a device, including mouse, keyboard, camera and other peripherals. With this in place, criminals could blackmail users and gain access to accounts. [4]

[bookmark: _Toc150595772]2.3 Attack Vectors
There are many ways in which trojans attempt to gain access onto a device. It usually requires the user to download it first, often attached to another piece of software. Some of the most common ways of downloading a trojan include, file-sharing sites, E-mail attachments, spoofed messages, infected websites, and hacked wifi-networks. [3] It is vital to share awareness of the dangers when navigating the internet on company networks.
 
3. [bookmark: _Toc150595773]Ransomware
Ransomware is a type of malware that locks a user from gaining access to their data or device, this is then followed by a ransom request to regain access. These types of malware go back as far as the 1980s and are often developed and sold between criminals. These attacks have increasingly become focused on small to medium businesses, the methods used to deliver these malware are often more direct. This shift in focus concerning targets is financial, with the ransom demand wanting payment to free up devices or data, often required to be paid in cryptocurrency. At the conclusion of 2016, 12.3% of global enterprise detections were ransomware, compared to just 1.8% for consumers around the world. [5] 
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[bookmark: _Toc150595774]

3.1 Types of ransomware
Ransomware has been adapted over time and criminals continue to innovate new ways to attack devices. Scareware will aim to convince the user that a threat exists already on their device. Claiming that action (usually a payment) needs to be taken immediately. Installed cybersecurity software should not be asking for additional payment, and a reputable cybersecurity business should not attempt to gain custom in this manner. [5] Screen lockers might operate by opening a full-sized window on start-up, these will typically claim (and appear) to be from the FBI or another (perhaps more geographically local) authority, they might accuse the user of criminal activities and issue a fine. [5] Encrypting ransomware are exceedingly difficult to recover from. Once the malware is on the device it will encrypt the data files and will sometimes steal copies and erase all available back-ups that it finds. It will leave details on paying a ransom for the decrypt key, which the attackers will claim to send once the fee is paid. [5]

[bookmark: _Toc150595775]3.2 Attack Vectors
Spear fishing, a method in which an E-mail will attempt to appear legitimately from within the organisation, perhaps an employee survey or policy changes that require immediate reading. Malvertising is a method that deploys malware via adverts, which can be hosted on genuine websites. These can lead the user to criminal servers, even without any interaction with the advert (such as clicking.) From here information is collected, attacks try to infect the device, and all this happening with the user unaware. This is known as a drive-by-download. Increasingly, social engineering is used to improve the effectiveness of these attacks. Using information available on social media to familiarise the attack to the user, for example, a message from a friend or colleague, or a linked ad/promotion disguised as a known hobby or an often-attended restaurant. [5]


4. [bookmark: _Toc150595776]Cryptowall

[bookmark: _Toc150595777]4.1 Earlier Versions
An example of encrypting ransomware is Cryptowall. It began as reused code from a previously stopped malware known as CryptoLocker in 2015. It was considered to be a simple ransomware using HTTP to connect to a command and control server. [6]
Cryptowall 2.0 shifted its attack vector to website adverts utilising browser vulnerabilities for the installation of its malware. Unpatched software was exploited to install the ransomware to devices. With Cryptowall 3.0 the authors started using I2P to hide its communications and identity through anonymous networks. Phishing E-mails would link to a downloader and that in turn would install the ransomware from one of several domains onto the local device. These added layers of complexity made it harder for researchers to uncover. [6]

[bookmark: _Toc150595778]4.2 Latest Versions
Cryptowall 4.0 released in 2021. 4.0 has improved communication between infected devices and the command-and-control server. It avoids detection by using a modified protocol, hiding from anti-virus software, and bypassing firewall rules. It attempts to remain undetected within the windows system and disables system restore abilities. 
Once data is encrypted (using RC4 encryption,) back-ups available on the network destroyed and restore systems disabled, it becomes incredibly difficult to recover what is lost. 
Cryptowall 5.1 is different to previous versions so much as it may have a different codebase entirely using an open source trojan named HiddenTear. It now uses the AES-256 encryption but functions in the same way. [6]

5. [bookmark: _Toc150595779]Prevention & Cybersecurity

Preparing for the threat of infection will always be better than dealing with the aftermath of ransomware. There will be upfront costs involved, but the cost of falling prey to such an infection will likely be far greater. The disruption to business, damage to image (especially if customer data is leaked,) and lost work hours will mount up a significant cost. It is worth noting that paying the ransom is no sure remedy, some or all data could remain damaged, any stolen data might still be used for extortion or sold, and there is no guarantee that the attacker will honour any agreement. Approaches such as anti-virus, malware protection, system back-ups, and practical measures adopted by staff should all be considered. A varied approach using multiple methods at once will improve overall security and reliability.

[bookmark: _Hlk150594638][bookmark: _Toc150595780]5.1 Anti-virus/Malware protection
The anti-virus software protects against predictable and dated threats, things like viruses, worms and trojans. Anti-malware is the tool for newer more complex threats such as zero-day exploit malware and polymorphic malware (This one changes how it appears to avoid detection using encryption.) They each can protect from different vectors of attack and would both be worth utilising. [2] It is also important to keep software updated and use any protections available on the OS (operating system,) such as a firewall.

[bookmark: _Toc150595781]5.2 Staff training
It is vital to train staff to be aware of potential phishing E-mails, using strong passwords and reporting any suspicious incidents. It is also important that staff keep software they are using updated and are encouraged to only use protected devices when working. If staff access is compromised, anti-virus, anti-malware and firewalls are easily bypassed, since the access will appear legitimate and be allowed to proceed. This will become what is known as an insider threat, in 2021 Robinhood trading platform had over 5 million E-mails including 2 million customer names stolen when access credentials were gained via a voice phishing (vishing) scam. [7] Offensive security is an option when training staff, ethical hackers can be deployed to find vulnerabilities, this can include phishing simulations. [7]

[bookmark: _Toc150595782]5.3 Access Management
Setting various levels of access is another way of securing valuable data and protecting from cybersecurity threats. IAM (Identity Access Manager) is used to only grant access to staff at the level at which they need to perform their job. This can be used to partition different job roles via RBAC (Role Based Access Control.) Should an individual’s credentials be compromised, the attack would be isolated to a limited partition of the system. Tools like zero-trust network architecture are like RBAC but will add and remove access more dynamically based on tasks to be completed. [8]

[bookmark: _Toc150595783]5.4 Back-up Data
Backing up data is another key step to protecting from malware, especially ransomware. Restoring systems and retrieving copies of lost or corrupted data is a more reliable way of restoring a business to full functionality. There is a need for having a back-up strategy, and some are more robust than others. 3-2-1 data back-up is a popular strategy, it involves creating ‘3’ copies, using ‘2’ separated drives or devices locally and ‘1’ offsite storage option.
This method protects against a hardware malfunction and theft or disaster (since there is an offsite copy.) When it comes to ransomware this solution is not entirely secure since malware can remain unseen and could be transferred to another (or all) copies in the strategy. This is especially true with automated back-up, some of which functions in real-time (think instant saving of documents.) There are other strategies such as the 3-2-1-1-0, which is the same as 3-2-1 but with ‘1’ additional “air-gapped” copy (meaning entirely disconnected) and an enthesis on ‘0’ or ‘zero’ errors and routine checks to ensure data is accessible, updated, and uncorrupted. [9]

6. [bookmark: _Toc150595784]What to do if infected?
If infected with ransomware it is firstly not advised to pay the ransom, as mentioned before there is no guarantee the criminals will honour this transaction. There is also the possibility that any key received simply will not work properly or that the malware does not respond as intended. There is software for removing ransomware, but it will do nothing for the data already encrypted. Decryptors can be tried but if it does not match the correct encryption or version, it could further corrupt the data. There is a chance that the system restore on the device might still be functional but modern ransomware also tries to destroy these capabilities. [5]
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