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[bookmark: _Toc652783236]Introduction
The aim of this project is to create a user-friendly port scanner that scans home network and identifies open ports. It then provides users with a risk level and explanation as to what the port is and how it can be exploited.  Tis project also explores the creation of a Tkinter GUI and how I took feedback from users and used it to improve the project.
[bookmark: _Toc1171624786]Task 1: Practical Development
[bookmark: _Toc899911401]Q.1: Initial Feedback
[image: ]
To collect Initial feedback on my project, I created a questionnaire with Microsoft Forms. I included multiple choices and open-ended questions to get the desired feedback. The questionnaire asked about the usefulness of a port scanner and whether network security was important, as well as what I could improve/add to the final version.
I received feedback from 8 people, and the overall reception was extremely positive. From the 8 responses, when asked about the project idea, 5 of them said that it was a very good project idea. Furthermore, 7/8 of the responses said that the tool will help them understand their network security better. 6/8 responses also said that network security is very important which means that my port scanner has a market to tap into. 7/8 of respondents said that displaying a risk level for open ports will help with understanding network security further and dangers they are exposed to. 
I received useful feedback on open-ended questions. The two questions asked for any potential features to be added and suggestions on what can improve the port scanner currently. I received a few improvements based on explanations based on what service the port is linked with, as well as instructions on how to open/close ports. Another respondent thought that user documentation for the port scanner would help with usability for regular consumers.
I have received this feedback and decided to make a few key changes and improvements to the current project. The port scanner will now include more ports, with longer descriptions that explain what the port is, what service it is tied to, as well as how to close the port along with potential risks if it’s kept open. I will also be adding user documentation to the port scanner. This will act as a guide for less technical users; this will improve accessibility.
[bookmark: _Toc967562195]Q.2: Implementation
In this phase, I will be implementing my python-based network scanner. The purpose of this scanner is to identify open ports on a network and identify the port [9]. The user is prompted to enter an IP address along with a port range to scan. The scanner will loop through the port range with a list of predefined ports, along with a risk level and brief description of the port and the service it is tied to. Visual Studio Code is the IDE used to develop the project, and Python is the only language being used.
This project was primarily built using the socket python library. Sockets let two nodes connect to communicate with each other on a network [8]. One socket connects to a port, and the other socket attempts to connect [1]. The scanner loops through the list of ports in the port range, and a TCP connection will then be attempted to check whether the port is open or not. If the TCP connection is successful, the port is open. Otherwise, it is closed.
[image: ]Figure 1: GUI of network scanner developed with Tkinter.
This screenshot shows the user entering an IP address and a port range. This tool can be used across a wide array of networks. The progress of the scan is displayed in the GUI, and any ports found will be listed as it is being discovered. The name of the port will be shown and at the end of the scan the risk level will be displayed too, with a description.
[image: ]Figure 2: Results of ports found after scanning.
The results of the port scan will be displayed with all the ports that are found to be open. The user will get the choice to export the results to a CSV file for future analysis. The results will be formatted for easy readability and better understanding, especially if there are a dozen ports.
[image: ]Figure 3: Results exported as a .csv file
A GUI has been considered for the project, and a few questionnaire responders recommended one due to ease of use and accessibility for non-technical users. It would be easier to enter an IP address and port range.
Troubleshooting
The main challenge faced was the amount of time it takes for the port scanner to complete a full port scan. It takes at least 5 minutes for all 1000 ports. Since each port is being individually and sequentially checked, the scan time is increased. This will be improved by briefly scanning each port until a predefined port is detected, which will then be fully scanned.
Another basic issue was data validation. This was done to prevent users from entering incorrectly formatted IP addresses and port range. Instead of the program crashing, the user is prompted to enter a valid IP address.
[bookmark: _Toc1019852971]Task 2: Innovation
[bookmark: _Toc1876570520]Q.1: Technical design
The name of my tech start-up will be “PortGuard”. This name reflects the purpose of this project, which is to guard networks from open and unsecure ports. The logo created will consist of a shield to symbolize cyber security and network protection.
[image: ]
Business Type
My startup will be a Private Limited Company (Ltd). Since this project will be run by a single individual, this is the business type that I found suitable. The main advantage of an LTD is that there is limited liability. This means that you are not found personally responsible for company assets, meaning if your business falls into debt, your assets don’t act as collateral. A limited company is legally separate from the people who own it [2]. Taxation is also lower with more opportunities for business growth; it is suitable for my needs.
Business Strategy
The purpose of my business is to provide a user-friendly cybersecurity tool aimed to small businesses/users. The port scanner I've created is focused on usability and accessibility to make it easy to use for a wide range of people; it doesn't matter if they aren't technology literate. The port scanner will provide advice once the results are out based on ports listed as open. User documentation will be included for usability. This business can be funded through: Investors, Crowdfunding, and Investments.
[bookmark: _Toc1162847785]Q.2: Pest Analysis
PEST analysis is a framework used by organizations to evaluate external environmental factors that may affect their performance. It stands for Political, Economic, Social, and Technological [3].
Political
This section talks about how current politics directly affect your business, either positively or negatively. Areas it particularly affects are tariffs, trade deals, tax, and employment laws. Government policies can affect the way a business is running and even the industry it belongs to. For PortGuard, it would need to follow laws for data protection such as GDPR (General Data Protection Regulation). GDPR is a law concerning the personal data of EU citizens and how it is handled [4]. Violating GDPR can penalize a company with a max of €20 million or 4% of global profits.
Economic
Economic factors refer to commerce in the environment that the business operates in. This is reflected in economic indicators such as inflation and unemployment rates [5]. This can impact business operations highly. In a weaker economy, businesses would need to reduce spending or even lay off employees. A business like PortGuard would remain stable due to the increasing demand for cyber security.
Social
Social factors refer to the culture and attitude of the country that businesses operate in. This determines the behavior of consumers and can differ vastly between countries. Many people, especially older people, will lack basic cyber security skills. This gives PortGuard a consistent customer base with its risk analysis.
Technological
This section refers to technology that can aid businesses in diverse ways [6]. Cybersecurity is a rapidly evolving field that has many technological advancements happening every day. This means that my port scanner will need daily updates to fix any bugs emerging. However, some advancements such as automation can improve the usage of my tool with faster scanning. Failing to keep up with technological demand will result in an outdated product.
Legal & Ethical Considerations
The main legal consideration with my project is gaining users permission to scan ports on their network. Without asking for permission, it is considered illegal access. Another important consideration is complying with standards such as GDPR. This means I must handle sensitive user data with care, otherwise I could face a costly fine.
Ethically, this project is not to be used for hacking or exploitative purposes. It is solely made for teaching cyber security awareness by exposing vulnerabilities[8], not exploiting them. It should not be used to mistreat user data.
[bookmark: _Toc702474232]Task 3
[bookmark: _Toc1401540418]Q.1: Practical Feedback
[image: ]Figure 4: Questionnaire feedback from users.
I created another questionnaire after the application was completed to gain practical feedback on its usage quality. I found 10 participants to answer the questionnaire, 2 more than initial feedback. I included closed and open-ended questions to gain individual feedback and mass feedback on overall performance and usability.
The consensus is that the application was highly usable and functional. The feedback was highly positive with 9/10 participants being satisfied. The rest of the questions had high praises with "Very Satisfied” being the most chosen response to each question. This suggests users were able to understand the port scanner and found it functional.
From the open-ended questions, a few suggestions came in. The suggestion I got twice was to improve the scanning speed. The scanning speed is determined by the range of ports and may be limited by firewalls. Another suggestion was simplifying the port explanations, as long text goes off the screen and is unreadable.
From this feedback, I will improve scanning speed by allocating more CPU power or bandwidth. I will also make descriptions for ports simpler along with a bigger GUI to fit more text. An important improvement would be user documentation for non-technical users.
[bookmark: _Toc1272843823]Q.2: Project Progress Diary

Weekly report sheets helped organize my development and check what objectives need to be completed each week. Tis made it easier to identify problems and use Git to keep version control incase my project becomes unstable.
One main issue I encountered was adding too many objectives for the amount of time was given (1 week). If I were to do this project over again, I would plan this project more effectively in advance and set more realistic objectives that can be completed with efficient planning.
[bookmark: _Toc908060003]Q.3: Skills
The main skill i developed through this project was my Python skills. I used different tutorials and academy guides that taught networking and socket programming skills. This also helped me understand what ports are and how TCP connections are made, as well as the process of scanning ports and how to close them if necessary.
Another important skill was creating a graphical user interface with Tkinter. This helped me create my creative design. I had to research how to make a user-friendly interface while prioritizing accessibility and functionality. Additional programming skills include exporting results to CSV file format and file handling. 
My debugging and troubleshooting skills have also improved. I encountered several issues when coding, such as ports not being scanned and the GUI not matching the initial design I was planning on. I also had to think about user input and how it needs to be thoroughly validated to minimize errors. Time management was also developed using weekly progress reviews.
[bookmark: _Toc718938286]Q.4: Positive Social Impact (PSI)
This project provides positive social impact because of how it improves cybersecurity awareness because many non-technical users are unaware of how severe vulnerabilities can exist in their home network [10]. My port scanner exposes open ports and explains why they are dangerous to make the user understand its risk and any associated risks. Digital literacy is encouraged for users by explaining simple cyber security concepts and creating a safe learning environment.
[bookmark: _Toc1592944606]Conclusion
In conclusion, the PortGuard project was able to complete the main objective of scanning home networks and spreading security awareness on the dangers of leaving ports open. It also provides users with risk analysis and color codes on the port based on its perceived danger level. I gained feedback from users which significantly improved the last version by increasing usability and functionality. I gained several useful skills through the development of this project, notably python programming and an understanding of GUI design that appeals to users.
The project was successful; however, there were areas for improvement as indicated based on the feedback I received from the questionnaire. Notably improving port scan speed and user documentation for a better understanding of how the port scanner works exactly.
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Name: Camden Henderson (2404086)
Programme: Software Engineering

Project Aim: The proposed solution is the development of a python-based network port scanner. The aim is for the network scanner to scan home networks and detect any open ports. These ports will be identified and presented to the end user in an easy to understand format. 
Project Objectives: 
1. Produce a network scanner in python, the user should be able to enter an IP address and a port range to scan.
2. Develop a GUI for easier accessibility for the user.
3. Present each port with a danger level.

<< WEEKLY UPDATE: NEW FORM EACH WEEK >>
Weekly Project progress forms:

Date: 18/03/2026

Progress:
· I have made a basic iteration of the network scanner. Users can enter an IP address along with a port range. Right now, I have only 3 ports that can be detected.

Actions:
1. Include more ports to be detected. It needs to be associated with a description and a risk level.
2. Finish writing the code for the first version of the network scanner.
3. Attempt to refine the code/rewrite it in order to make It run faster. I can use git for version control in case I make an error, in which case I can revert to a stable version.

Next review date: 25/03/2026.



Date: 25/03/2026

Progress:
· Additional ports were added along with descriptions and risk level. Advice is now given based on ports detected.

Actions:
1. Improve readability.
2. Create GUI

Next review date: 01/04/2026.


Date: 01/04/2026

Progress:
· The GUI has been developed using Tkinter. Ip addresses can now be entered through the GUI rather than CLI.

Actions:
1. Add CSV export function
2. Make GUI more readable.

Next review date: 08/04/2026.


Date: 08/04/2026

Progress:
· CSV exporting is now functional, and scan results can be saved locally. Basic input validation has been added.

Actions:
             1. Increased scanning efficiency
3. Beginning debugging and optimization

Next review date: 15/04/2026.


Date: 15/04/2026

Progress:
· User feedback was collected and I took in suggestions for simpler port descriptions.

Actions:
             1. Work on improvements from feedback
             2. Improve readability of port descriptions

Next review date: 22/04/2026.


Date: 22/04/2026

Progress:
· Completed testing and adjusted GUI bug where scanning would loop infinitely.

Actions:
             1. Review documentation
             2. Check for hidden bugs or formatting
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