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[bookmark: _Toc235787562]EXECUTIVE SUMMARY
This report explains how Artificial Intelligence is changing the way multinational companies manage risk. HSBC plc is used here. Like other sectors in the banking sector, AI is growing very fast; multinational banks now use AI for fraud detection, customer service, financial analysis, and even decision-making. AI helps businesses to boosts its work efficiency, reduce risk, reduce human error, and identify errors in the early stage. But every one of these has both positive and negative sides.
This report will focus on some areas, such as how political, regulatory, and technological changes affect multinational businesses, and also provide detailed advice on how senior executives can manage these challenges to get the best possible outcome. This report also focuses on data governance, ethical AI use, regulatory compliance, and consumers' trust. For HSBC, as a multinational bank, these risks are higher because they operate their business in many countries, and every country has different laws and regulations. Also, this report has used PESTEL analysis to find out external factors that can affect global businesses.
This report compares the regulatory environment in the UK and the EU and sectors in the banking sector. AI is growing very fast; multinational banks now use AI for fraud detection, customer service, financial analysis, and even decision-making. This report compares the artificial intelligence regulatory approaches of the United Kingdom and the European Union. The comparison examines the UK's principle-based regulatory framework and the European Union's AI Act to evaluate how these different approaches influence HSBC's AI governance, regulatory compliance, and international business operations. The UK has a more flexible approach; on the other hand, the EU uses stricter rules, for example, the EU AI Act. This creates a challenge for HSBC because they need to adapt its AI system to meet all the regulations. The analysis found that AI provides significant opportunities for HSBC by improving fraud detection, operational efficiency, and customer service. However, differences between UK and EU AI regulations create governance and compliance challenges that require stronger risk management and AI governance.
Moreover, AI can help to improve business, but it has some challenges to manage. Without strong data governance, control, and transparency, AI can damage HSBC’s reputation and reduce consumers' trust in HSBC. The report finds that although AI creates significant opportunities to improve operational efficiency, customer service, and fraud detection, it also introduces governance, ethical, and regulatory risks. The analysis concludes that HSBC should strengthen its AI governance framework, improve data governance, enhance regulatory compliance, and invest in responsible AI practices to maintain customer trust and achieve long-term competitive advantage.
Finally, this report provides a step-by-step implementation plan for HSBC and also outlines the challenges HSBC can face during implementation and how to handle them. Managing AI efficiently and carefully can improve a business, and if not managed carefully, it can ruin a business.
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UK: United Kingdom
AI: Artificial Intelligence
EU: European Union 
FCA: Financial Conduct Authority
AML: Anti-Money Laundering
ML: Machine Learning
GDPR: General Data Protection Regulation
OECD: Organization for Economic Co-operation and Development
CSR: Corporate Social Responsibility
RBV: Resource-Based View 
VRIO: Valuable, Rare, Inimitable and Organized 
PESTEL: Political, Economic, Social, Technological, Environmental and Legal
KPI: Key Performance Indicator 
IT: Information Technology 
KPI: Key Performance Indicator 
CRO: Chief Risk Officer 
CDO: Chief Data Officer 
CCO: Chief Compliance Officer 
CISO: Chief Information Security Officer 
HR: Human Resources























[bookmark: _Toc235787564]INTRODUCTION
Artificial intelligence (AI) has become an important technology for businesses, with organizations across many industries using AI to improve efficiency, decision-making, and customer experience. In the banking sector, AI is widely used for fraud detection, customer service, financial analysis, risk management, and process automation. As one of the world's largest multinational banks, operating in more than 56 countries, HSBC has also adopted AI to improve its banking services, strengthen risk management, and enhance operational efficiency (Pattnaik, 2024).
Artificial Intelligence helps banks process a huge amount of financial data and identify transaction patterns that a human cannot detect easily, and AI also strengthens operational efficiency and risk management in financial institutions (Pattnaik, 2024). HSBC uses AI to detect financial crime and suspicious transactions.
As an international bank, HSBC needs to manage political, technological, and regulatory factors to run its business globally without disruption and achieve the best possible outcomes for overall HSBC client satisfaction. HSBC, a leading global bank, also monitors the international economic environment; it needs to consider the impact on its global business perspective.
According to Floridi and Cowls, an AI system should follow five ethical principles, and these are beneficence, non-maleficence, autonomy, justice, and explicability (Floridi, 2019). These principles help organizations use AI responsibly and maintain public trust. Beneficence means AI should provide benefits to individuals and society, while non-maleficence requires organizations to minimize harm and prevent negative outcomes. Autonomy ensures that people maintain control over important decisions rather than relying entirely on AI systems. Justice focuses on fairness by reducing discrimination and bias in AI decision-making. Explicability means that AI systems should be transparent and their decisions should be understandable and accountable. By following these principles, organizations can improve ethical decision-making, strengthen stakeholder confidence, and reduce the legal, operational, and reputational risks associated with AI adoption (Floridi, 2019). 
However, the rapid growth of artificial intelligence has also created risks such as data misuse, cyber threats, etc. Regulators in the UK and the EU are therefore focusing on stronger AI governance frameworks to protect consumers and financial stability (Financial Conduct Authority, 2026). This report examines how the rapid growth of artificial intelligence affects risk management within HSBC. It analyses political, technological and regulatory changes, compares the AI regulatory approaches of the United Kingdom and the European Union, and evaluates how data governance, ethical AI and regulatory compliance influence customer trust. Finally, the report provides recommendations and an implementation plan to support HSBC's responsible and sustainable use of AI.


[bookmark: _Toc235787565]Main Findings
[bookmark: _Toc235787566]PESTEL Analysis of AI Risk Environment (HSBC) 
PESTEL is a tool used to analyze external factors that can affect businesses. It includes political, economic, social, technological, environmental & legal factors, and by using this tool properly, businesses can make better decisions and plan accurately. By evaluating these external forces, organizations can identify opportunities and threats, make better strategic decisions, and develop more effective business plans (Johnson, 2020).



Diagram: PESTEL analysis
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Political Factors

The political and regulatory environment plays an important role in how HSBC develops and uses artificial intelligence. In the United Kingdom, the government has adopted a principle-based approach to AI regulation, which encourages innovation while expecting organizations to manage AI risks responsibly (GOV.UK, 2023). On the other hand, the European Union has introduced the AI Act, which provides legally binding rules for AI systems based on their level of risk (EUROPA, 2025). In the UK, the FCA is increasing oversight of AI fairness and transparency. As a multinational bank, HSBC must adapt its AI governance practices to comply with the EU AI Act's risk-based requirements. This requires the bank to strengthen transparency, accountability, and regulatory compliance when developing and using AI systems (Veale, 2021). Therefore, political changes require HSBC to continuously update its AI governance framework to reduce compliance risks while maintaining innovation across international markets.
 
[bookmark: _Toc235787568]Economic Factors

Economic factors are one of the crucial parts for the banking sector, including inflation, interest rates, exchange rates, GDP growth, etc. These are the economic factors. To establish AI, it needs a high amount of investment in infrastructure, data, and a skilled workforce. Rising interest rates can impact HSBC's ability to invest in AI for the long term. Artificial intelligence can improve efficiency, but it needs high investments (Pattnaik, 2024). High interest rates can increase the cost of investing in artificial intelligence because technology infrastructure, skilled employees, and digital transformation require significant financial resources. However, successful AI adoption can improve operational efficiency, automate routine tasks, and reduce long-term operating costs.

[bookmark: _Toc235787569]Social Factors
For HSBC, social factors such as data privacy, fairness & transparency are key factors. Because any bias in lending or fraud detection can create discrimination, and as everyone knows, banking systems run on trust, misuse of AI can directly harm HSBC’s reputation. Social factors such as fairness, transparency, and accountability are essential for building customer trust. Floridi and Cowls (2019) argue that ethical AI should protect users' rights and ensure AI decisions are fair, transparent, and explainable (Floridi, 2019). AI systems can also create ethical challenges such as algorithmic bias, discrimination, and a lack of transparency. According to Mittelstadt et al. (2016), organizations should ensure AI systems are fair, accountable, and transparent to reduce these risks (Mittelstadt, et al., 2016). 
[bookmark: _Toc235787570]Technological Factors
Technology is the key to running businesses in this modern world. Although AI has several positive things, it can also increase cyberattacks and system risks. If the data used by AI is not appropriate or is poor, it can provide wrong results, and hackers can use AI for fraud (FCA, 2024).AI helps HSBC improve fraud detection and work more efficiently. However, criminals can also use AI to carry out cyberattacks and fraud (Pattnaik, 2024). Therefore, HSBC should invest in strong cybersecurity and AI monitoring systems to protect customer data and maintain secure banking services 
[bookmark: _Toc235787571]Environmental Factors
Artificial Intelligence system training and development processes mainly run on data centers, and it requires a huge amount of power, and it will double by the year 2030 (IEA, 2026). According to the European Central Bank, banks are also under pressure from regulators and stakeholders to meet ESG and climate change requirements to manage environmental risk properly (European Central Bank, 2026). Artificial intelligence systems require large data centers for training and operation, which consume significant amounts of electricity and contribute to environmental challenges (Vries-Gao, 2026). So, banks like HSBC need to balance AI innovation with environmental sustainability by improving energy efficiency and adopting more sustainable technologies. 
[bookmark: _Toc235787572]Legal Factors
Strict laws like the General Data Protection Regulation control how banks collect, store, and use consumers' data (Europeon Union, 2016). There is increasing legal pressure for AI to be transparent, explainable, and accountable. If banks fail to follow these laws, they face heavy fines, lawsuits, and regulatory penalties. HSBC operates as one of the world’s largest multinational banks, serving millions of customers across more than 56 countries. Because of its global presence, the bank is strongly affected by changes in politics, technology, and regulation. According to Veale and Borgesius (2021), organizations using AI should strengthen transparency, accountability, and governance to comply with evolving AI regulations and customers (HSBC, 2026; Veale, 2021). Therefore, HSBC must continuously update its AI governance and compliance framework to comply with evolving international regulations while protecting customer data and maintaining public trust.
[bookmark: _Toc235787573]Porter's Five Forces Analysis
Porter’s Five Forces model was developed by Michael E. Porter in 1980. It was used to analyze the competitive environment of an industry. The model examines competitive rivalry, the threat of new entrants, the bargaining power of buyers and suppliers, and the threat of substitutes. Understanding these factors will help companies to develop strategies to maintain a competitive advantage (Porter., 2005).
In the case of HSBC, competitive rivalry is very high because it competes with other global banks such as Barclays, Lloyds, NatWest, and international digital banks that are increasingly adopting AI. The threat of new entrants is moderate because the banking industry requires a major amount of capital investment, strict regulatory approval, and advanced technological capabilities. However, fintech companies are increasing competition by providing AI-powered financial services. The bargaining power of customers is high because customers can easily compare banking services and switch to competitors that provide better digital services, lower costs, and more personalized AI-driven experiences. The bargaining power of suppliers is also important because HSBC depends on technology providers, cloud computing companies, and AI software developers to support its digital transformation. Finally, the threat of substitutes is increasing as digital payment platforms, online financial service providers, and fintech firms continue to offer alternatives to traditional banking services.
From HSBC's perspective, Porter's Five Forces analysis shows that continuous investment in artificial intelligence, strong AI governance, and regulatory compliance are essential for maintaining competitive advantage in an increasingly competitive global banking industry. 
[bookmark: _Toc235787574]Impact of Political Change
Political decisions are one of the key factors that influence how a multinational company can operate its business. Governments create policies that shape financial regulations, technology, and data protection rules. In the UK, the FCA encourages AI innovation and protects consumers, while innovation of AI in the banking sector (Financial Conduct Authority, 2026). Political policy is also a main factor for international banks like HSBC; for example, trade agreements. Also, cross-border data regulations affect how HSBC will manage its global data system. Political discussions in the UK parliament have also mentioned risks related to AI in financial services, such as fraud, bias, & financial instability (UK Parliament, 2026).For HSBC, political stability and regulatory cooperation between countries are essential for managing global banking risks. Frequent changes in government policies and financial regulations require HSBC to continuously update its AI governance, compliance procedures, and risk management systems. Different political priorities and regulatory approaches across countries create compliance challenges and increase the cost of implementing a consistent AI strategy across global operations. In addition, changes in international political relationships can affect cross-border data governance and technology partnerships, requiring HSBC to adapt its AI systems to different legal and regulatory requirements (Veale, 2021).

[bookmark: _Toc235787575]Impact of Technological Change
In the banking industry nowadays, technology has become an important factor. AI technology, such as machine learning and language processing, allows banks to analyze data faster and more accurately. In the case of HSBC, it has successfully developed AI tools to detect financial crime and improve monitoring. HSBC has partnered with Google and developed a system called Dynamic Risk Assessment; the main task of this system is to identify suspicious transactions more effectively.  AI is also a useful tool to improve efficiency in operations and customer service. Such as, AI chatbots help banks to respond to customers faster and offer services that the customers want. According to the Resource-Based View (RBV) developed by Barney (1991), organizations gain sustainable competitive advantage when they possess valuable, rare, inimitable, and well-organized (VRIO) resources (Barney, 1991). HSBC's artificial intelligence systems, customer databases, skilled employees, and partnership with Google represent strategic resources that competitors cannot easily copy. These resources allow HSBC to improve operational efficiency, strengthen fraud detection, and deliver better customer service, creating a long-term competitive advantage.
Even though AI creates many advantages, it also creates many risks, such as cybersecurity and fraud risk. As banks use AI to monitor and reduce financial crime, criminals can use AI to make tools that are difficult to detect cyberattacks. For example, AI can help hackers to automate attacks and create realistic phishing emails. So, organizations must be more careful when adopting new technologies (HSBC UK, 2026). 
[bookmark: _Toc235787576]Impact of Regulatory Change
In the modern world, where AI has become a crucial tool in every aspect of business, regulation is a critical factor that influences AI adoption in banks. The European Union has already published an AI Act, which explains some of the AI features and applications in the banking sector as high risk, and therefore, to protect customers, strict transparency and risk management are required (Eurofi Magazine, 2024). 
In the UK, 75% of financial firm already using AI, and the next 10% are planning to shift. Because of this continuous AI popularity in the financial sector, UK regulators are analyzing how AI affects the financial market and consumer protection, and how they can protect consumers from it (FCA, 2024).  Regulatory changes force banks to develop stronger governance systems for AI, including transparency, fairness, and accountability.
According to Veale and Borgesius (2021), effective AI governance requires organizations to balance innovation with transparency, accountability, and regulatory compliance (Veale, 2021). For HSBC, regulatory changes mean that the bank must continuously review its AI systems, improve data governance, and strengthen internal risk management processes to ensure compliance with both UK and EU regulatory requirements. Strong AI governance will also help HSBC reduce legal risks, maintain customer trust, and support the responsible use of artificial intelligence across its international operations.
[bookmark: _Toc235787577]Comparison Between the UK and the European Union AI Regulatory Approaches
The UK and the European Union (EU) have different rules for using artificial intelligence (AI). This can make things difficult for big banks like HSBC that work in many countries. The UK does not have one big AI law like the EU AI Act. Instead, it has the Financial Conduct Authority (FCA), which is responsible for guiding businesses on how to use AI safely and responsibly. The UK also wants businesses to keep creating new ideas and improving AI. This gives companies more freedom, but it also means they must make sure AI is used safely and does not cause problems.
On the other hand, the European Union has introduced the AI Act, which is the world's first comprehensive legal framework for artificial intelligence (EU AI Act, 2024). The AI Act follows a risk-based approach by classifying AI systems according to their level of risk. High-risk AI systems, including many applications used in the financial sector, must comply with strict requirements relating to transparency, human oversight, data quality, accountability, and risk management before they can be used. According to Bradford (2020), the European Union often influences global business practices because multinational organizations choose to apply EU regulations across all of their international operations instead of maintaining different compliance systems for different countries (Bradford, 2020).
HSBC works in both the UK and the EU, so it must follow the AI rules of both places. This is not easy because the UK and the EU have different rules. HSBC cannot use the same AI rules in every country. It must follow the UK's more flexible approach and also follow the EU's stricter AI law. Institutional Theory suggests that organizations adapt their policies and governance practices to meet regulatory and institutional expectations (DiMaggio, 1983). So, HSBC must continuously update its AI governance framework to comply with both UK and EU regulatory requirements. If HSBC follows both sets of rules, it can avoid legal problems, maintain customers' trust, and continue to conduct business successfully in different countries.
The United Kingdom follows a principle-based and innovation-friendly approach to AI regulation (Gov.UK, 2023). On the other hand, the European Union has introduced the AI Act, which applies a risk-based approach and imposes stricter legal requirements on high-risk AI systems (EU AI Act, 2024). These different regulatory approaches create governance challenges for HSBC because the bank must comply with both regulatory systems. Floridi and Cowls (2019) argue that responsible AI should promote fairness, transparency, accountability, and explainability (Floridi, 2019). These principles support the governance requirements introduced under the EU AI Act and help organizations such as HSBC strengthen customer trust.
The table below can show it more clearly.
	Subject
	UK
	EU

	AI regulation
	Principle-based approach
	EU AI Act (risk-based approach)

	Regulator
	FCA
	EU AI Act

	Rules
	Flexible
	Strict

	AI Requirements
	General guidance
	Must follow the law

	Impact on HSBC
	Easier to introduce AI
	More compliance work



Table: Comparison between UK & EU AI regulations.
[bookmark: _Toc235787578]Senior-Level Advisory: Political, Technological, and Regulatory Change and Their Impact on HSBC Clients (ADVISE)
To manage political, technological, and regulatory changes effectively, HSBC should adopt several strategies, such as:
[bookmark: _Toc235787579]Risk Monitoring Systems

HSBC should continue investing in advanced risk management tools that monitor political developments, technological risks, and regulatory changes across global markets. A proactive risk monitoring system will help the bank identify emerging risks at an early stage, improve decision-making, and reduce operational and regulatory risks (Lanz, 2018). HSBC should also regularly review these risks and update its business strategies to respond effectively to changes in the external environment.
[bookmark: _Toc235787580]Implementing Responsible AI Governance

HSBC's AI governance framework should also incorporate the ethical AI principles proposed by Floridi and Cowls (2019), ensuring AI systems remain transparent, fair, accountable, and explainable (Floridi, 2019). HSBC should establish a strong governance system to manage the use of AI systems in the bank, and the developed AI system must ensure that AI decision-making is fair and transparent. Following proper governance helps HSBC monitor how algorithms operate and ensure that AI systems comply with legal requirements and all the requirements set by the OECD & GDPR (IBM, 2026). HSBC also needs to regularly review the developed AI system. Regulators also say that banks using AI must properly monitor and control how these systems work. HSBC should have clear supervision, risk management processes, and regular checks to make sure AI systems do not harm customers or create unfair outcomes. In simple terms, good AI governance helps HSBC use new technology safely while protecting customers and keeping the financial system stable. Effective AI governance will help HSBC reduce legal and reputational risks while strengthening customer trust and supporting long-term sustainable business performance.
[bookmark: _Toc235787581]Enhancing Data Governance
Strong data governance frameworks should be implemented to protect customer data and comply with global data protection regulations. According to the Organization for Economic Co-operation and Development (OECD), responsible data governance is essential for maintaining trust in digital technologies (OECD, 2024).
[bookmark: _Toc235787582]Strong Regulatory Compliance
HSBC should maintain strong relationships with regulators and continuously update its compliance systems to meet changing legal requirements. Regular compliance reviews, staff training, and internal audits will help the bank identify regulatory risks early and reduce the likelihood of financial penalties or reputational damage (Veale, 2021).
[bookmark: _Toc235787583]Maintaining Customer Trust

HSBC should ensure that AI decisions are transparent, fair, and explainable to maintain customer trust. Clear communication about how AI systems are used, together with strong data protection measures, will improve customer confidence and support the responsible use of artificial intelligence in banking (Floridi, 2019).
[bookmark: _Toc235787584]How International economic environment & microeconomic factors influence global business?
HSBC operates in many international markets, so its performance is affected by changes in the global economic environment. Some important macroeconomic factors include trade policies, interest rates, inflation, exchange rates, economic regulation, and recessions. These factors influence customer borrowing, loan repayments, investment decisions, operating costs and the overall profitability of the bank.
[bookmark: _Toc235787585]Trade Policies 
In every country, each and all trade policies are maintained and controlled by the government itself. The government controls it by maintaining some factors such as taxes, trade agreements, & regulations. If a government implements a harder trade policy, it is going to be hard for an MNC like HSBC to operate businesses in that country (World Trade Organization , 2026).
[bookmark: _Toc235787586]Interest Rates
Interest rates are a significant factor in the financial sector, such as HSBC. Interest factor affects how people make borrowing and lending decisions. For example, in 2022, the Bank of England increases their interest rate. Because of this reason, international banks like HSBC can earn more profit from loans, and that results in higher interest income for HSBC (Bank of England, 2026). However, higher interest rates do not always create positive outcomes for banks. They can also reduce loan demand and increase default risk, meaning HSBC must balance the benefit of higher interest income with stronger credit-risk management (Borio, 2017).
[bookmark: _Toc235787587]Inflation Rates
Inflation refers to the growth in the prices of goods and services, which results in a reduction in people's purchasing power. If inflation goes up, people need to allocate their money to basic needs rather than any other things that result, they have less money to repay loans or put money in savings accounts, and this thing will influence HSBC (Oner, 2026). An example is during 2022, inflation in the UK and globally increased sharply due to energy price rises and supply chain issues; because of this reason people are struggling financially, and HSBC had to increase its provision for bad loans, and that result a financial risk for HSBC (King, 2022).
[image: ]
Infographic: Inflation hike and decline in the UK between 2022 and 2025 (Bull, 2025).
[bookmark: _Toc235787588]Exchange Rates
The exchange rate refers to the price of a country's currency in relation to another country's currency (OECD, 2024). HSBC is an international bank that operates globally, so they deal with multiple currencies, and any change in exchange rates can directly influence HSBC. When the exchange rate fluctuates, it creates uncertainty in global business operations.
[bookmark: _Toc235787589]Legal Rules and Regulations 
Legal rules and regulations refer to the rules and guidelines set by each country’s governments and financial bodies of those countries, and HSBC must follow these rules and guidelines to run the banking operation in those countries. For example, in the United Kingdom, it is the FCA. HSBC must follow rules related to money laundering, data protection, & consumer protection. If HSBC failed to follow these rules, it may face fines and penalties, and this can harm HSBC’s reputation and customers’ trust. For example, in 2012, HSBC paid a $1.9 billion fine for anti-money laundering failures in the United States of America, and then HSBC invested a huge amount to protect itself from such failures in the future (The Guardian, 2014).

[bookmark: _Toc235787590]Recession 
A recession is a fall in the economy, and unemployment arises (Kose, 2026). In the case of HSBC, a recession has a huge impact cause on that time, businesses borrow less money from banks, customers can lose their jobs, HSBC’s loans can default, and HSBC can face an overall profit decline or loss. For example, during the COVID-19 pandemic. HSBC reported credit losses, and they needed to set aside billions to cover potential bad loans; their profit dropped significantly (HSBC Plc Holdings, 2021). During a recession, banks usually become more careful when giving loans because more customers may not be able to repay their loans. This can reduce HSBC's loan income and increase bad loans, which can lower the bank's overall profit (Laeven, 2020).
[bookmark: _Toc235787591]Artificial Intelligence 
Artificial intelligence is changing global businesses through its influence. AI can help businesses to enhance business efficiency, decision-making, and customer service. As HSBC operates its business globally, AI at HSBC is not an optional factor; now it has become a compulsory business strategy.
HSBC has already invested in AI, namely, “Transforming HSBC with AI”. AI automates repetitive tasks such as data processing, transaction monitoring, and customer queries, and this helps HSBC in faster operations, lower labor costs, and higher productivity (HSBC, 2026). By using AI, HSBC can reduce its costs; therefore, it has considered 20,000 job cuts (Simon Duffy, 2026). The Resource-Based View also explains why HSBC continues investing heavily in artificial intelligence. Barney (1991) argues that firms create sustainable competitive advantage by developing unique internal resources that competitors cannot easily imitate. HSBC's AI capability, financial data, digital infrastructure, and experienced workforce therefore become strategic assets that strengthen its competitive position in international banking while improving innovation and operational performance (Barney, 1991).By using AI at HSBC, they have now been able to do better fraud detection, cybersecurity, and transaction monitoring. Also, AI can provide better personalized customer service (Riya Pahuja, 2023).
[bookmark: _Toc235787592]Resource-Based View (RBV)
The Resource-Based View (RBV) was developed by Barney in 1991. The theory explains that organizations achieve sustainable competitive advantage by developing valuable, rare, inimitable, and organized (VRIO) resources that competitors cannot easily copy. These resources may include technology, knowledge, skilled employees, organizational capabilities, and strategic partnerships (Barney, 1991).
RBV is highly relevant to HSBC because the bank has already invested a large amount of money in AI, digital infrastructure, consumer databases, and highly skilled employees, and has also developed strategic partnerships, such as its collaboration with Google Cloud to improve financial crime detection through AI (HSBC, 2026). These resources will help HSBC to process large volumes of financial data, detect suspicious transactions more accurately, improve customer service, and strengthen operational efficiency. Because these resources require significant investment, technical expertise, and organizational experience, they are difficult for competitors to copy. But the RBV also has some limits. Possessing valuable resources alone does not guarantee long-term success, as technology evolves rapidly and competitors continually invest in comparable AI capabilities. So, HSBC must continuously improve its AI systems, invest in employee skills, and adapt to technological developments to maintain its competitive advantage in the global banking industry (Barney, 1991).

[bookmark: _Toc235787593]Institutional Theory
Institutional Theory was developed by DiMaggio and Powell (1983). The theory suggests that organizations often change their structures, policies, and business practices to meet legal requirements, regulatory expectations, and industry standards. Organizations do this not only to improve performance but also to gain legitimacy, maintain public trust, and satisfy stakeholders (DiMaggio, 1983).
Institutional Theory is relevant to HSBC because the bank operates its business internationally, and every country has different financial rules and regulations, and AI governance requirements. HSBC must follow the rules of the UK Financial Conduct Authority (FCA), the European Union AI Act, GDPR, and the laws of other countries where it operates. As governments make new AI rules, HSBC must regularly update its AI policies, risk management, and compliance systems. By following these rules, HSBC can reduce legal problems, protect its reputation, and build customer trust. But this theory also has some limitations. If HSBC focuses too much on following rules, it may become less flexible, spend more money, and take longer to develop new AI technology. So, HSBC should follow regulations while also continuing to improve and develop new AI systems. This will help the bank stay competitive and use AI responsibly (DiMaggio, 1983).
[bookmark: _Toc235787594]The Brussels Effect
The Brussels Effect was introduced by Bradford (2020). It explains how the European Union (EU) influences businesses around the world through its rules and regulations. Because the EU is one of the world's biggest markets, many international companies follow EU rules in all the countries where they operate instead of using different rules for different countries. This helps companies make their work easier and keep the same standards everywhere (Bradford, 2020).
The Brussels Effect is important for HSBC because the bank operates in the UK, the EU, and many other countries. The EU Artificial Intelligence Act and the General Data Protection Regulation (GDPR) have changed how HSBC develops and uses AI systems. Even in countries where these rules are not required by law, HSBC may still follow them across its global business. This helps the bank keep the same standards, reduce legal risks, and build customer trust. It also makes it easier for HSBC to manage its business in different countries and show that it uses AI responsibly. However, the Brussels Effect also has some disadvantages. Following EU rules in every country can cost more money, require more investment in technology and staff training, and make it harder for HSBC to change its way of working in different countries. So, HSBC should follow global standards while also following the local laws of each country. This will help the bank stay compliant and work more efficiently (Bradford, 2020).



[bookmark: _Toc235787595]AI Ethics
Artificial intelligence provides many benefits for HSBC, including better fraud detection, faster customer service, and improved risk management. But AI also creates ethical challenges that can affect customers and the bank's reputation. AI systems may produce biased decisions, reduce transparency, and raise concerns about privacy if they are not properly managed (Floridi, 2019). Because HSBC uses AI to support important financial decisions, it must ensure that AI systems are fair, transparent, accountable, and protect customer data. Strong AI governance also helps HSBC comply with regulations in the United Kingdom and the European Union while maintaining customer trust. By following ethical AI principles, HSBC can reduce legal and reputational risks and achieve sustainable long-term growth (Mittelstadt, et al., 2016). HSBC should establish clear AI governance policies to ensure that AI systems remain fair, transparent, and accountable. Following internationally recognized AI ethics principles can help HSBC strengthen customer trust, improve regulatory compliance, and reduce ethical and reputational risks (Jobin, 2019).
[bookmark: _Toc235787596]Other Factors
[bookmark: _Toc235787597]Data Governance
Data governance refers to how data is controlled, managed, and used properly from the time it is created to when it is, including how data is stored and protected, how data should be used, and legal control over data use (OECD, 2026). Governments focus on data governance to:
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Infographic: Data Governance Policy (British Business Bank, 2024).
HSBC has implemented an AI data system by which HSBC can reduce financial crimes and can protect consumer data. HSBC uses AI to analyses huge transaction data and detect suspicious activity. Their AI system can process millions of transactions and find hidden fraud patterns.
HSBC uses AI to monitor transactions and follow laws like GDPR, and AI reduces errors and improves compliance accuracy. HSBC updates systems to comply with data protection laws (GDPR), and AI improves AML (anti-money laundering) compliance and reduces false alerts (Notice HSBC, 2026).

[bookmark: _Toc235787598]CSR in AI Use

Corporate Social Responsibility, or CSR, refers to the idea that businesses have some responsibility to society (Carroll, 1991). AI is not just a tool nowadays; it has become a major tool for businesses. AI use is related to consumers' privacy, such as consumer data, fairness, and transparency; to protect consumers, AI use should be linked with corporate social responsibility. As artificial intelligence becomes increasingly important in banking, HSBC should ensure that its AI systems are used responsibly and ethically. AI systems process large amounts of customer data and influence important decisions such as fraud detection and credit assessment. Therefore, AI should be designed to protect customer privacy, promote fairness, avoid discrimination, and maintain transparency (Floridi, 2019). Integrating CSR into AI governance can help HSBC strengthen customer trust, improve accountability, and support responsible innovation. The EU already provides “Ethics guidelines for trustworthy AI”. HSBC should follow this to make its use of AI more transparent and safer for consumers (European Commission, 2019).
[bookmark: _Toc235787599]Stakeholders Theory
Stakeholder theory was developed by R. Edward Freeman in 1984 and refers to businesses creating value for all stakeholders affected by the business decisions, which includes consumers, regulators, governments, and investors (Freeman, 1984). This theory is relevant to HSBC because its business operations in different countries affect different stakeholders in different countries.
[bookmark: _Toc235787600]Customers
HSBC, a global bank, consumers in the banking sector are very important stakeholders. An AI system is totally dependent on the given data to the AI, and if any error present in the data that could result in inaccurate, biased, and unclear decisions, and by this way, consumers can get unfair treatment. So, HSBC must make the process transparent and ensure the data is accurate. The FCA states that customer protection and fairness are essential when adopting AI in businesses (FCA, 2024).

[bookmark: _Toc235787601]Regulators and Governments

Regulators are one of HSBC's most important stakeholders because the bank operates across multiple locations and must comply with varying legal and regulatory requirements. In the United Kingdom, HSBC is regulated by the Financial Conduct Authority (FCA), while in the European Union it must comply with the Artificial Intelligence Act and the General Data Protection Regulation (GDPR) (GOV.UK, 2023). These frameworks require HSBC to ensure that its AI systems are transparent, fair, accountable and secure. By aligning with both UK and EU regulatory requirements, HSBC can mitigate legal risks, enhance customer trust and support responsible AI governance across its international operations.
[bookmark: _Toc235787602]Employees
Employees are the stakeholders; they are directly linked to the operations of an organization. In terms of HSBC, adopting AI has both pros and cons; adopting AI can boost their productivity, but it can be concerning because of job loss and a changing job role. AI changes job roles and increases the need for reskilling (Méndez, 2026).
[bookmark: _Toc235787603]Shareholders and Investors
Shareholders want AI to improve profits and efficiency, but poor AI governance can lead to financial penalties and reputation damage that can lead to a decrease in share prices. Stakeholders’ theory suggests HSBC needs to focus on balancing shareholders' return and stakeholders’ interests (Freeman, 1984).
[bookmark: _Toc235787604]Recommendations
[bookmark: _Toc235787605]Build an AI Governance Framework
According to the FCA, MNCs need strong governance, accountability, testing, and transparency when adopting Artificial Intelligence’s is a multinational bank (FCA, 2026). In the case of HSBC, that running its banking operations in many countries. So, HSBC needs to create a global AI governance system that aligns with every country's legal and ethical rules where HSBC operates its banking operations. 
HSBC should also continue investing in artificial intelligence capabilities, employee skills, and digital infrastructure because these resources can provide a sustainable competitive advantage. According to Barney (1991), organizations that continuously develop valuable and difficult-to-imitate resources achieve stronger long-term performance than competitors. Therefore, AI should be viewed not only as a technology investment but also as a strategic business resource (Barney, 1991).
[bookmark: _Toc235787606]Data Governance and Consumers Privacy 
HSBC, a global bank, should improve its data quality, consumer consent system, and consumer privacy control system because AI depends on the data it receives; if the data is not accurate, then misleading results can happen. Strong data governance should align with UK rules and regulations in terms of the UK market, and for other markets, it should align with that particular market's rules and regulations (Financial Conduct Authority, 2026).
[bookmark: _Toc235787607]Ethical AI
HSBC should ensure that its AI systems are transparent, fair and explainable, particularly in lending and fraud detection. According to Floridi and Cowls (2019), trustworthy AI should follow five ethical principles: beneficence, non-maleficence, autonomy, justice, and explicability. HSBC should apply these principles to ensure its AI systems are fair, transparent, accountable, and explainable, helping to improve customer trust and regulatory compliance (Floridi, 2019). HSBC should also regularly assess its AI systems for algorithmic bias and fairness. Mittelstadt et al. (2016) argue that organizations should implement strong governance mechanisms to ensure AI systems remain transparent, accountable, and free from unfair discrimination (Mittelstadt, et al., 2016).
[bookmark: _Toc235787608]Continuously Monitor Global Regulatory Change
HSBC needs to establish a new compliance team, and their task will be to monitor every country's regulatory change where HSBC operates its banking operations, like the UK, the FCA, and the EU (Treasury Committee, 2026). According to Institutional Theory, organizations become more trusted when they follow new laws, regulations, and industry standards (DiMaggio, 1983). So, HSBC should regularly check for new AI rules in every country where it operates and update its AI policies. This will help the bank follow regulations, reduce risks, and keep the trust of customers, regulators, and other stakeholders.

[bookmark: _Toc235787609]Protect Customer Trust Through Transparency

HSBC is a global bank that provides banking services to global consumers. Banking depends entirely on transparency and consumer trust, so HSBC needs to inform consumers when AI is used and maintain its ability to provide services to consumers. It will build trust from the consumer side and help to make the process transparent (OECD, 2024; Floridi, 2019).




[bookmark: _Toc235787610]Implementation Plan
An implementation Plan needs time. For implementation, HSBC needs to follow some steps.


	Action
	Responsible Person
	Timeline
	Estimated Cost
	KPI 

	Designing AI Governance Framework
	Chief Risk Officer (CRO) & AI Governance Committee
	0–3 months
	£1–2 million
	AI governance framework approved and implemented in HSBC

	Build Data Governance
	Chief Data Officer (CDO) & IT Department
	3–6 months
	£2–4 million
	Fully compliant with GDPR and internal data governance policies

	Implement Ethical AI Framework
	AI Governance Committee & Compliance Team
	3–6 months
	£1 million
	All AI systems complete fairness and bias assessments before deployment

	Strong Regulatory Compliance
	Chief Compliance Officer (CCO)
	Continuous
	£0.5–1 million annually
	Zero major regulatory breaches and successful compliance audits

	Improve Cybersecurity & AI Risk Controls
	Chief Information Security Officer (CISO)
	6–12 months
	£5–8 million
	Reduction in cybersecurity incidents and faster fraud detection

	Employee Training & Hire
	Human Resources (HR) & Learning and Development
	6 months
	£2 million
	Fully relevant employees complete AI governance training

	AI Testing & Improvement
	AI Development Team & Internal Audit
	Quarterly
	£0.8 million annually
	AI accuracy above 95% and regular audit reports completed

	Customer Transparency
	Customer Experience Team & Compliance Team
	Continuous
	£0.5 million annually
	Higher customer trust scores and fewer AI-related complaints

	Continuous Monitoring & Improvement
	Enterprise Risk Management Team
	Continuous
	£1 million annually
	Quarterly AI risk reports presented to the Board



             
Table: Implementation Plan.
Note: The estimated costs, timelines, responsible roles and KPIs shown in this implementation plan are proposed by the author based on the findings of this report and relevant academic literature and author thinking. 






[bookmark: _Toc235787611]Designing an AI Governance Framework

HSBC needs to create a dedicated AI governance framework led by senior, experienced employees. While preparing the AI governance framework, they should consider the FCA's policy in the UK market and the EU Act for the EU market. Without clear governance, HSBC’s AI model is uncontrollable, and HSBC could face regulatory fines, ultimately leading to reputational damage. Effective AI governance should include regular monitoring, ethical reviews, and human oversight to minimize algorithmic risks (Mittelstadt, et al., 2016). The framework should be implemented within the first three months, with an estimated investment of £1–2 million for governance development, consultancy and policy implementation. Success will be measured by the Board's approval of the framework and its implementation across all major AI systems.

[bookmark: _Toc235787612]Build Strong Data Governance

HSBC must build a data classification system by which they maintain data. For example, if the data is about consumers' finances, the data will be considered most confidential, and they can keep it as sensitive data. If the data is bank data and a little bit of consumer data, such as the names of the consumers, then they can keep it as internal data, and if the data is related to the bank's performance, then they can keep or need to disclose it as public data because HSBC is a Plc company. They need to publish their financial conditions. Also, they need to set how long they will keep the data based on the data classification mentioned above. HSBC should follow the financial authority regulations, like the FCA in the UK and the EU Act for the EU. If they fail to do it, they will mess up the data or get wrong data, and based on the wrong data, AI will make wrong decisions, and they will fail in fraud detection. The implementation should be completed within six months with an estimated investment of £2–4 million. Effective data governance establishes clear responsibilities, decision-making processes, and accountability for managing organizational data, helping to improve data quality and support reliable AI systems (Brown, 2010).


[bookmark: _Toc235787613]Implement Ethical AI Framework

HSBC should implement an Ethical AI Framework under the leadership of the AI Governance Committee and Chief Compliance Officer (CCO). The framework should be implemented within 3–6 months with an estimated investment of £1 million. HSBC should consider ethical considerations while preparing the framework. They should develop fairness, transparency in AI decisions, and accountability principles. They can introduce some of the tools, such as bias testing an AI model for lending decisions and loan approval. AI must mention what the factors are that influence when a loan is approved or why the customers are not getting the loan if rejected (Rossi, 2023). According to Floridi and Cowls (2019), trustworthy AI should follow the principles of beneficence, non-maleficence, autonomy, justice, and explicability (Floridi, 2019). In addition, Mittelstadt (2016) argues that organizations should establish governance mechanisms to ensure AI systems remain transparent, accountable, and free from unfair bias (Mittelstadt, et al., 2016). Success will be measured by all AI systems completing fairness and bias assessments before deployment, a reduction in AI-related customer complaints, and successful compliance with internal AI ethics audits.

[bookmark: _Toc235787614]Strong Regulatory Compliance Systems

It is a process that HSBC cannot do once and forget; HSBC needs to monitor it continuously, as it is required to follow regulations in the UK. HSBC needs to follow FCA guidelines, and for Europe, they need to monitor the EU AI (EUROPA, 2025). HSBC should establish a dedicated AI Compliance Team under the leadership of the Chief Compliance Officer (CCO) to monitor and respond to regulatory changes across all markets where the bank operates. The implementation should begin immediately and continue as an ongoing process, with an estimated annual budget of £0.5–1 million. According to Institutional Theory, organizations gain trust and legitimacy by following changing laws, regulations, and industry standards (DiMaggio, 1983). Success will mean no major regulatory breaches, passing compliance audits, updating AI policies on time, and meeting all relevant UK and EU requirements.

[bookmark: _Toc235787615]Cybersecurity & AI Risk Controls

HSBC should strengthen its cybersecurity and AI risk controls under the leadership of the Chief Information Security Officer (CISO). The implementation should be completed within 6–12 months with an estimated investment of £5–8 million. In this segment, HSBC must use AI for fraud detection and to protect against cyberattacks, because hackers can also use AI. They also need to be careful that their AI system is not being controlled by hackers. They should also run regular testing of their AI so that they can check whether it is working properly or not. By ensuring these, they can get a report if something negative happens, and HSBC can take necessary steps (GOV.UK, 2024). According to Buczak and Guven (2016), machine learning can improve the detection and management of cyber threats when supported by continuous monitoring and risk controls (Buczak & Guven, 2016). Success will be measured by fewer cybersecurity incidents, faster fraud detection, successful penetration tests, and regular AI security audit reports.
 
[bookmark: _Toc235787616]Training and Hire

HSBC should implement an AI training and recruitment program under the leadership of the Human Resources (HR) Department and the Learning and Development Team. The program should be completed within six months with an estimated investment of £2 million. HSBC needs to train its employees on how these AI systems work, AI risk awareness, and data protection. Also, they need to hire specialists in AI, like AI specialists and data scientists, to run the process smoothly. Davenport and Ronanki (2018) explain that organizations benefit more from AI when they have skilled employees and the right resources (Ronanki, 2018). Success will be measured by all relevant employees completing AI training, improving their AI skills, and hiring qualified AI experts.
[bookmark: _Toc235787617]Testing and Improvement

HSBC should establish a continuous AI testing and improvement program under the leadership of the AI Development Team and Internal Audit Department. The program should be conducted every quarter with an estimated annual investment of £0.8 million. HSBC needs to run its AI system tests to verify it is working properly, obtain the AI system report after every operation, and evaluate the test report to ensure better long-term outcomes.
[bookmark: _Toc235787618]Consumer trust and transparency 

HSBC should implement a Customer Trust and Transparency Program under the leadership of the Chief Customer Officer (CCO) and the AI Governance Committee. The program should be introduced within 3–6 months with an estimated investment of £0.5–1 million. Consumer trust is essential for a global bank such as HSBC because customers expect their personal data to be used responsibly and securely. HSBC should clearly explain how its AI systems collect, process, and use customer data, as well as how AI supports decisions such as fraud detection and customer service. According to Floridi and Cowls (2019), trustworthy AI should follow the principles of fairness, transparency, accountability, explainability, and respect for human values. By applying these principles, HSBC can improve customer confidence, strengthen its reputation, and support compliance with AI regulations in different countries (Floridi, 2019).
[bookmark: _Toc235787619]Continuous Monitoring & Improvement

HSBC should establish a Continuous AI Monitoring and Improvement Program under the leadership of the Enterprise Risk Management Team, Internal Audit Department, and the AI Governance Committee. The program should operate continuously with an estimated annual investment of £1 million. It is a continuous process; HSBC needs to track AI performance using some factors, such as the accuracy of AI decisions on certain perspectives, bias level measurements, and overall consumer satisfaction, which can be done by collecting consumer reviews. Also, HSBC should regularly conduct an audit of AI systems to check their credibility of AI systems. According to the National Institute of Standards and Technology (NIST, 2023), organizations should continuously monitor, measure, and manage AI risks throughout the AI system lifecycle to ensure AI systems remain trustworthy, reliable, and effective (National Institute of Standards and Technology (NIST), 2023).
[bookmark: _Toc235787620]Conclusion
Artificial Intelligence (AI) gives HSBC many benefits. It can improve work efficiency, provide better customer service, reduce costs, improve fraud detection, and help employees make faster and better decisions. These benefits can help HSBC stay competitive in the global banking industry. However, AI also brings some challenges, like data privacy risks, cyberattacks, bad AI decisions, and changing regulations. So, HSBC should use AI safely, responsibly, and ethically (FCA, 2024).             
This report used Stakeholder Theory (Freeman, 1984), Resource-Based View (Barney, 1991), and Institutional Theory (DiMaggio and Powell, 1983) to explain how HSBC can successfully adopt AI. The report also showed that AI rules are different in the United Kingdom and the European Union, so HSBC must follow the laws and regulations of each market.
The report recommends that HSBC should build a strong AI governance framework, improve data governance, use ethical AI, strengthen cybersecurity, train employees, regularly monitor AI systems, and be transparent with customers. By following these recommendations, HSBC can reduce AI risks, improve regulatory compliance, increase customer trust, and achieve long-term business success. Overall, HSBC's future success will depend not only on using AI but also on using it responsibly, fairly, and effectively all over its global business.
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