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Welsh Digital Competency Framework is the future of education

Digital competence is an essential part of modern life. Whether it’s learning, working, or just staying connected, being digitally skilled is no longer optional, especially in post-pandemic life (ICDL, 2024). In Wales, digital competence is recognised as one of the three cross-curricular responsibilities in the new Curriculum for Wales, alongside, and as important as literacy and numeracy. The Digital Competence Framework (DCF), introduced back in 2016, aims to ensure that pupils are equipped to flourish in a world that’s increasingly driven by technology (Sennedd Cymru, 2016). But how well does it work in practice? Let’s break it down, explore how effectively it is integrated into schools, and see how it can help learners build essential skills for school and beyond.

What is the Digital Competency Framework (DCF)?

The DCF is split into four strands: Citizenship, Interacting and Collaborating, Producing, and Data and Computational Thinking. Each of these is broken into smaller elements, with progression steps to guide learners as they develop their skills from early years right up to post-16 education. Unlike the outdated separate ICT lessons, the DCF focuses on embedding these digital skills cross curricular (Welsh Government, 2018).

This ties in with the Curriculum for Wales’s and the Well-being of Future Generations (Wales) Act (2021) goal: to create ethical, informed citizens who can engage with the world in meaningful ways (Future Generations for Wales Commissioner, 2025). For me, working in a Pupil Referral Unit (PRU), this approach has been a game changer. Digital skills aren’t just about technology, they’re about giving young people the tools to communicate, collaborate, and problem solve. Esports, for example, has been a brilliant way to get learners engaged while ticking off a lot of the DCF’s boxes like teamwork, critical thinking, and using tech responsibly.

Citizenship: Identity, Image, and Reputation

Arguably one of the most relevant areas of the DCF is the Citizenship strand, particularly the element around Identity, Image, and Reputation. This couldn’t be more relevant today when everything is online, and digital footprints are forever. The progression steps for this element are:

· Step 1 is all about introducing young learners to personal information and why it needs protecting.

· By Step 3, pupils are thinking about what they post online and how it can affect them.

· Step 5 moves into more advanced territory, where learners critically evaluate content and manage their online reputation.

(Ceredigion County Council, 2024).

Applying DCF to real life experiences. 

One thing the DCF gets right is focusing on how digital skills apply to real life. For instance, the Citizenship strand also includes Digital Rights, Licensing, and Ownership. This teaches learners about things like copyright and ethical use of content. We’ve used projects like creating websites or digital portfolios to bring this to life. When pupils are designing a webpage or working on a digital CV, copyright isn’t just an abstract idea—it’s a skill they’re using on the spot.

In theory, the progression steps make a lot of sense. Though in practice, delivering them in a meaningful way can be tricky. In the PRU setting, we’ve made this work through hands-on activities, like looking at real world examples of online mistakes or exploring how social media impacts mental health. These kinds of discussions make the abstract concepts feel real, but a big challenge is ensuring staff have the confidence and skills to teach this effectively. Investing in staff training is a must if the DCF is going to fulfil its potential (Jagota, 2023). 
The DCF skills also have a direct link to future employability. Employers want people who can use tech confidently and responsibly. But here’s where the DCF could go further, it doesn’t yet fully address new technologies like Artificial Intelligence (AI). AI is already changing the way we work and learn, and future proofing the DCF to include this would be a smart move (Meacham et al, 2014). Research has shown that almost 70 million new job roles could be created in the future, and around 300 million job roles could become obsolete by 2030 due to the introduction of AI and other new technology, so preparing our learners for this change is key to supporting their futures (Sergey, 2024). 

Inclusivity and Accessibility

One of the best things about the DCF is its focus on inclusivity. Digital skills can open doors for learners who might otherwise struggle. For many PRU pupils, traditional classroom learning doesn’t work, but using technology can help re-engage them. That said, not all learners have equal access to devices or reliable internet, which can hold them back. Programs like Hwb Cymru, which offers free resources, are a step in the right direction, but schools still need to advocate for more support to close this digital divide (Welsh Government, 2017) 
Assistive technology is another area where the DCF could shine. Tools like Microsoft’s Learning Accelerators or text-to-speech software make digital learning more accessible for pupils with additional learning needs, linking closely with themes discussed in the Telepathy Tapes (2024) podcast. The podcast highlights how technology can bridge gaps in basic communication, offering a lifeline for those facing barriers. Embedding such tools into the DCF would not only enhance accessibility but also reflect the podcast's vision of technology as a means to empower and include all learners, taking digital inclusivity to the next level (Dickens, 2024). 
What Needs to Change?

While the DCF is a solid foundation for education in the digital world, there’s always room for improvement. Here are a few things that could make it even better:
•Better Training for Teachers: Teachers need ongoing support to feel confident delivering the DCF. Digital skills are always evolving, and training needs to keep up, especially for teachers who are not digital natives. 
•Clearer Cross-Curricular Guidance: The idea of embedding digital skills across subjects is great, but schools need practical resources and examples to make it happen.
•Bridging the Digital Divide: Schools need more funding and resources to ensure all learners have access to the devices and internet they need.
•Updating for the Future: Adding elements about emerging technologies, like AI, would help keep the DCF relevant, where future jobs and employability skills are concerned.
(Estyn, 2018).
Final Thoughts

The Digital Competence Framework is a fantastic idea and an important step towards preparing learners in Wales for life in a digital world. By focusing on real world skills and embedding them into the curriculum, it gives pupils the tools they need to thrive. For learners in PRUs, it’s been a lifeline, offering opportunities to re-engage with education in a way that feels relevant and empowering. Of course, the framework isn’t perfect. Implementation varies, and challenges like teacher confidence and the digital divide still need addressing. But with the right support and future focused updates, the DCF has the potential to shape a generation of confident, ethical, digitally competent learners (Falloon, 2020). 
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The rapid evolution of the digital world has deeply influenced children and young people (CYP), shaping how they learn, communicate, and engage with society. While technology provides numerous opportunities, it also poses significant challenges (UNICEF, 2017). This blog critically analyses some of these effects, drawing on Bandura’s Social Learning Theory (1977) to explore the relationship between theory, policy, and practice in addressing the impact of digital technology on CYP.
Research highlights both the promise and perils of the digital world. A 2021 study by Ofcom revealed that 93% of 8- to 15-year-olds in the UK use the internet, with many reporting benefits such as enhanced learning and social connectivity (OFCOM, 2022) However, the same study noted significant concerns about online risks, similar to findings from UNICEF’s 2020 report, which highlighted the importance of digital literacy in preventing harm to CYP (UNICEF, 2020). 
Positive Effects of the Digital World on CYP
The digital world offers countless benefits to CYP, fostering creativity, collaboration, and communication. Digital platforms enable young learners to access diverse educational resources, such as Hwb Cymru, which supports the Welsh curriculum. Social media and online forums also provide spaces for self-expression and identity exploration, particularly for marginalised groups (The Lancet, 2018). 
Additionally, digital tools enhance learning by making it interactive and engaging. For example, gamified learning apps like Duolingo or Microsoft’s Learning Accelerators motivate students to develop language and literacy skills. These platforms promote self-paced learning, catering to individual needs and abilities, and help develop a sense of achievement through progress tracking and rewards (Balalle, 2024). 
Negative Effects of the Digital World on CYP
Despite its advantages, the digital world presents considerable risks. Excessive screen time is linked to physical health issues, such as obesity and eye strain, and mental health problems, including anxiety and depression. Social media’s curated content can exacerbate issues of self-esteem and body image, particularly among adolescents (Nakshine et al, 2022).
The digital world presents significant risks to CYP that cannot be ignored. According to the NSPCC’s evidence review on online risks (2019), children are increasingly exposed to various dangers online, including cyberbullying, online grooming, and exposure to harmful or inappropriate content. These risks can have profound consequences on mental health, with studies linking online abuse to anxiety, depression, and low self-esteem. Additionally, the incidence of harmful social comparisons on social media platforms intensifies issues related to body image and self-worth, particularly for adolescents. The report also highlights the dangers of digital addiction, where excessive screen time disrupts sleep patterns, physical health, and face-to-face social interactions. Additionally,  the lack of consistent parental monitoring of children’s online presence and gaps in digital education, leaves some CYP poorly equipped to navigate online spaces safely. Addressing these risks requires a holistic approach, combining robust safety policies, online monitoring tools, and education to empower CYP, and their parents to engage with the digital world responsibly and securely (Carras et al, 2024).
.
Understanding the Digital Impact Through Social Learning Theory
Albert Bandura’s Social Learning Theory (1977) provides a valuable framework for scrutinising the impact of the digital world on CYP. The theory emphasises that behaviour is learned through observation, imitation, and modelling, influenced by rewards and punishments. In a digital context, CYP constantly observe and imitate behaviours from peers, influencers, and media content (McLeod, 2024).
Bandura’s Social Learning Theory is supported by observed evidence demonstrating the impact of media role models on CYP’s behaviour. A 2021 study explored how adolescents' engagement with social media influencers can impact their self-esteem. It found that following influencers can lead to increased social comparison, negatively affecting self-esteem, especially among those experiencing Fear Of Missing Out (FOMO) (Schmuck, 2021) Similarly, a 2022 study linked increased social media use to lower self-esteem, highlighting the role of social comparison in shaping adolescents' self-perception (Farooq, Farrukh, and Khan, 2023)  These findings align with Bandura’s Social Cognitive Theory, which suggests that adolescents model their behaviours and self-concept based on the media and social interactions they observe. Bandura highlights that this observational learning process can be either positive or negative, depending on the nature of the influences in their environment (Fryling, Johnston and Hayes, 2011).
Examples of the Theory in Practice
1. Social media and Behavioural Modelling- Social media platforms, such as Instagram and TikTok, illustrate Bandura’s theory. Influencers serve as role models, shaping attitudes and behaviours related to fashion, fitness, or activism. While this can inspire positive changes, such as environmental consciousness, it can also reinforce harmful norms, like unrealistic beauty standards (Media Theory, 2023).
2. Digital Literacy Skills- Teaching digital literacy aligns with Bandura’s principle of reciprocal determinism, where behaviour, personal factors, and environmental influences interact. For instance, educating CYP to critically evaluate online information empowers them to be discerning consumers and ethical producers of digital content. This not only reduces the spread of misinformation but also promotes self-worth in navigating the digital environment (Olwan, 2024).
Linking Theory to Policy and Practice
Governments and organisations have an essential role in safeguarding CYP while enhancing their digital competence. In Wales, the Digital Competence Framework (DCF) incorporates digital literacy throughout the curriculum, preparing learners for a digital future while promoting online safety. The Safeguarding Wales Network ensures that CYP are protected in supportive learning environments (Safeguarding Wales, 2021). Additionally, CEOP Education highlights the importance of inclusive, accessible digital spaces, providing training and support for professionals (The National Crime Agency, ND). These efforts align with Bandura’s idea of creating environments that encourage positive learning and well-being. Additionally, Policies like the UK’s Online Safety Act (2023) aim to protect CYP from online harm by regulating digital platforms. Schools and local authorities implement e-safety programs, offering training to professionals and educating parents about online risks (Gov UK, 2024). For example, initiatives such as Safer Internet Day promote awareness of responsible online behaviour (UK Safer Internet Centre, 2024). 
Take aways. 
The digital world gives great opportunities for CYP but also presents significant challenges. By applying Bandura’s Social Learning Theory, we can better understand the effects of digital technology and develop strategies to maximise its benefits while minimising risks. Frameworks like the DCF and initiatives addressing the digital divide, and online safety  are crucial in creating an inclusive and safe digital environment. As educators, policymakers, and parents, it is our collective responsibility to guide CYP in navigating the digital world, empowering them to become informed, resilient, and ethical digital citizens.
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The Benefits and Barriers of Digital Learning in a Pupil Referral Unit(British Esports, 2024)
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As a one-to-one CYP skills mentor in a pupil referral unit, I teach Esports and Information Technology (IT), two areas that heavily rely on digital platforms. This experience allows me to witness firsthand both the transformative potential of digital learning and the barriers that learners face in digital education. 
Role and Involvement with Digital Learning
My role as a mentor is focused on providing personalised support to students who may have struggled in mainstream education. My specialist subjects are Esports and IT, two heavily digital subjects. Using gaming platforms and software, coding programs, top spec equipment, and Virtual Reality alongside general computer software to deliver lessons that suit the appropriate DCF progression steps.  In line with the ‘I do, we do, you do’ scaffolding model, all instruction takes place face to face, with digital technology woven in to allow me to take abstract concepts to concrete. For instance, during lessons, we often explore new concepts side by side on individual PC’s. I guide students through activities, such as reviewing gameplay strategies or coding techniques, with them working at their own pace on the computers. This step aligns with I Do, where I model the skill or concept, providing students with a clear example of how to complete the task. As the learning progresses, we move to the We Do phase. I sit with students at their own PCs, offering real time support as they tackle specific challenges more independently, whether it’s troubleshooting a piece of code or helping them improve a game strategy, allowing students to practice with guidance, encouraging active participation while still benefiting from my expertise, eventually enabling them to work independently.  As students gradually move through the stages, they become more confident in their abilities, developing the digital competence necessary to thrive in both Esports and IT, this is linked to Vygotsky’s Zones of Proximal Development (ZPD) (1978) (McLeod, 2024). 

Benefits of Digital Learning
Digital teaching and learning offer several benefits, particularly for students who may struggle in mainstream learning environments. 
1. Personalised Learning:  digital learning is far more flexible than traditional learning, allowing for more individually tailored learning. For example, pupils can choose a digital platform that suits their style or needs, such as Canva or Microsoft publisher. The ease of access to research materials online also means that rather than following a confined brief for a topic, pupils can pick a topic that suits their own interests and carry out independent research (Santiago et al, 2022).  
2. Increased Engagement: Digital platforms provide an immersive and engaging learning environment, which is particularly important for students in a PRU who are disengaged from education. For example, Esports intrinsically motivates students due to its competitive nature and its connection to modern technology, making learning more relatable and enjoyable. Cross curricular the use of VR headsets has proved to be key to engaging pupils in some of the less enjoyed subjects, such as exploring a VR model of the heart in science (Intel, ND). 
3. Access to Resources: Digital learning provides access to a wide array of resources and content that would not be available in a traditional classroom, such as using google for research, apps for editing and creating content, and Microsoft programs for recording work. For pupils with Additional Learning Needs (ALN), access to an Ipad, could mean that they have access to text to speech software or other assistive technology that can help them in their learning (Jack, 2024). 
4. Collaboration and Communication: Digital tools aid collaboration among students, even when they are not in the same physical space. Platforms like Microsoft Teams or Discord allow students to work together on projects or practice skills in a group setting, helping them develop teamwork and communication skills, this is particularly beneficial for students in a PRU where they are often split across sites, allowing them to have the social aspect of mainstream education, even when they are engaging in one to one lessons (Tannenbaum, 2024). 
Barriers to Digital Inclusion
Despite the advantages, many learners face significant barriers that hinder their access to digital resources.
1. Limited Access to Technology. Not all learners are going to have equal access to technology, while some will live in homes where technology is abundant, others from lower socio-economic backgrounds are less likely to have newer and more progressive technologies available to them at home, such as computers, laptops or tablets able to run the latest software or VR experiences. Internet stability is also an issue for those in more rural locations, with the lack of stable connection contributing to a lack of access to online resources. Both of these are issues for PRU pupils, as generally they are from poorer backgrounds (BBC, 2021). 
2. Digital Literacy: Digital literacy is the pupil’s ability to be able to navigate the digital world independently.  This can be a particular challenge for students in a PRU, as many of them have gaps in their education meaning they have missed many of the foundational skills needed for effective digital learning (ICDL, 2024).
3. Motivation and Engagement: Not all students are motivated to engage with digital learning, especially in PRU’s. The temptation of games, music or YouTube can prove too much for some pupils with ALN to maintain regulation and focus on lesson. IT Lessons in mainstream schools have often also been a negative experience for pupils due to the lack of digital literacy, and the lack of immediate support from teaching staff (Bixler, 2022). 
4. Support for Teachers: Many teachers themselves struggle with implementing digital learning in their classrooms, due to not being digital natives. While many younger staff have grown up immersed in technology, many older teaching staff do not have this experience, if schools are not encouraging professional development for all staff in terms of DCF, then there will be a disadvantage amongst pupils who don’t have the access to well trained and up to date staff (The Educator, 2021). 
Overcoming Barriers to Digital Inclusion
To overcome these barriers, several steps can be taken:
1. Providing Access to Devices and Internet: If schools want to see the benefits of digital learning, they need to be able to commit a part of their budgets, or collaborate with local councils or charities, to provide all pupils with equitable access to technology, both in school and at home (Pearson,2024). 
2. Improving Digital Literacy: The use of the DCF needs to be implemented far younger, in primary school and early years, as there is a huge cohort of learners who do not have the foundational skills needed to navigate modern and changing technology. Pupils need to know how to create accounts, manage passwords, send emails, share files etc, in order to be able to progress through the DCF (Wells, 2024). 
3. Engagement and motivation- To overcome engagement challenges with digital learning in PRUs, lessons should be personalised to students’ interests, like integrating gaming elements into IT. Clear structures and routines, such as breaking tasks into manageable chunks, can help students stay focused. Immediate support can be provided through real-time feedback, screen-sharing, and peer mentoring. Scaffolding learning with basic digital skills and gradually increasing complexity can also build confidence. Gamified activities and interactive tools like Kahoot! or game-based learning can motivate students (Balalle, 2024). 
4. Professional Development for Teachers: it is vital that schools give all teaching and support staff the opportunity to engage in professional development opportunities related to the DCF, such as ClassVR Demo’s, free Adobe masterclasses, and general computer skills support (OFSTED, 2024). 
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ClassVR headsets, are a Virtual Reality (VR) Headset, designed specifically for educational use. They come with pre-loaded educational packages and a library of online resources that can immerse learners in real world experiences across all subjects, from maths to art, from art to science. The VR headsets, also link to a teacher management centre where teaching staff can set work, check engagement and encourage students to participate in the virtual world (ClassVR, 2025b). 
Meeting Learner Needs
ClassVR is fantastic for supporting the needs of all learners, particularly those with neurodivergences. Anonymised student "A" has autism and experiences processing difficulties, as well as difficulties focusing on abstract concepts, particularly in history and geography lessons due to their lack of real world experiences. By using ClassVR headsets, "A" can virtually explore and immerse themselves in historical landmarks or geographical locations, enabling them to change abstract concepts into concrete experiences. This aligns with Vygotsky's Zone of Proximal Development (ZPD), where learning is most effective when it bridges the gap between what the learner can achieve independently and with support. The immersive VR environment acts as a scaffold, enhancing "A's" understanding and engagement (McPheat, 2024).
Benefits of ClassVR
[bookmark: _Hlk186985563]ClassVR is a powerful tool for personalised learning, offering students the flexibility to engage with content at their own pace. For example, learners can revisit VR experiences as needed, reinforcing their understanding of complex ideas, a feature particularly beneficial for pupils requiring repetition or alternative approaches to mainstream teaching. The immersive nature of VR not only captivates students’ attention but also nurtures curiosity and gives intrinsic motivation, making lessons more engaging and impactful. ClassVR  also encourages collaboration, as students can share their virtual experiences and insights with peers, enhancing communication and teamwork skills essential for the modern classroom (ClassVR, 2025c).
ClassVR aligns seamlessly with Wales’ Digital Competence Framework (DCF) by developing core digital skills, such as navigating VR interfaces and effectively using digital tools to explore and present information. This integration supports the Four Purposes of the Curriculum for Wales, particularly by inspiring students to become ambitious, capable learners and enterprising, creative contributors. By blending innovative technology with curriculum objectives, ClassVR not only enhances subject learning but also equips students with critical 21st-century skills (ClassVR 2017).
Challenges and Limitations
Although there are many benefits, there are also limitations to ClassVR. For schools with more limited budgets, the initial outlay of buying the ClassVR kits may be too much, as the packages cost thousands, this is not including the yearly subscription cost for content, nor the cost of maintaining the headsets (Kuykendall, 2022).  The use of VR can also cause sensory overload or motion sickness in some users, so they are not a beneficial tool for all pupils (Vuteva, 2024). There is also the chance of pupils not finding the VR headsets engaging, especially if they have access to non-educational VR sets at home, like the Meta Quest, where in comparison, the ClassVR headsets are not as impressive, neither content wise or graphics wise (Harbridge, 2025). 
Evidence of Impact
The use of ClassVR has shown measurable impacts on engagement and comprehension in my lessons. For "A," test scores and participation improved notably after incorporating VR into the curriculum, particularly in geography, where exploring 3D maps helped connect theoretical knowledge to real-world applications. Several researchers have had similar findings that there is beneficial impact to using VR within a classroom, with it boosting confidence of both teaching staff and learners when teaching new subject knowledge.  These outcomes reflect Bandura’s Social Learning Theory, as the interactive and visual nature of VR fosters observational learning and reinforces positive academic behaviours (Vats and Joshi, 2023).
Supporting 21st-Century Skills
ClassVR is an ideal tool for preparing learners with skills essential for 21st-century citizenship. By engaging with advanced technology, students develop digital literacy, critical thinking, and problem-solving abilities. The collaborative nature of VR experiences also nurtures teamwork and communication skills, preparing learners for a digitally interconnected world, linking into the  aims of the Wellbeing for Future generations Act (Wales) (2015). Additionally, VR can be adapted to incorporate bilingual or multilingual content, supporting Wales’ commitment to increasing Welsh first and second language learners (ClassVR, 2023). 
Final thoughts
ClassVR headsets demonstrate significant potential in meeting diverse learner needs, particularly for those with ALN. While challenges such as cost and accessibility exist, the benefits, ranging from enhanced engagement to the development of critical digital skill, outweigh the limitations. By aligning with educational theories like Vygotsky’s ZPD and policies like the DCF, ClassVR supports both the academic and personal growth of learners, promoting their readiness for the demands of the 21st century.
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