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1. Introduction

This assignment aims to address the issues facing the security of computer networks today.  It shall provide an overview of several common risks with recommendations on how to prevent or defend against these issues.

1.1. Keywords
DOS = Denial of service, DDOS = Distributed Denial of Service, DHCP = Dynamic Host Configuration Protocol, ARP = Address Resolution Protocol, MITM = Man In The Middle.
Sniffing = “Packet sniffing is the act of capturing packets of data flowing across a computer network. The software or device used to do this is called a packet sniffer. Packet sniffing is to computer networks what wiretapping is to a telephone network.” [1]
Hacker = Someone who breaks into systems without causing damage or seeking personal gain.
Cracker = Someone who breaks into systems with the intent of causing damage and/or seeking personal gain, sometimes socially or politically motivated.
White Hat = A hacker who uses tools and skill to gain access to systems with authority to reveal any weaknesses that need fixing.
Black Hat = The opposite of a White Hat hacker, a Black Hat cracker breaks into systems without authority for their own gain.

1.2. Objectives 
Any computer network can be affected by security issues therefore it is important to determine these risks and enact pre-emptive measures to prevent loss or damage of important information. The results of the 2017 survey show that three quarters of businesses based in the UK believe that cyber security is a high priority issue with 31% claiming it is a very high priority issue [2]. The survey also states that “virtually all UK businesses covered by the survey are exposed to cyber security risks. Since 2016, the proportion with websites (85%) or social media pages (59%) has risen (by 8 and 9 percentage points respectively)” [2].

As businesses take cyber security seriously it’s important to address the issues facing network security and determine the best course of action to prevent future security breaches. There are many different tools available to potential black hat crackers [3] and a cracker could get hold of information through phishing or other methods such as man in the middle attacks where the cracker convinces the information holder to give them valuable information [3]. This report will address several of the more common and preventable security risks that include:

· Denial of Service Attacks 
· Distributed Denial of Service Attacks
· Rogue DHCP Servers
· ARP Spoofing 
· Packet Sniffing
· Password Cracking

2. Computer Networks and Security Risk
2.1. ARP Spoofing

Veracode defines ARP spoofing as “a type of attack in which a malicious actor sends falsified ARP (Address Resolution Protocol) messages over a local area network.”[4]  This links the crackers MAC address to an authentic IP address of a computer or server on the target computer network.  Once this has been completed the attacker receives any information sent to that address [4].  This is bad for system security as the cracker can now intercept and modify or even delete data sent to the address, this could be important information for a business or even simple commands to CAM machines linked to a network.
ARP spoofing attacks can often be useful at facilitating security risks and avenues such as MITM attacks, which can “rely on ARP spoofing to intercept and modify traffic between victims.” [5] and DoS/DDoS attacks, which will be explained in more detail further into this report.
2.2. Packet Sniffing
As stated by Colasoft “A "Packet Sniffer" is a utility that sniffs without modifying the network's packets in any way. By comparison, a firewall sees all of a computer's packet traffic as well, but it has the ability to block and drop any packets that its programming dictates. Packet sniffers merely watch, display, and log this traffic.”[1]
While packet sniffing can be used legitimately when monitoring network performance and troubleshooting network communication problems it is also often used by black hat crackers to illegally gain access to information about potential target networks.  This is useful to the cracker as a packet sniffer can reveal information like IP addresses and passwords whilst also showing weaknesses in existing protocols that can be used to help the attacker in future.[1]

2.3. Denial of Service
DoS attacks are one of the more common security risks as DoS can occur as the result of perfectly ethical use.  A good example is used by the National Cyber Security Centre being “Black Friday sales, when thousands of users are clamouring for a bargain, [which] often cause[s] a denial of service.” [6]. On the other side Denial of Service attacks can be used as a tool by Black Hat crackers in order to slow down service to legitimate users.  This is accomplished by spamming the target website with a lot of traffic or information triggering a crash preventing legitimate customers from accessing the server thus resulting in a loss to the target [6].








Black Hat crackers generally use two methods of DoS attacks although sometimes DoS attacks exploit weaknesses in the target system that can cause a crash by taking advantage of bugs to destabilize access to the system. The main methods used include flooding and crashing services. According to Paloalto Networks [7] popular flooding attacks include:

Buffer overflow attacks – The cracker sends too much traffic for the target website to handle causing them to slow down.
ICMP flood – “leverages misconfigured network devices by sending spoofed packets that ping every computer on the targeted network, instead of just one specific machine. The network is then triggered to amplify the traffic.”[7]
SYN flood – The cracker requests to connect to a server without completing it until all available ports are dealing with the request.

DoS attacks are difficult to stop but generally do not have any long-term consequences [7].
2.3.1 Distributed Denial of Service
DDoS attacks are similar to, but not to be confused with, DoS attacks the boiggest difference being the amount of systems involved when sending traffic to a target computer network.  A DoS attack makes use of a small number of attacking systems, often only one in an attempt to overload the target and as such a DoS attack is often easy to defend against as the attacking system is easy to block.  This can sometimes be an issue though when industrial control systems might be easily saturated with traffic as they were designed with a low tolerance to traffic [8].
A DDoS attack as opposed to a DoS attack uses the resources of many internet users to each make requests which when combined overload the target.  These users can be willing participants such as groups of crackers working together in a loosely organized fashion or unknowing victims who’s systems have been infected for this purpose [8].


2.4. Rogue DHCP Servers
Before discussing rogue DHCP servers it is important to first address the question, what is a DHCP server?  DHCP lets the host of the server obtain its IP address by allocating it an address from a given pool of addresses, other configuration data can be sent to the host for example the DNS name server and the network mask. 
Indiana University defines a rogue DHCP server as being “any active DHCP server on the [IC] Network that [UITS] has not [been] approved” [9].  They can be set to provide a default gateway to the crackers machine in order to sniff all traffic sent by clients to the network.  This violates user privacy and can be a computer network security breach.  Not much can be done to prevent this aside from making sure users do not connect to DHCP servers they are not 100% certain they recognize. 

2.5. Password Cracking
Typically, Password cracking is achieved through two methods; Brute Forcing and Dictionary Attacks. Brute Forcing whilst generally used as a last resort when cracking passwords are very efficient at cracking simple short passwords.  In simple terms brute forcing is the process of systematically attempting every possible password by cycling through various permutations for example “a”, “b”, “aa”, “ab” ect. 

Mitchell on web.cs.du.edu [10] states that the “The upside to the brute force attack is that it will ALWAYS find the password, no matter it's complexity. The downside is whether or not you will still be alive when it finally guesses it.” [10].
Examples of programs that use brute force attacks include John the Ripper, Rarcrack, and Oracle [10].

Dictionary Attacks on the other hand combine a list (most commonly a dictionary) of words to determine the correct password.  More advance programs mix numbers and symbols at the beginning and end of guessed words [10].  Dictionary Attacks can be easily deflected as they rely on read words to function and if the password is misspelled or in another language (even a word that isn’t in the programs list) it cannot succeed. Even by combining multiple words a dictionary attack can be delayed for a long time.
Examples of programs that use dictionary attacks include, John the Ripper, L0phtCrack, and Cain And Abel [10].

[image: http://1.bp.blogspot.com/-9H63bqcnjJA/T2rXty57J0I/AAAAAAAAB2o/Prov0bjJU-Y/s640/image_6.png][fig 1] 
3. Possible Solutions
3.1. Secure Passwords
Password strength is measured by comparing the passwords effectiveness against brute-force attacks and estimating how many attempts the attacker would have to make to guess it correctly.  This can be seen in [fig 1] above the longer a password is the more secure, this doesn’t mean however that the password cracker couldn’t accidentally hit it early on in the process.


3.2. Ethical Hacking
The following set of rules was provided by the lecturer Dr Tim Bashford in order to keep within ethical hacking guidelines, “You must have the written permission of the owner/operator of the system you’re attempting to penetration test.  
This is the difference between a grey and white hat.
If you aren’t successful, it can be very difficult to prove that you were planning to reveal the vulnerabilities you found. You must not damage or modify the systems you’re accessing. Your job stops when you have the ability to steal data or do damage.  You don’t actually steal the data or do the damage. Protect the company you’re penetration testing for. This includes their privacy.  Largely encompassed by the above rule You must report issues you find to the company.  You should be entirely transparent about what you did and what you found. Additionally report vulnerabilities to hardware and software manufacturers – often, vulnerabilities which effect companies stem from operating system or common software bugs. Do not make them public until the company has adequate time to respond.  Of course, it’s your duty to report – but telling the world at the same time you tell the company effectively creates a 0-day vulnerability long before the vendor can create a patch.”[11]
White Hat hackers practice ethical hacking in order help businesses and organizations maintain sufficient and evolving network security measures.  This is done by giving the hacker permission to break into the software as long as they do not cause damage or change the existing software in any way and instantly report this to the company.  Some hackers collect bounties left by companies to effectively find and remove bugs before black hat crackers.  This can be done by penetration testing.
3.3. Penetration Testing
Penetration Testing simulates attacks on the computer network in order to assess and evaluate vulnerabilities.  This is usually included as part of a security audit and is carried out by a white hat ethical hacker. Many tools exist at an ethical hackers disposal for penetration testing for example Nmap and Kali Linux.  Penetration testing can be very profitable from being hired by a company for this purpose or collecting bounties.
4. Conclusion
In conclusion Computer Network Security risks can be prevented to some extent by using penetration testing to find existing issues in the security of the system and in the case of passwords being use then setting a good minimum number of characters for passwords of and setting a set level of required types of character. 
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