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[bookmark: _Toc173242282]Introduction
This research paper I have produced will involve critically evaluating, researching and analysing current published research papers based on Intrusion Detection and Prevention Systems (IDPS). Throughout my paper, I will be delving deep into a number of sources published that includes surveys and peer-reviewed articles where I will be weighing out their advantages of what they discuss comprehensively along with highlighting any limitations between each of them the reader may encounter. For each of the sources I would expect a minimum amount of information, that would include what IDPS systems are, detail into each its key components, how it’s put into practice and what you can do further into improving the way the system detects and prevents malicious activity. 

Following my write up of critique of the sources I have found for IDPS technology, I will then form a comprehensive proposal for an organization executive to consider in getting a new Information Security Unit formed. This team will be fully centralized and will be focused primarily on ensuring that all day-to-day policies and procedures are up to date and all employees adhere them effectively to ensure any risks are mitigated from the inside. Along side the day-to-day policies, proposals will be put together to cover disaster recover along with contingency planning to ensure the organisation can continue operating and can be restored if in the event of a disaster. In order for the new ISU team to work effectively within the organization, new roles have also been proposed for the executive’s consideration for approval. All this information is detailed effectively in the second task of this report.



[bookmark: _Toc173242283]Task 1  - Research in Data Security and Compliance
The first paper I have read is “Survey of intrusion detection systems: Techniques, datasets and challenges” [1]. This paper provides detailed classification for modern intrusion detection systems where it encompasses both types of methodologies used in detecting threads or malicious activity through both its Signature based IDS and Anomaly based IDS. Not only does it discuss context into the technology, but it goes into depth in outlining datasets used for evaluation along with tactics cyber criminals may leverage in order to attempt to bypass these defensive barriers. In addition, the paper also discusses datasets for evaluating IDS performance that are commonly used.

What you would find is that gaining an understanding of how datasets are used for helping the performance for IDS is absolutely imperative, which is something is able to highly assist with. By reading this paper you will get a solid understanding on how its effectiveness applies to a number of real-world situations. Another thing the author touches on quite extensively is the various approaches or techniques used within Intrusion Detection and Prevention technology, that are both known as Signature-based IDS and Anomaly-based IDS. By discussing what these technologies are and how they operate allows readers to gain a realistic view of its importance in the real world. By pulling readers into this and getting them a further understanding allows them to seek a positive foundation when putting it into practice. Finally, another thing that was noted, is that the paper goes into safeguarding details for IDS and the way it uses the data quite substantially.

Technology and innovation move at an excelling rate where in this instance, papers and articles published can become outdated quite quickly, a disadvantage of this paper is that as it was published in 2019, where IDS technology has moved on a long way in those 5 years. The paper touches on IDS features and potential future improvements at that time, but had not comprehensively discussed this so quite a bit of the information is now invalid in today’s climate. This in turn, means that this paper needs to be revised by other researchers to bring it up to date. For readers to gain an understanding of preferential IDS methods, a lot of sources available tend to go in-depth into running comparative analysis between each other to allow this to be achieved, with this paper unfortunately they don’t go into this level of detail, as it only has reviews on any notable recent works. 
Another source I went onto evaluating is relating to Intrusion Detection and Prevention Systems is a paper called “A Survey on Intrusion detection and Prevention Systems” [2]. This paper is a review from a survey of 113 research articles published in relation to all types of Intrusion detection technology over the last 7 years and provides extensively quite a range of literature build its case. It also contains a lot of context and purpose into the importance of an IDPS, whilst highlighting further key detailed information around the characteristics, functionalities and any further research areas.

The report covers quite a bit of context, the first one being that the authors not only summarize Intrusion Detection technology’ characteristics, but include additional insights. This research paper primarily discusses the current stature of the IDPS technology, but further efforts have been carried out from their researches following the survey, where they look further into the future development of potential advancing of the technology to assist with addressing emerging threats that will be imminent in future. The report is very extensive as it details 7 years’ worth of results and context from 113 different studies, including trends and advancements along with creating a clear-cut panoramic view of the Intrusion Detection and Prevention Systems landscape. A big plus for this paper is it seems to provide quite some focus on how all the Intrusion Detection and Prevention techniques and technology work in tandem as it goes into quite a bit of detail explaining what each individual component is solely responsible along with descriptions of what they do.

I have covered all advantages of the above paper, but as always, there is always room for improvement. Even though this source covers all those 113 research articles over a period of the last 7 years, the scope can arguably seem quite limited, as it is still finite results in comparison to the vast majority of intrusion detection and prevention systems. Another limitation with this paper is that the survey heavily relies on other existing articles of research to help paint the big picture. As not all information that is valuable could make it onto official published papers, some experimental results or approaches may remain unpublished, so its highly likely that publication bias could be encountered. As a way to implement or understand IDS technology, its important that you understand how attackers could potentially find ways around its defenses to gain access to a system. Unfortunately, this paper doesn’t go into much countermeasure techniques.
The next paper was “Intrusion Detection and Prevention System: Issues and Challenges” [3], this research paper is not like the source above where measures of surveys have been put into place to gather the facts to paint a picture of the IDPS landscape, but it focuses primarily on resource groups that are currently in practice to include any issues faced with scalability, adaptability and even accuracy of them using IDPS. Along with this, it expresses the effectiveness of needing to harness IDPS to help harden security and prevent any malicious activity with infrastructure. 

There are some benefits in researching this paper, where by reviewing the detection techniques for IDS, the paper not only focuses on just one or two, but discusses a diverse set of approaches that can be put into practice that can assist with detecting or even preventing malicious threats or intrusions if it were to occur. Just like everything there are always difficult challenges that lay ahead when considering anything for implementation, this paper highlights and raises awareness for a number of these potential challenges and discusses techniques that could be used to help overcome them by addressing the critical issues, where you should be able to then improve its effectiveness.

When critically analyzing the paper, it seems to be missing a bit of detail from when they discuss considerations with IDS designs, a way they could have improved this would be to expand further on usability and even scalability as part of the design to help provide further detail to the reader if they are building an IDS solution from scratch. Another limitation with this paper is that it could have gone much deeper into discussing further detection algorithms along with their pros and cons. I feel that including a bit more in relation to this would have helped enhance the read along with the content for this paper. The final limitation identified in this paper, would be simply put that they don’t go into much detail when making an evaluation on IDS. 



The final paper I went onto evaluate was called “Intrusion Detection and Prevention Systems: An Updated Review [4], this paper provides a full review and context of all IDPS solutions that are available during 2016. Further purpose of the paper goes into providing information on how IDPS solutions can identify vulnerabilities by the types of data it accesses. It also delves quite deep into various preventative measures to help alleviate threats accessing the network.
Good pointers that have been taken from this paper is that it emphasizes quite heavily on preventative measures that can be implemented to mitigate any intrusions along with providing quite a holistic approach into Intrusion Detection and Prevention System’ critical functionality. In addition, even though this paper was reviewing IDPS solutions back in 2016, it is understandable that the technology has advanced quite significantly since then, but this review has gone into enough context about its current position back then and its potential future prospects for improvements, this has pretty much covered a review of most new features that have been released within that technology since then.
Moving onto the disadvantages and limitations of this paper, the authors seem to discuss signature libraries, but don’t expand further on where and how the signature database libraries are kept up to date along with forgetting to express the importance of ensuring this is carried out effectively, so that any critical threats can be identified and blocked effectively from a network. Failure to do so will result in a high number of network intrusions as the attack patterns have not been identified previously for the IDS to know its malicious. Furthermore, I know I discussed above that the paper comprehensively goes through the detail of Intrusion detection systems, but they only seem to touch lightly on classification systems that exist within this technology and to finalise the review of this paper’ limitations, they don’t seem to go through any proactive measures that can be enforced before hand to harden the security barriers. Not detailing this to the readers may resort them into not putting these measures in place when building an IDPS for the first time, where there would then be a high chance of damage occurring when an attack happens, which may be a little too late.

[bookmark: _Toc173242284]Task 2 – Case Scenario

A Strategic Roadmap into Establishing an Information Security Unit

Summary
In order to allow us to proceed with the creation of the new Information Security Unit, please kindly consider the desired comprehensive approach detailed below that aligns with the goals and compliance requirements within the organization that will aid with heighten the safeguarding of all our critical systems and act as a barrier against any vulnerabilities or threats that will help fortify our infrastructure and ensure effective business continuity if in the event a disaster was to occur. Below I have outlined all the key focus areas on what is required to implement a successful Information Security unit within our organization, along with detailing each of their importance:
[bookmark: _Toc173242285]Organisational Structure and Chart 
We believe that a strong organizational structure is fundamental to its success, so within this ICU proposal, we feel a centralized model with the following roles appointed will ensure effective reporting and accountability. The designated officers within this overall task force will not only be working together, but will operate cross-departmentally where they will be required to collaborate closely with other departments such as Legal, Human Resources teams to ensure overarching objectives are fulfilled effectively [5] .

· [bookmark: _Toc173242286]Chief Information Security Officer (CISO)
This person(s) will be at the top of the hierarchy who will be responsible for the strategies, business goals and objectives and policy reviews and further development [6].

· [bookmark: _Toc173242287]Risk Manager
Responsibility is to primarily assess the current organization stature and mitigate any risks that could potentially arise within the organization [7].

· [bookmark: _Toc173242288]Incident Response Officers
Members of this team will be implementing remediation strategies to mitigate any breaches or threats that may arise [8].

· [bookmark: _Toc173242289]Compliance Officer
These officers frequently interact with staff of an organization to ensure compliance. They help to ensure that the organization is adhering to required regulations and policies. 

· [bookmark: _Toc173242290]Security Analysts
These members of staff will be solely responsible for analysing security events through applicable tools and event logs along with continuously monitoring the infrastructure for any malicious activity. They also play a political role where he/she is either explicitly or implicitly advocating a particular perspective on security [9].

[bookmark: _Toc173242291]Policies and Procedures
Once the ISU team has been established, the next phase would be to implement through policies and procedures that will help mitigate any data leaks, misuse and other potential threats that could be faced. In order to mitigate any data neglect within the organization, we will need to ensure that the following policies are enforced across the board:

· [bookmark: _Toc173242292]Data Classifications
Policies that are used to classify data based on its sensitivity. In addition, it could be used as a mining function can help achieve an intense understanding of databases [10].

· [bookmark: _Toc173242293]Access Control
This policy dictates which users are able to access data and other parts of our infrastructure. Access control policies can be applied, corresponding to different criteria for defining what should, and what should not, be allowed, and, in some sense, to different definitions of what ensuring security means [11].

· [bookmark: _Toc173242294]Acceptable use policy
These are vital tools for organisations to protect themselves and their employees from misuse of computer facilities provided [12]. 

· [bookmark: _Toc173242295]Incident Response
Details recommended guidelines when dealing with any security incidents when encountered. A poor incident response plan or having no response plan may results in legal consequences, loss of revenue, damage to the brand and losing the trust of customers [13]. So having this plan put into actions is absolutely imperative.

[bookmark: _Toc173242296]Data Protection Compliance
This is something all organisations and businesses have to ensure they are adhering to, as it ensures that the data is being handled in a safe and secure manner and won’t be neglected. Practices that will be implemented will include:
· [bookmark: _Toc173242297]Awareness and training
We will ensure that all staff are aware of the principles on data protection, this can be achieved by carrying out regular training regimes.

· [bookmark: _Toc173242298]Privacy Impact Assessments (PIAs)
This mainly applies to any new projects that get implemented, as efficient assessments need to be carried out to ensure privacy is at the forefront for project delivery with any new solution. It has been developed as an instrument and process in regulatory regimes for data protection over a long period [14] . 

These regulations are absolutely imperative and can’t be ignored. Frequent audits will take place to ensure that we remain fully compliant with what is expected. In addition, we will ensure that we closely monitor developments from a legislative point of view to ensure that the practices we have put into place are still in conjunction with current regulations.

There are other regulations required that are absolutely mandatory due to them being highly required for organizations within specific regions in the world, these being California Consumer Privacy Act (CCPA) [15] and also General Data Protection Regulation (GDPR) [16]

[bookmark: _Toc173242299]Security Standards
Creating secure standards into the organisations foundation from the ground up is absolutely imperative to ensure risks can be mitigated from day one. We will require implementing the following security standards into the organization:

· [bookmark: _Toc173242300]ISO/IEC 27001
This encompasses thorough risk assessments, continuous improvements and further controls with the management of information security. This is known to be the leading standard of the ISO 27000 series and contains the requirements of an ISMS. It has been presented as a model for the design, establishment, implementation, operation, monitoring, control, maintenance and continuous improvement of ISMS information in any kind of organization [17].

· [bookmark: _Toc173242301]Risk-based Standards
By carrying out risk assessments, this approach will allow us to focus on prioritizing controls based off its results. Regulators have turned to risk-based frameworks in an attempt to improve the way in which they perform their functions [18].

[bookmark: _Toc173242302]Contingency Planning
To ensure we are covered for any unexpected eventualities; we need to have a number of contingency plans put in place and approved, so that the organization can continue to function and can be restored if in the event of a full wipe out. These plans will include:
· [bookmark: _Toc173242303]Disaster Recovery
This plan primarily focuses on how to act if in the event the IT technology suffers a critical incident. It details the sequence of how-to bring systems back online along with information on how to restore any data or system loss effectively. It represents the lease understood aspect of emergency management [19].

· [bookmark: _Toc173242304]Incident Response
If in the event of an attack, the IRT will focus on the security incident at hand and will focus their attention on getting this eliminated, so systems can be brought back in a safe manner and can no longer be compromised.

· [bookmark: _Toc173242305]Business Continuity Plan
These plans ensure that business operates as usual during any disruptions and how this can be achieved in their respective departments, whilst IT can focus on getting systems brought back up as part of the disaster recovery plan. It is crucial that the organisations business continuity plan is to be comprehensive and up to date [20].

[bookmark: _Toc173242306]Governance and Strategic Planning
We will look to engage with corporate executives for governance in security, where security will be looked into in quite a bit of detail annually, where we can look to propose further enforcements and improvements within our security strategy to allow it to align with the business as it scales and the technology as it further adapts. By implementing processes like this, we can ensure that security is purely integrated within our organization’ core.
[bookmark: _Toc173242307]Risk Management
This is about making decisions that contribute to the achievement of an organisations objectives by applying it both at the individual activity level and in other functional areas. We will be looking to implement the following processes into place with our ISU that should help identify and mitigate any risks by implementing any further measures where required. This will allow us to remain agile and proactive:
· [bookmark: _Toc173242308]Risk Assessment
We will look to implement these assessments on a regular basis, where we can then look at putting further barriers in place to mitigate any issues or threats further that can be prioritized based on their severity. Although results from the risk assessment constitute important information for maintaining the safety of a system, this information will soon be outdated if the risk assessment is done once and for all [21] , so it’s vital to ensure that it’s kept up to date on a regular basis.

· [bookmark: _Toc173242309]Risk Treatment
Effective controls and barriers will be implemented to alleviate any issues where we can then look to continuously monitor how effective they are when put into production.
[bookmark: _Toc173242310]Summary
As a conclusion, and by utilizing the model detailed above in creating the new Information Security Unit in the organization, I feel this would be a strategic step in the right direction for success in order to heighten the security for not only our users and internal systems, but our overall branding and help boost the trust with our stakeholders. By putting all of this into a centralized management team, this will allow us to adhere and work in line with standards from within the industry and allow for cross-departmental collaboration that should help boost our security posture that next step further.

I hope you can consider this plan, I will look forward to your decision, support and any valuable feedback you may feel free to include.
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