











Cyber-crime also called digital crime uses technology as an aid to crime, a tool to plan or enact crime. The increasing reliance on using these digital technologies, social media platforms, and online communication networks has created new opportunities for criminals, engaging in criminal activity that can be conducted across the country and further often with a high degree of anonymity. (Wood et al., 2025, pp.288)
Cyber-crime has become one of the most significant challenges facing modern criminal justice systems. In the United Kingdom, cyber-crime has a wide range of offences, including online fraud, identity theft, hacking, bullying, stalking and harassment. 
Among these emerging threats, online radicalisation is a big concern due to its potential link with terrorism and violent extremism in the community. The threat of terrorism remains a significant concern in the United Kingdom due to the ever-evolving methods used and how easy it is for these extremists to recruit individuals to plan and conduct further attacks. 
Radicalisation refers to the process where individuals adopt extremist beliefs that may justify the use of violence to achieve ideological, political, or religious objectives. (NSPCC, 2024) 
There are two forms of radicalisation. When radicalisation occurs in person it is referred to as taking part offline, this happens in many environments, commonly known to occur in domestic locations such as religious, community and education centres. The other form, being online. (Wood et al., 2025, pp.293–296)
With the development of new and updated technologies, online radicalisation is a growing concern. With it moving also to a digital world It has significantly expanded the reach and influence of extremist organisations. These online platforms provide spaces where extremist narratives can be spread widely, allowing recruiters to target vulnerable individuals and impressionable minds, creating online communities that reinforce ideological beliefs. As a result, digital environments have become a key area of concern for policing, attempting to prevent terrorism and disrupting extremist networks.
Investigating cyber-enabled radicalisation presents significant challenges for policing. This essay aims to critically examine the challenges associated with investigating cyber-crime, focusing on the main topic of radicalisation. It will analyse case studies of extremist attacks and recruitment and evaluate police responses designed to combat these challenges.



The internet has transformed and played a big part in the way extremist ideologies are distributed and consumed by individuals. Online platforms are enabling these extremist organisations to reach global audiences, bypassing geographical barriers for a wider reach and communicate with potential recruits directly. Many of whom are vulnerable young individuals. It is believed people are even being radicalised in chat rooms of gaming platforms and not just the usual approach of social media platforms such as Facebook, X. etc. (Wood et al., 2025, pp.293–296)
These digital environments facilitate radicalisation by providing access to propaganda, enabling interaction between like-minded individuals, and creating online communities that reinforce these extremist beliefs. The anonymity of online communication also allows these individuals to explore radical ideas without immediate social consequences as their browsing history remains undetected.
Investigating online radicalisation presents numerous challenges for policing. One of the most significant difficulties is the amount of online content that must be monitored. The internet hosts vast quantities of information and data which therefore makes it extremely difficult and very time consuming for investigators to identify extremist content and track individuals who may be engaging with it. 
Even when extremist content is identified and removed from major platforms, it can often reappear quickly on alternative platforms or websites.
Another challenge faced is the use of encryption technologies. Many extremist networks communicate through encrypted messaging applications, which protect user communications from surveillance. 
While encryption provides important protections for privacy and security, it also restricts the ability of law enforcement agencies to access communications that may be relevant to investigations. This creates tension between the need for effective counter-terrorism measures and the protection of individual rights. The college of policing states the challenges with online hate material, including the jurisdiction of the crime, country and force area where the offender posted the material. (Home Office, 2017a)
Not all hate crime is linked to extremism and terrorism, but the likelihood is that a terrorist act will be motivated by hate. The hate may be personal, ideological or the result of manipulation by others. It is very important in being able to recognise the links, particularly in respect of intelligence handling.
The college of policing states that many perpetrators of terrorist activity commit less serious hate crimes prior to then progressing to more serious offending. Not every hate crime offender will escalate to taking part in committing an extremist crime and the challenge for policing is being able to identify those with the potential to do so, thereby enabling counter-terrorist colleagues to reduce the risk posed. (College of Policing, 2020)
Online radicalisation networks often operate across multiple countries, meaning that evidence may be stored on servers located outside the United Kingdom. Accessing such data may require international cooperation or legal agreements with foreign governments and technology companies. These processes can be time-consuming and may delay investigations. 
In addition, the process of radicalisation itself is difficult to define and measure. Some individuals may consume extremist propaganda online without ever engaging in violent activity, while others may progress rapidly from exposure to extremist content to participation in violent acts. This makes it difficult for investigators to identify which individuals pose genuine threats.
There are many case studies that show the growing threat of radicalisation and the challenges faced. The case of Shamima Begum provides an important example of how online radicalisation can occur through digital communication networks. In 2015, Begum travelled from London to Syria at the age of 15 after being influenced by propaganda from the extremist organisation Islamic State (ISIS). (Grierson, 2020)
Investigations revealed that she and two other schoolgirls had been exposed to extremist material online and had communicated with recruiters through social media platforms before leaving the United Kingdom.
This case illustrates the difficulties faced by law enforcement agencies in identifying radicalisation at an early stage. Much of the communication between recruiters and potential recruits occurs within private online spaces that are difficult for investigators to monitor. (Masters and Regilme, 2020)
As a result, authorities may only become aware of radicalisation once individuals have already taken steps towards joining extremist organisations.
Another significant example of cyber-enabled radicalisation is the 2017 Manchester Arena bombing. The attack was carried out by Salman Abed a suicide bomber who had detonated an improvised device in the foyer of an Ariana Grande concert which resulted in the bomb killing twenty-two people which included many children. Hundreds of other individuals were physically injured while many suffered from having emotional and psychological trauma, the result of Salman’s horrific attack. (Kerslake, 2018)
Investigations following the attack indicated that Abedi had been exposed to extremist propaganda and had interacted with radical networks both in online and offline environments.
The Manchester attack highlights how online radicalisation can contribute to the development of lone terrorism. This is when individuals who consume extremist propaganda online may become motivated to carry out attacks independently, without direct operational guidance from organised terrorist groups. 
This type of radicalisation is particularly difficult to detect because individuals may not be formally affiliated with known extremist organisations. Majority of the threat is from individuals who have self-radicalised, seeking to carry out these attacks. 
These individuals will decide themselves to conduct an attack, rather than the attack being directed or controlled by a terrorist group. This can make it harder for the authorities to be able to identify terrorist activity. (Security Service MI5, 2024)
Online radicalisation is not just limited to Islamist extremism; far-right ideologies have also gained significant traction within digital spaces. The 2017 attack at Finsbury Park Mosque in London, carried out by Darren Osborne, illustrates how online hate narratives can contribute to violent extremism. Investigations found that Osborne had been influenced by anti-Muslim propaganda and conspiracy theories circulating online. 
In this case study, Darren Osborne, hired a van which he then drove from Cardiff to London intending to ‘’plough through as many of them as possible’’ Unable to reach his initial target he reached the area of Finsbury Park, as it was the month of Ramadan many individuals were on the street in Islamic dress. He proceeded to drive the van into the group. R v DARREN OSBORNE [2018]
This case demonstrates the role of online forums and social media platforms can create environments where individuals encounter only content that supports their existing views. Exposure to repeated narratives portraying certain groups as threats can intensify hostility and contribute to radicalisation.
From a policing perspective, this case highlights the challenge of distinguishing between extreme political views and genuine security threats. 
In Cardiff a teenager, Lloyd Gunton had researched security for a Justin Bieber concert in Cardiff. Police officers on the day of the show raided his home and found a claw hammer and knife in his school rucksack. Radicalised online, Lloyd had planned a ‘lone wolf’ attack in the name of Islam and posted frequently on social media supporting Al-Qaeda.
This case has highlighted concerns of growing radicalisation online, with young individuals gaining easy access to extremist material and how quickly it can lead to being radicalised and taking part in attack. (Morris, 2018)
It is reported from the home office that between 2017/18 there were 7,318 individuals who were subject to a referral due to concerns they were vulnerable and being drawn into terrorism. (Pepper and Mcgrath, 2020, pp.185–188)
In response to the growing threat of online radicalisation, the United Kingdom government has implemented several counter-terrorism strategies. Due to the threat of terrorism, the CONTEST strategy was developed for counter-terrorism. 
Within this strategy the Prevent strand focuses on stopping these individuals from becoming terrorists or supporting terrorists. 
Prevent aims to stop individuals from becoming terrorists by identifying those who may be vulnerable to radicalisation and providing early interventions. (Wood et al., 2025b, pp.307–312)
A key component of Prevent is the Channel programme, which provides support to individuals identified as being at risk of radicalisation. Referrals to Channel can be made by teachers, healthcare professionals, community leaders, or police officers. The programme seeks to address the underlying factors that may make individuals susceptible to extremist influence, such as social isolation or exposure to extremist propaganda. (Pepper and Mcgrath, 2020, pp.185–188)




















In conclusion, the investigation of cyber-crime in the United Kingdom has become increasingly complex as digital technologies continue to transform patterns of criminal activity. Online radicalisation represents one of the most significant challenges within this evolving landscape, as extremist organisations exploit digital platforms to recruit supporters, distribute propaganda, and coordinate activities across national borders.
The difficulty of identifying individuals who may progress from extremist beliefs to violent action. Case studies such as the radicalisation of individuals travelling to join extremist organisations, the Manchester Arena bombing, and the Finsbury Park attack illustrate how online environments can facilitate extremist violence across ideological spectrums.
While policing strategies such as the Prevent programme and the removal of extremist content have improved the United Kingdom’s ability to address these threats. With recent reports and reviews of the CONTEST Prevent strategy, there is room for improvement, it is documented that this can be obtained by encouraging public trust and improving transparency.
Overall addressing the challenges associated with online radicalisation requires a multifaceted approach that combines multiple agencies, technological innovation, community engagement, and international cooperation. As digital communication technologies continue to evolve, the United Kingdom’s counter-terrorism strategies must also adapt in order to effectively combat the complex and rapidly changing nature of online radicalisation.
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