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Operating Systems
The operating system (OS) is a critical component to the general management of a computer system. The OS will primarily perform maintenance tasks such as managing hardware and software resources through process, memory, file and storage, device, security and finally, network and communications. 
Process Management is one of the primary tools utilised by an OS that handles the creation, scheduling and coordination of critical CPU resources to ensure efficient performance and smooth system performance. [1] Within the Windows OS, users can view the current performance and allocation of system resources such as CPU usage and memory consumption through the program Task Manager. Linux distributions such as Ubuntu offer similar performance metrics through terminal commands such as top and ps.
[image: Figure 1: Windows Task Manager]
Figure 1: Windows Task Manager








Memory Management is another critical component within an operating system, it utilises the process of allocating and organising a computer’s memory called “blocks” to different executing programmes to improve system performance. [2] Without proper memory management, programs crash and slow the system down.
[image: ]
Figure 2: Windows Resource Monitor
Operating systems are also responsible for file and storage management. This will include processes such as file organisation, directory management/security and managing device connections such as hard drives. Windows utilises file systems such as NTFS but incorporates deprecated file system formats such as FAT32. Other operating systems such as Linux will utilise EXT4 for their file system management. [3]

 [image: ]
Figure 3: Windows Disk Management
Device Management is a key operating system function, it handles all communication with hardware devices utilising drivers, process scheduling, error handling and resource allocation. Moreover, it maintains system security by excluding unauthorised devices and preventing devices from running outside safe limits. Windows has an incorporated device management tool that allows users to safely manage devices and handle errors efficiently. [4]
[image: ]
Figure 4: Windows Device Manager
Modern operating systems have implemented measures to prevent malicious users from using system resources or accessing private files. Measures such as passwords and encrypted file systems are the main methods for secure file systems but also file integrity. Operating systems allow administrators to separate accounts with different permission levels to thwart security breaches and prevent illegitimate access to files. [5]
[image: ]
Figure 5: Windows Defender Firewall
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Windows OS offers two command-line shells. Command and PowerShell. These command line interfaces provide direct communication between a user and the operating system. [6] 
For process management, tasklist is a command that will display all running processes and their unique identification. Subsequently, utilising taskkill /pid will allow a user to terminate unresponsive processes effectively.
[image: ]
Figure 6: Windows CMD - tasklist
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Figure 7: Windows CMD - taskkill /pid 23152 (perfmon.exe)
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Figure 8: Windows Powershell - Get-Process
Within Windows Command and PowerShell interfaces, utilising dir to list files and folders across a directory while using mkdir to create a folder. The use of copy will duplicate a file inside the directory. The del command will remove a file that has been specified. 
[image: ]
Figure 9: Windows CMD - mkdir & del
For network management, administrators can utilise ipconfig that can display network configuration information such as IP address and its default gateway. Ping command tests for connectivity between devices by sending packets to the destination host while netstat displays active network connections.
[image: ]
Figure 10: Windows CMD - ipconfig
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Figure 11: Windows CMD – netstat
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Figure 12: Windows CMD - ping google.com
For user management, whoami will identify any logged in users on a single machine, while net user will display local user accounts, this command can be modified with additional parameters to create, modify or remove accounts utilising the terminal.
[image: ]
Figure 13: Windows CMD - net user & whoami
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Within Linux distributions, the command-line interface is heavily relied on for system administration, automation and troubleshooting.
[image: ]
Figure 14: Linux ps aux
The Linux ps aux bash command displays a list of currently active processes, including CPU and memory usage by each process.
[image: ]
Figure 15: Linux top
Linux’s top bash command displays all active processes with active CPU and memory usage with the runtime of each process.
[image: ]
Figure 16: Linux ping
Very similar to how a Windows command line operates, the Linux bash ping command allows administrators to identify key network connectivity issues straight from a command line interface.
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All in all, operating systems across all computer systems play a pivotal role in managing hardware, software and user interaction. The key functions of each OS (process, memory, file and device management) all demonstrated the key metrics for maintaining system performance and stability for users interacting either through command-line interfaces or graphical user interfaces.
The use of command-line interface tools within Windows and Linux such as ping, taskkill, ipconfig, top and ps aux all demonstrated the core functions to effective management of a computer system as an administrator in the event troubleshooting is required. 




















Appendices
Tutorial Activity
The Operating System is a critical piece to managing hardware, software resources and communication between the end-user and devices. There are several different types of operating systems that are designed with various purposes and requirements dependent on the use case or environment. 
The Desktop Operating System operates using a graphical user interface which is commonly found inside personal computers and laptops. Operating systems may include Windows 11, macOS and Ubuntu. All of these operating systems utilise features such as multitasking, file management and support for a wide range of educational, business and entertainment applications. [7]
On the contrary, large scale businesses may require the use of a server operating system, these systems are designed to support multiuser authentication, management of network connections and provide centralised services such as file sharing and databases. These would include operating systems such as Windows Server 2019 and Ubuntu Server [8]
In recent years, mobile phones have adopted the graphic user interface for general use and connectivity with the outside world. These operating systems were designed with touch-screen compatibility, wireless connectivity and mobile applications while providing security and optimised battery performance. [9]
Finally, embedded operating systems are lightweight and purpose built designed to work inside specialised devices such as ATMs and vehicles. The OS is optimised for limited hardware resources and dedicated tasks. [10]
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Microsoft Windows [Version 10.6.26200.8457]
(c) Microsoft Corporation. All rights reserved.

:\Windows\System32>tasklist

Image Name PID Session Name Session#  Mem Usage

System Idle Process © Services ° 8 K
system 4 Services ° 1,472 K
Secure System 188 Services e 134,502 K
Registry 232 Services e 57,648 K
smss . exe. 760 Services ° 1,720 K
csrss.exe 684 Services ° 7,148 K
wininit.exe 1164 Services ° 9,644 K
csrss.exe 1112 Console 1 8,736 K
services.exe 1176 Services o 12,504 K
LsaTso.exe 1196 Services ° 4,588 K
1sass.exe 1204 Services o 35712 K
svchost.exe 1336 Services o 38,164 K
fontdrvhost .exe 1368 Services ° 5,084 K
winlogon.exe 1432 Console 1 16,472 K
svchost.exe 1492 Services o 20,688 K
fontdrvhost .exe 1524 Console 1 14,564 K
svchost.exe 1548 Services o 11,206 K
dum. exe 1652 Console 1 162,148 K
svchost.exe 1752 Services ° 7,208 K
svchost.exe 1848 Services o 30,080 K
svchost.exe 1896 Services ° 8,584 K
svchost.exe 1912 Services ° 10,360 K
svchost.exe 1964 Services e  13.784 K
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\Windows\System32>taskkill /PID 23152
SUCCESS: Sent termination signal to the process with PID 23152.

Windows\System32>
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Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
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C:\Testomkdir new

\Test>cd /d new

:\Test\new>del text-document.txt

C:\Test\new>
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Microsoft Windows [Version 10.6.26200.8457]
(c) Microsoft Corporation. All rights reserved.

:\Windows\System32>ipconfig

windows TP Configuration
Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Link-local IPvé Address . . . . .
IPva Address. . . . . . . . . . .

Subnet Mask . S ... ... .:255.255.255.8
Default Gateway . . . . . . . . . : 192.168.6.1

C: \Windows\System32>\
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Microsoft Windows [Version 10.6.26200.8457]
(c) Microsoft Corporation. All rights reserved.
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C: \Windows\System32>uhoani
desktop-djss1be\jake

:\Windows\System32>netuser
"netuser’ is not recognized as an internal or external command,
operable program or batch file.

Windows\System32>net user

User accounts for \\DESKTOP-DISSLB®

Administrator DefaultAccount Guest
Jake WDAGUtilityAccount
The command completed successfully.

:\Windows\System32>
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PID $CPU MEM  VSZ  RSS TTY STAT START ‘COMMAND

1 0.0 0.0 4322 3268 2 ss /pin/bash /google/scripts/onrun.sh sleep infinity
s 0.0 0.0 222140 3888 2 sa1 /usr/spin/rsyslogd

25 0.3 0.3 38768 27968 2 s 2337 /usr/bin/python /usr/bin/supervisord —n -c /googl
26 0.0 0.0 6196 2680 2 logger —t supervisord

67 0.0 0.0 12024 4016 2 ssha: /usr/sbin/sshd —p 22 —o AuthorizedKeysFile=
316 0.2 1.0 2095564 86220 2 s1 2337 /usr/bin/dockerd —p /var/run/docker.pid —-mtu=146
412 0.0 0.1 13996 9768 2 sshd: dominicrichards38 [priv]

415 0.0 0.1 13996 9736 2 sshd: dominicrichards38 [priv]

416 0.0 0.1 1232860 3396 2 /google/devshell/editor/proxy/editor-proxy ~stati
417 0.0 0.0 16328 6420 2 sudo /google/devshell/tmix-agent

421 0.0 0.0 1226100 2688 2 /google/devshell/vmux-agent

449 0.0 0.0 14256 6476 2 sshd: dominicrichards3g@pts/0

458 0.2 0.5 1793224 47132 2 containerd —-config /var/run/docker/containerd/co
459 0.0 0.0 7340 3596 prs/0  S<s 23:37 bash —c (sudo touch /var/run/google/devshell/4400
463 0.0 0.0 7604 4300 prs/0 /bin/bash —-norc —-—noprofile

470 0.0 0.0 14256 6364 2 sshd: dominicrichards3g@pts/1

476 0.0 0.0 7340 3536 prs/1  S<s+ 23:37 bash —c if [ -f /google/devshell/start-shell.sh ]
477 0.0 0.0 7340 3724 prs/1 /pin/bash /google/devshell/start-shell.sh 5087
478 0.0 0.0 6830 356 prs/l tmux new-session -A -D -n cloudshell -s 508723779
480 0.0 0.0 7016 2676 2 tmux new-session -A -D -n cloudshell —s 508723779
481 0.0 0.0 8796 5892 prs/2 -pash

703 0.0 0.0 2696 1528 2 sleep infinity

1059 0.0 0.0 10888 4588 pts/2 ps aux





image15.png
1 root 20 0 4324 3268 2988 5 -0 0:00.08 bash
9 syslog 20 0 222140 3888 2552 ¥ .0 0:00.01 rsyslogd

25 root 20 0 38768 27968 10872 ¥ .3 0:00.49 python

26 root 20 0 6196 2680 2440 ¥ .0 0:00.00 logger

67 oot 10 -10 12024 4016 2904 ¥ .0 0:00.00 sshd

316 root 20 0 2095564 85456 62000 ¥ 21 0:00.37 dockerd

412 roor 10 -10 13996 o768 8392 ¥ .1 0:00.03 sshd

415 root 10 -10 13996 9736 8364 ¥ .1 0:00.03 sshd

416 root 20 01232860 839 7272 ¥ .1 0:00.01 editor-proxy

417 root 20 0 16328 6420 5500 ¥ 11 0:00.01 sudo

421 root 20 01226100 2688 1976 ¥ .0 0:00.00 cmux-agent

449 dominict 10 -10 14256 6476 4820 0:00.00 sshd

458 root 20 01793224 46016 32372 ¥ .6 0:00.49 containerd

459 dominict 10 -10 7340 3596 3348
463 dominict 10 -10 7604 4300 3704
470 dominict 10 -10 14256 6364 4712
476 dominict 10 -10 7380 3536 3284
477 dominict 10 -10 7340 3724 3464
478 dominict 10 -10 6880 3456 3152
480 dominict 10 -10 7148 2788 2212
481 dominict 10 -10 8796 5896 4048
703 root 20 0 2696 1528 1432

1066 dominict 10 -10 11952 5664 3436

0:00.00 bash
0:00.00 bash

0:00.00 sshd

0:00.00 bash

0:00.00 starc-shell.sh
0:00.00 tmux

0:00.00 tmux

0:00.05 bash

0:00.00 sleep

0:00.00 top

ROUGBUOUBO UGB LnUnn L LG LGy
©oo000000000900000000000
cbobbobobobb0b000000000)
cooooo00000000000m00000
hohoboohrhomrohrhhhkhoosoo




image16.png
PING google.com (173.194.76.100) 56(84) bytes of data.
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e. Open the Process Explorer. Navigate to the folder where you have downloaded Sysinternals. Open the folder Sysinternals Suite >
Open procexp.exe.

When you open the Process Explorer, what did you see?

Answer Area

needed to reaccept eula.
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Step 2: Explore handles.

a. In the Process Explorer, click View > select Lower Pane View > Handles to view the handles associated with the conhost.exe
process.

Examine the handles. What are the handles pointing to?

Answer Area

the type of file and the registry directory theyre located in|
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Step 1: Explore threads.

. Open a command prompt.

b. In Process Explorer window, right-click conhost.exe and Select Properties...... Click the Threads tab to view the active threads for
the conhost.exe process. Click OK to continue if prompted by a warning dialog box.

c. Examine the details of the thread.

What type of information is available in the Properties window?

Answer Area

performance, graphs, disk and network information, security,

plipl

Information available includes environment variable, security information, performance information, and printable strings.
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e. As you review the list of active processes, you find that the child process conhost.exe may be suspicious. To check for malicious
content, right-click conhost.exe and select Check VirusTotal. When prompted, click Yes to agree to VirusTotal Terms of Service.
Then click OK for the next prompt.

1. Expand the Process Explorer window or scroll to the right until you see the VirusTotal column. Click the link under the VirusTotal
column. The default web browser opens with the results regarding the malicious content of conhost.exe.

g. Right-click the cmd.exe process and select Kill Process.

What happened to the child process conhost.exe?

Answer Area

it ended because the parent process ended.
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Step 3: Start another process.

. Open a Command Prompt. (Start > search Command Prompt> select Command Prompt)
b. Drag the Find Window's Process icon into the Command Prompt window and locate the highlighted Command Prompt process in

Process Explorer.

c. The process for the Command Prompt is cmd.exe. Its parent process is explorer.exe process. The cmd.exe has a child process,
conhost.exe.

d. Navigate to the Command Prompt window. Start a ping at the prompt and observe the changes under the cmd.exe process.

What happened during the ping process?

Answer Area

when pinging 1.1.1.1 a ping executable launched|
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e. The Microsoft Edge process can be terminated in the Process Explorer. Right-click the selected process and select Kill Process.
Click OK to continue.
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What happened to the web browser window when the process is killed?

—Answer Area

The process was ended|
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Question 5

‘Which Windows tool is the built-in virus and spyware protection?

Windows Defender

QO  Event Viewer

O Windows Registry
QO  Task Manager

O Windows Firewall

QO Resource Monitor

S
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Which Windows tool provides resource information, such as memory, CPU, disk, and network?

O Windows Registry

QO Resource Monitor

O Windows Defender

Task Manager

O Windows Firewall

QO  Event Viewer

S
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‘What are the descriptions for each of the four events?

—Answer Are:
Different answers

how Answer
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p. Navigate to Performance Monitor window and click the Freeze Display icon to stop the recording.

e% 2w =0T
S Fee-ex/conaun

Which Counter is being recorded the most in the graph (hint: look at the graph color and Counter color)?

—Answer Are:
Processor time

how Answer
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n. Navigate to Routing and Remote Access Properties (Local Computer) window and click Stop. Note: If Stop is greyed out, click
Apply and change the service status.
o. Navigate to Network Connections window.

What changes appear in the right pane after stopping the Routing and Remote Access service?

Answer Are:
incoming connections logo disappears
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m. Navigate to Network Connections window. Press the function key F5 to refresh the content.

What changes appear in the window after starting the Routing and Remote Access service?

Answer Are:

incoming connections logol
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What happens to Windows Command Processor and Console Window Host when the command prompt window is closed?

Answer Are:

process has ended and no longer shows in the list

ow Answer

h. Click the Memory heading. Click the Memory heading a second time.

‘What effect does this have on the columns?

Answer Are:

sorted by largest memory usage

ow Answer
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f. Right-click Console Window Host and select Properties.

What is the location of this filename and location of this process?

nswer Are:

conhost.exe in windows system32
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Answer Are:
The output in both windows are similar.

Part 3: Explore cmdlets.
a. PowerShell commands, cmdlets, are constructed in the form of verb-noun string. To identify the PowerShell command to list the

subdirectories and files in a directory, enter Get-Alias dir at the PowerShell prompt.

PS C:/Users/CyberOpsUser> Get-Alias dir

CommandTypeNameVersionSource

Aliasdir -> Get-ChildItem

What is the PowerShell command for dir?

Answer Are:

Get-Childitem
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Lab - Create User Accounts

{q CyberOpsuser
e

b. In the Manage Accounts window, click Add a new user in PC settings.

c. In the Settings window, click Add someone else to this PC.

d. In the How will this person sign in? window, click | don't have this person's sign-in information.
e. In the Let's create your account window opens, click Add a user without a Microsoft account.
f.In the Create an account for this PC window, provide the necessary information to create the new user account named User1.

Click Next to create the new user account.

What type of user account did you just create?

Answer Are:

account with no admin

Do
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Lab - Create User Accounts

Make changes 1o your user account

R CyberOpsuser

b. In the Manage Accounts window, click Add a new user in PC settings.

c. In the Settings window, click Add someone else to this PC.

d. In the How will this person sign in? window, click | don't have this person's sign-i
e. In the Let's create your account window opens, click Add a user without a Microsoft account.
f.In the Create an account for this PC window, provide the necessary information to create the new user account named User1.

Click Next to create the new user account.

What type of user account did you just create?

Answer Are:

information.

account with no admin|

A local account with no administrative rights

Dow




