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Introduction

The labs given within this module is geared to assist you in carrying out penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains that are in scope. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. Tins is similar to what an attacker would door what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.



Task 1: Understanding Network Scanning using Nmap

Nmap (Zenmap is the official Nmap GUI) is a free, open source (license) for network exploration and security auditing.
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In this lab you need the following:
· Nmap located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuHGkahnPOdBg9GZfEe4oQ4BeebuXAaPRFObjHbYa7EPwg?e=kpkCQ0. You can also download the latest version of Nmap from http://nmap.org. If you decide to download the latest version, then screenshots shown in the lab might differ.
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Tasks:
1. Log on to one or more virtual machines.  In this lab. We have used Windows 10 and Windows server 2012.
2. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuHGkahnPOdBg9GZfEe4oQ4BeebuXAaPRFObjHbYa7EPwg?e=kpkCQ0 then double-click nmap-7.60-setup.exe.
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Lab Analysis

Document all the IP addresses, open and closed ports, services, and protocols you discovered during the lab.












Task 2: Avoiding Scanning Detection using Multiple Decoy IP Addresses

The Nmap command nmap –D RND:10 is the decoy option, that lets you scan using multiple decoy IP addresses.
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Lab Tasks:
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Lab Analysis
Document all the IP addresses, open ports and running applications, and protocols you discovered during the lab.


Task 3: Anonymous Browsing using CyberGhost

CyberGhost allows you to surf anonymously and access blocked or censored content.
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Lab Environment

To carry out the lab you need:
· CyberGhost located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Eloo0SZKL_xCqAy5k377JhYBuD1laFCG2hcbRXHgGPWx6w?e=u6yvJF. You can down load the latest version  [image: ] 
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Lab Tasks

1. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Eloo0SZKL_xCqAy5k377JhYBuD1laFCG2hcbRXHgGPWx6w?e=u6yvJF and double-click CH_6.0.8_EXP-PF.exe
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Lab Analysis
[bookmark: _GoBack]Document all the IP addresses of live (SSL) proxy servers and the connectivity you discovered during the lab.






Task 4
Identifying Vulnerabilities and Information Disclosures in Search Engines using Search Diggity

Search Diggity is the primary attack tool of the Google Hacking Diggity Project It is an MS Windows GUI application that serves as a front-end to the latest versions of Diggity tools: GoogleDiggity, BingDiggity, Bing LinkFromDomainDiggity, CodeSearchDiggity, DLPDiggity, FlashDiggity, MalwareDiggity, PortScan Diggity, SHODANDiggity, BingBinaryMalrareSearch, and NotlnMyBackYardDiggity.

Lab Scenario
An easy way to find vulnerabilities in websites and applications is to Google them, which is a simple method adopted by attackers. Using a Google code search, hackers can identify crucial vulnerabilities in application code strings, providing the entry point they need to break through application security.

As an expert ethical hacker, you should use the same method to identity all the vulnerabilities and patch them before an attacker identifies them to exploit vulnerabilities.

Lab Objectives
The objective of tins lab is to demonstrate how to identity vulnerabilities and information disclosures 111 search engines using Search Diggity. Students will learn how to:
· Extract Meta Tag, Email, Phone/Fax from the web pages

Lab Environment
To carry out the lab, you need:
· Search Diggity which is located on the shared one drive
· You can also download die latest version of Search Diggity from the link http://www.stachliu.com/resources / tools / google-hacking-diggitvproject/attack-tools
· If you decide to download the latest version, then screenshots shown in the lab might differ

Overview of Search Diggity
Search Diggity has a predefined query database that runs against the website to scan
the related queries.




Lab Tasks

1. After installation, launch Search Diggity 
2. The Search Diggity main window appears with Google Diggity as the default
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3. Select Sites/Domains/IP Ranges and type the domain name in the domain field. Click Add
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4. The added domain name will be listed in the box below the Domain held

[image: ]


5. Now, select a Query from left pane you wish to run against the website that you have added in the list and click Scan
Note: In this lab, we have selected the query SWF Finding Generic. Similarly,
you can select other queries to run against the added website
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6. The following screenshot shows the scanning process
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7. All the URLs that contain the SWF extensions will be listed and the output will show the query results
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Lab Analysis

8. Collect die different error messages to determine die vulnerabilities and note die
information disclosed about the website.
[image: ]

Questions
Is it possible to export the output result for Google Diggity? If yes, how?
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Lab Scenario

Nmap is network-scanning utdlity that most of the security professionals use during
security assessment. It supports various types of nerwork-scanning techniques.
During security assessment, you will be asked to perform nerwork scanning using
Nmap. Therefore, as a professional ethical hacker or a penetradon tester, you should
be able to perform network scanning using Nmap. This lab will show yvou how to
perform network scanning using Nmap.
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Lab Objectives

The objective of this lab is to help sudents learn and understand how to:

Scan a whole Subnet

Trace all the sent and received packets
Perform a Slow Comprehensive Scan

Create a New Profile o Perform a Null Scan
Scan TCP and UDP ports

Analyze hostderails and their opology
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A computer running Windows Server 2016 virtual machine
Windows 10 running on a virmal machine

Windows Server 2012 running on a virtual machine
Ubuntu running on a virmal machine

Aweb browser with Internet access

Administrative privileges to run the Nmap tool
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Overview of Nmap

Nmap is a udlity used for network discovery, network administration, and
security audiring. It is also used to perform rasks such as nerwork inventory,
managing service upgrade schedules, and monitoring host or service uptime.
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3. If Open File - Security Warning pop-up appears, click Run.

4. In the Nmap Setup window, click | Agree and follow the installation steps
o install Nmap using all defaults.

4 Nimap Setup

License Agreement
Please review the bcense terms before instaling Nmap.

Press Page Down to see the rest of the agreement,

COPYING -- Describes the terms under which Nmap is distributed.

IMPORTANT NMAP LICENSE TERMS

The Nmap Security Scanner is (C) 1996-2017 Insecure, Com LLC (The Nmap Project”).
Nmap is also a registered trademark of the Nmap Project. This program is free software;
you may redistribute and or modify it under the terms of the GNU General Public Licenss
a5 published by the Free Software Foundation; Version 2 ("GPL"), BUT OMNLY WITH ALL
OF THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your
right to use, modify, and redistribute this software under certain conditions. If you wish

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to instal Mmap.

WL lsaft Insta
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5. Ar the time of insullation, an Npeap setup pop-up appears. [f a higher
version of Npeap is already installed, click Canecel and follow the wizard-
driven installation steps to install Nmap.

Note: If you did not install Npeap earlier, click I Agree w install it.
o1 MNpcap 0.93 Setup
License Agreement

Please review the license terms before instaling Npcap 0.93.

Press Page Down to see the rest of the agreement,

MNPCAP COPYRIGHT / END USER. LICENSE AGREEMENT

MNpcap is & Windows packet sniffing driver and library and is copyright
(c) 2013-2016 by Insecure.Com LLC ("The Nmap Project”). All rights
reserved.

Even though Npcap source code is publicly available for review, itis
not open source software and my not be redistributed without spedal
permission from the Mmap Project, We fund the Npcap project by
selling & commerdal beense which allows companies to redistribute

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install Npcap 0,93,
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7. The Nmap - Zenmap GUI appears with the Intense scan profile set by
default.

Zenmap

Scan Tools Profile Help

Target: || <]

Profile: | Intense scan
1) |

ommand: |nmap -'I-'-( Ay

Nmap Output Ports / Hosts Topology Host Details Scans
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8. Inthe Command field, type the command nmap -0 followed by the range
of IP addresses. In this lab, it is 10.10.10.*. By providing the “*” (asterisk)
wildcard, you can scan a whole subnet or IP range with Nmap to discover
active hosts.

Note: This range may differ in your lab environment.
9. (ick Sean to start scanning the virrual machines.

= Zenmap

Scan  Tools Profile Help

Target: 10.10.10.* Profile:

Command: [nmap -010.10.10.

'L Se_wic_es_ Nmap Qutput  Ports / Hosts Topology Host Details Scans

-
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10. Nmap scans the entire network and displays information for all the hosts
that were scanned, along with the open ports, device type, details of OS,

and so on.

Note: The results returned by Nmap may vary in your lab environment.
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11. Either scroll down the window or select a host’s IP address from the list
of hosts in the left pane to view their details.

Scan Tools Profile  Help

arget: | 1010107 1] prctie:

ommand: | nmap -0 10.10.10.%

Parts / Hosts Topology  Host Details Scans
armap -0 010,107

IO Starting Nmap 7.58 ( https://neap.crg ) at 2017-18-29 23:33 Pacific Daylight Time
= 10101012 HWmap scan report for 19.10.19.1
Most is up (©.018s latency).

(% 10100015 Mot _shown: 836 filtered parts
PORT STATE SERVICE
135/tep open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
2179/tcp open vmrdp
MAC Address: @@:15:50:80:33:09 (Microsaft)
Warning: OSScan results may be unrelisble beceuse we could not find at least 1 open and 1
closed port
Device type; general purposelfirewall|router
Running {JUST GUESSING): FreeBSD 6.X (95%), Micresoft Windews 280818 (31X}, Juniper JUNOS
12.%]9.%[10.X (86%), nenéwall FreeBSD (36%)

:#reebsd: freebsd:6.2 cpe:/o:microsoft windows_server_2888: :betad cpe:/

indows_server_2888 cpe:/o:juniper:junas:i} cpe:fo:juniper:junas:9.8rl.18 cpe:/
oim@nBuall:freebsd cpe:/oimicrosoft iwindows_18 cpe:fo:juniper:funos:le
Apgressive OS5 guesses; FreeBSD 6.2-RELEASE (95%), Microsoft Windows Server 2008 or 2088 Beta 3
(91%), Wicrosoft Windows Server 2888 SP1 (87%), Juniper SRX-series firewall (JunOS 12.1) (86%
), Juniper Networks JUNOS 9.@RZ.18 (86%), m@nBnall 1.3bll - 1.3b15 Free8SD-based firewall (B6%
3, Microsoft Windows 1@ build 18586 - 14393 [EE%), Juniper SRX180-series or SREIBG-series
firewall {(JUMOS 18.4 - 12.1) (BSK)
Ma exact 0S5 matches for host (test conditions non-ideal).
Metwork Distance: 1 hop
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12. dick the Peorts/Hosts tab, and choose a host’s [P address
10.10.10.12 has been selected) from the left pane to view all the
ports associated with the selected host

Profile Help
rget: | 10.10.10.* ] protie

nmap -0 10.10.10.%

| Services Nmap Oulput[ Porﬂ.l’Ho;h’ Topology Host Details Scans

(here
open

05 4 Host Port 4 Protocal 4 State 4 Service 4 Versicn

1101004 LR open  damain

B wp open  kerberos-sec
10101016 135 tep open  msrpc
3w open  netbics-ssn
e open  ldsp
45 tp open  microsoft-ds
451 wep open  kpasswdS
3| wep open  hitp-mpc-epmap
66 wp apen  Idapssl
ep open  glabalcatlDAP
tep open  globalcatl DAPss!
tep open  ms-whi-server
open  unknown
e open  unknown
tep open  unknown

open  unknown
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13. An arracker might attempt to establish a connection through any of these
open ports by exploiting any vulnerabilities (if found) in a running service.
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14. dick the Topology tab to view topology of the rarget nerwork that
contains the targer [P address.

15. dick Fisheye option to view the topology in a clear way.

Note: Screenshots mighe differ in your lab environment.

Profile  Help
[ 10.10.0- : : [+ [scan|

nmap -0 10.10.10.%

Scans

El!gud Sa\ne G(aph'lr__;
¥ naning
10103012

-7 IRI0A0IE

.10 et ____.m.m.m.!s

" @ iacamost

.i 10.90.10.1

Fisheye onring | 1.00 .: . with interest factor | 2.00 ‘: and spread factor 050
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16. (ick the Host Details tab and select a host’s I[P address (here
10.10.10.12) to view the derails of the host that was discovered during
the scan.

Profile  Help

0100

nmap -0 10.10.10.%

1 103039040
10:10.10.92 up
- 10101016 A
0

s20

Scanned ports: 1000

Up time: 4167 . -
Last boot: Sun Oct 29 22:32:35 2017

= Addresses
IPwdz 10.0.10.12
IPvE: Mot available
MAC:  00:15:50:00:3%:02

& Operating System
Mame: Micresoft Windows Server 2012 R2 Update 1

sy
¥ Ports used
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17. (ick the Secans tb to view the status of the scan.

enmap
an Tools Profile Help
[0 | protite:

: | nmap -0 |0!D-TID.‘

Mmap Output  Ports / Heste Topelogy Ho;lDd.iu-
Status  Cornmand
¥ 1030104
000012
1010016
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18. (ick the Services tab, and select each service (here hrp has been chosen)
o list all the pors on whom the service is running, their state
(open/ closed/unknown), version, and so on.

Note: The services listed under the Services section may vary in your lab
environment.

Brofile
rget: | 10.10.10. | Profile:

nmap -0 10.10.10.%

Hasts l‘ Services I Mmap Output Ports /Hosts Topology Host Details Scans
4 Port ¢ Protocal 4 State 4 Service 4 Version

Ike‘rb!ro‘s‘—yecl
mspc
nethios-ssn
Idep
micrasoft-ds
kpasswdS
hitp-rpc-epmap
Idapss|
globalcatl DAP
globalcatlDAPss|
s-wht-server
unknown
unknewn
unknown
unknown
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19. Once the scan is performed, terminate the scan, and exit the Nmap
application.

20. Launch Nmap - Zenmap GUI from the Apps screen.

21. In the Command ficld, type the command nmap —-packet-trace followed
by the IP address of the target machine (i.e., Windows 10 [10.10.10.10]).

Note: 10.10.10.10 is the [P address of the Windows 10 virtual machine in
this lab. This IP address might differ in your lab environment.

22, You are performing a network inventory for the virtual machine.

23. dick Sean to start scanning the virtual machine.

Profile  Help
arget: | 10.10.10.10

emmand: lnmap --packet-trace 10.10.10.10

MWmap Output  Ports / Hosts  Topology Host Details  Scans
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24. By issuing the —-packet-trace command, Nmap sends some packets to
the intended machine and receives packets in response to the sent
packets. It prints a summary of every packet it sends and receives.

25. The following screenshot shows the packets sent from host to targer and
packets received from target to host displayed under Nmap Output tab in
Nmap:

Menep Outpud Ports / Hosts Topology  Hest Details Scans
nmap --packet-trace TIRI0ID

000000
Starting Mmap 7.8@8 { https://nmap.org ) at 2047-18-38 89:10 Pacific
Daylight Time
SENT (@.21985) ARP who-has 10.10.10.10 tell 19.10.10.16
v 18,1 :39:03
5808z) TCP 10.10.10.16:63453 > 10.10:595)5 ttl=42 1d=38474
24 5eqe1517317384 win=1824 <mss 14
SENT (8.59485) TCP 10.10.19,16:63453 » 19,10.10.10:21 5 trl=22 1d-36079
iplen=dd  5eq=1517317364 win=1824 <mss 1468>
SENT (@.59485) TCP 10.10.10.16:563451 > 10.10.10.10:5900 £ tt1=87 id=55844
iplen=44 s5eqe1517317384 wine1824 <mss 1460>
SENT (8.59485) TCP 10.10.19.16:63453 » 10.10.10.10:58 5 trl=41 id-56261
iplen=td  seq=1517317384 win=182d <mss 1468>
SENT (@.59485) TCP 10.10.10.16:63453 > 10.10.10.10:587 § ttl=d2 id=S67ed
iplen=44 35eqe=1517317384 win=1824 <mss 1460>
SENT (8.59485) TCP 10.10.19,16:63453 > 10,10.10.10:199 5 ttl=53 fd=54163
iplen=&d seq=1517317384 win=182d <mss 1468>
SENT (8.5948s) TCP 10.10.10.16:63453 > 10.10.10.10:139 S ttl=df id=E3957
iplen=24 5eqe=1517317284 win=1824 <mss 14882
SENT (8.59485) TCP 10.10.19,16:63453 > 10,10.10.10:25 5 tr1=59 id=47357
iplen=&d seq=1517317384 win=1@2d <mss 1468>
SENT (8.5948s) TCP 10.10.10.16:63453 > 10.10.10.10:118 S ttled43 id«pl443
iplen=£4 5eq=1517317384 win=1824 <nmss 14682
SENT (8.59482) TCP 10.10.10.16:63453 > 10.10.10.10:554 5 ttl=55 {d=53224
=1824_<mss

S3)RA tt1=128 ided

P

RCVD (8.59485) TCP 10.10.19,10:21 > 10.10,10.16:63453 54 ttl=128 id=962
iplensdd  seqel2B4S64243 win=E192 <mss 1468>

RCVD (@.5948s) TCP 10.10.10.10:5580 > 10.10.10.16:63453 RA tt1e128 ide563
iplen=£@ seq=@ win=@

ACVD (8.5948s) TCP 10.18,10,10:58 > 18,10,10,16:63453 5S4 ttl=128 id=964
iplen=£d 5eq=2714181548 win=B192 <mss 14605

RCVD (8.5948s) TCP 10.10.10.10:587 > 10.10.18.16:63453 RA ttlea128 id«965
iplen-8  seq=-8 win-0





image22.tmp
26. Scroll down the window to view the open TCP ports.

Zenmap

an  Tools Profile Help

[10.10.10.0 v| profite: |

nmap --packet-trace 10.10.10.10

Services MNmap Output  Ports / Hosts Topology Host Details Scans
- nmap --packet-trace 10.10,10.10

W 10.10.10.10 (timeout: -1ms) EID 18
NSOCK INFO [@,5788s5] nsock_write(): Write reguest for 42 bytes to IOD #1
EID 27 [8.8.B8.8:53]
NSOCK INFO [©.5788s] nsock_trace_handler_callback()}: Callback: CONNECT
SUCCESS for EID 8 [B8.8.8.8:53]
MSOCK INFO [@.5788s] nsock_trace_handler_callback(): Callback: WRITE
SUCCESS for EID 27 [B.8.8.8:53)
NSOCK INFO [@.59485] nsock_trace_handler_callback(): Callback: READ SUCCESS
for EID 18 [8.8.8.8:53] (42 bytes): .......0000..10.10.10.10.in-
addr.arpa
NSOCK INFO [©.5948s] nsock_read(): Read request from IOD #1 [8.8.8.8:53]
{timeout: -1ms) EID 34
NSOCK INFO [8.59485] nsock_iod_delete(): nsock_iod_delete (IOD #1)
NSOCK INFO [8.5948s5] nevent_delete(): nevent_delete on event #34 (type READ)
Host is up w 885 1atency)

135/tcp

139/tcp netbios-ssn

445/tcp microsoft-ds

3389/tcp open ms-wbt-server

535?!1’: p open ._-
A =50 9:83 (Microsoft)

Nmap done: 1 IF address (1 host up) scanned in 2.48 seconds
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27. dick the Ports/Hosts b to display more information on the scan results.

28. Nmap displays the Port, Protocol, State, Service, and Version of the
scan. Here, as you can observe, more number of ports have been found
open compared to the previous scan.

= Zenmap

Scan  Jools Profile Help

[1010.1010

nmap --packet-trace 10.10,10.10

Topology Host Details

JService AW
ftp
http

10.10.10.10

msrpe
netbios-ssn
microsoft-ds
ms-wht-server

wsdapi
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29. dick the Topology tab to view topology of the rarger nerwork that
contains the provided IP address.




image25.tmp
30. (ick Fisheye option to view the topology in a clear way.

enmap

an  Toels Profile Help

Host Details Scans

[Legend| save Graphic|

W 10101000

.1010.10.10

.‘-Innnlnnu

Fisheyeonring 100 . with interest factor | 2,00 H and spread factor 20.50 ;
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31

32.

37.

38.

In the same way, click the Host Details tab to see the details of all hosts
discovered during the intense profile.

(lick the Seans tab to view the status of the scan and command used.

(ick the Services tab located in the right pane of the window. This tab
displays the list of services.

. An amacker uses any of these services and their open ports in order to enter

into the target network/host and establish a connection.

. Once the scan is performed, you may terminate Nmap.

36.

Slow Comprehensive Scan uses three different protocols—TCP, UDP,
and SCTP—and helps in determining which OS, services, and versions
the host are running according to the most common TCP and UDP
services.

It is simply an intense scan using UDP protocol in addition with some
more scanning option. This scan in performed in an attempt to trace the
machines on a nerwork, even if they are configured to block Ping
reqUESLS.

Launch Nmap - Zenmap GUI from the Apps screen.
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39. Enter the IP address of Windows 10 (10.10.10.10) in the Target ficld,
select Slow comprehensive scan from the Profile drop-down list, and
click Sean.

Zenmap

Scan  Tools Profile Help

Target: |10.10.10.10 | Profile: |Slow comprehensive scan (—Scan

Command: |nmap -55 -sU -T4 -A -v -PE -PP -P580,443 -PA3389 -PLI40125 -PY -g 53 --script "default or (discovery and sz

Services Nmap Output  Ports / Hosts Topology Host Details Scans
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40. Nmap scans the rarget [P address with Slow comprehensive scan and
displays the scan resulr in the Nmap Output tab.

- Zenmap

Scan  Tools Profile Help

Target: | 10.10.10.10 |v; Profile: iS[ow comprehensive scan

Command: énrnap -55 -sU -T4 -A -v -PE -PP -P580,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and sz

Services Nmap Output | Ports / Hosts Topology Host Details Scans
nmap -5S -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PUADIZ5 PY -g 53.. v | & |Dekaile)

Initiating ARP Ping Scan at 8@:2@ ~
Scanning 10.108.10.10 [1 port]

Completed ARP Ping Scan at 8@:28, 8.85s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at ©8:28
Completed Parallel DNS resolution of 1 host. at 86:28, ©.83s
elapsed

Initiating S5YM Stealth Scan at 88:28

Scanning 10.10.10.18 [1888 ports]

Discovered open port 138/tcp on 10.10.10.19

Discovered open port 8@/tcp on 10.10.10.10

Discoversd open port 445/tcp on 10.10.10.10

Discovered open port 135/tcp on 10.16.10.10

Discovered open port 3389/tcp on 10.10.10.10

Discovered open port 21/tcp on 10.10.10.10

Discoversd open port 5357/tcp on 10.10.10.10

Completed SYN Stealth Scan at 88:21, 1.82s elapsed (1880 total
ports)

Initiating UDP Scan at €@:21

Scanning 10.10.18.18 [1888 ports]

Increasing send delay for 10.10.10.10 from @ to 50 due to
max_successful_tryno increase to 5

Increasing send delay for 18.10.10.16 from 58 to 188 due to
max_successful_tryno increase to 6

Warning: 10.10.10.10 giving up on port because retransmission
cap hit (6).

Increasing send delay for 10.10.10.10 from 168 to 280 due to 11
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41. (lick the Ports/Hosts tab to display more informartion on the scan results.
Nmap employs various scanning rtechniques using the slow
comprehensive scan, and displays more open ports.

42, Nmap displays the Port, Protocol, State, Service, and Version of the
scan.

= Zenmap

Scan  Tools Profile Help

Target: | 10.10.10.10 vg Profile: ;S[m comprehensive scan IVE IScan Cancel :

Command: Enrnap -55 -sU -T4 -A -v -PE -PP -P580,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and sz

Services Nmap Qutput Ports/ Hosts  Topology Host Details Scans

4 Port 4 Protocol ¢ State 1 Service 4 Version

-1 10.10.10.10
open Microseft HTTPAPI httpd 2.0 (

open msrpe Microsoft Windows RPC

open netbios-ssn Microsoft Windows netbios-s:
open microsoft-ds  Windows 10 Enterprise 10240 ¢
open 55l Microseft SChannel TLS

open http Microsoft HTTPAPI httpd 2.0 (
open netbios-ns Microseft Windows netbies-n
openffiltered netbios-dgm

openffiltered xdmcp

openffiltered isakmp

openffiltered upnp

openffiltered ms-wbt-server

openffiltered ws-discovery

openffiltered nat-t-ike

openffiltered rfe
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. In the same way, dick the Topology tab to view topology of the target [P

address in the sean profile.

(lick the Host Details tab to see the derails of all hosts discovered during
the intense profile.

. (lick the Secans tb to view the status of the scan and command used.

(ick the Services tab located in the right pane of the window. This tab
displays the list of services.

. An amacker uses any of these services and their open ports to enter into the

mrget network /host and establish a connection.

. Once the scan is performed, you may terminate the scan.

. In addition to the scans featured above, vou can also perform various

other scans such as SYN scan, XMAS scan, ACK Flag scan, and so on,
in order to discover machines and their open ports and services in a
network.
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50. You may also choose the default scan pmofiles available in Nmap to scan
a network.

enmap

an Toels Profile Help

arget: | E| Profile: | Intense scan

cmmand: [nmap T4 -A-v Intense scan
Intense scan plus UDP
Henag Qutpdt [Boi=/ Hosis | Tapalngy Intense scan, all TCP ports

Intense scan, no ping

Ping scan

Quick scan
Cuick scan plus
Quick traceroute

Regular scan

Slow comprehensive scan
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51. Null scan sends a packet with no flags switched on. It works only if the
TCP/IP implementation has been developed for the OS according to
RFC 793. In a null scan, artackers send a TCP frame to a remote host
with NO Flags.

52. Under Profile: ficld, select Regular scan from the drop-down list.

= Zenmap

Scan Tools Profile  Help

Target: Z| Profile: {Regularscan EI |Scan| | Gancd

Command: nmap

: Services | Mmap Output Ports/ Hoste Topolegy Host Details Scans

35 4 Host s . _‘ z |Detzl
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53. To perform a null scan of a targer IP address, you need to create a new
profile. Click Profile > New Profile or Command.
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54. On the Profile tb, input a profile name Null Scan in the Profile name
field.

* Profile Editor

Profile Scan Ping Scripting Target Source Other Timing e

Description

Profile Information

The description is a full description
Profile name [Null Scan of what the scan does, which may

be long.

Description
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. (lick the Sean tab in the Profile Editor window. Select the Null scan (-
sN) option from the TCP scan: drop-down list.

56. Select None in the Non-TCP scans: drop-down list and Aggressive (-T4)
in the Timing template: list. Check the Enable all advanced/aggressive
options (-A) option, and click Save Changes.

57. Using this configuration, you are setting Nmap to perform a null scan
with the time template as -T4 and all aggressive options enabled.

= Profile Editor

nmap -sM -T4 -A
Profile Ping Scripting Target Source Other Timing “&ra“ng ey oo
Scan options

Attempt to discover the operating

Targets (optional): | | system running on remote systems.

TCP scan:
Non-TCP scans: M
Timing ternplate: Aggressive (-T4)

[E‘ Enable all advenced/aggressive options (-.ﬁ]]
[] Operating system detection (-0)
] Version detection (-sV)
[] Idle Scan (Zombie) (-=l)
[ FTP bounce attack (-b)
] Disable reverse DMS resalution (-n)
[ IPv6 support (-6)
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58. In the main window of Zenmap, enter the target IP address (here,
10.10.10.9 which belongs to Ubuntu virtual machine) to scan, select the
Null Scan profile from the Profile drop-down list, and then click Sean.

nmap
Scan  Jools Profile  Help
arget: [10.10.109 v] Profite: [Nult Scan

ommand: | nmap -sN -T4 -4 10.10.10.8

|_ Services Nmap Output  Ports / Hests  Topology Host Details Scans
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59. By issuing the command, Nmap sends TCP packets with none of the
TCP flags set in the packet. If the scan returns an RST packet, it means
the port is closed; however, if nothing is returned, the port is either
filtered or open.

60. Nmap scans the target and displays results in Nmap Output tab.
Note: The results obrained in vour lab might differ from those displayed in

the following screenshot:

Zenmap

Tocls Profile  Help

:| Profile: | Null Scan

MNmap Output Ports/ Hosts Topelegy Host Details Scans

[nmap <N -T4-A1010.109

10.10.10.9
Starting Nmap 7.6@ ( https://neap.org ) at 2017-10-30 81:52 Pacific Daylight Time
Nmap scan repert for 10.18.18.9
Host iz up (B.88@12s latency).
Not shown: 999 closed ports
PORT STATE SERVICE VERSION
(Bestep open http Apache httpd 2.4.25 ((Ubuntu)) )
|_http-server-header: Apache/2.4.25 (Ubuntu)
|_http-title: Apache? Ubuntu Default Page: It works
MAC Address: 88:15:5D:8@:30:86 (Microsoft)
Device type: general purpose
Running: Linux 3.X|4.X
05 CPE: cpe:/o:linux:linue_kernsl:3 cpet/o:linue:linux_kernsl:d
05 details: Linux 3.2 - 4.8
Network Distance: 1 hop

TRACERQUTE
HOP RTT ADDRESS
1 9.12 ms 10.10.10.9

05 and Service detection performed. Please report any incorrect results at https://
nmap.org/subndt/ .
Mmap done: 1 IP address (1 host up) scanned in 15.43 seconds
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61. You can click the other tabs to examine the results obrained by Nmap.
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Lab Scenario

As part of this network security assessment activity, you will be asked to perform
network scanning in such a way that your network scanning attempt should not
be detected by nerwork security perimeter such as firewalls, IDS, and so on. The
purpose of vour scan will be to evaluate the target network’s firewall security. As
a professional ethical hacker or a penetration tester, you should be able to
perform nerwork scanning without being detected by the firewall or IDS.
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Lab Objectives

The objectve of this lab is to help smudent o understand how to avoid scanning
derections using multiple decoy IP addresses.

Lab Environment

In this lab, you need the following:
= A computer running Kali Linux
® A computer running Windows 10
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Overview of the Lab

Firewalls and IDS detect normal scanning atempts on the rarget network. However,
vou can use the IP address decoy rechnique to avoid detection.
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1. Before starting this lab, Turn on Windows Firewall on the Windows 10
machine.

v 4 @ « Windows Firewall » Customize Settings ~ @ | Search Control Panel
Customize settings for each type of network

‘You can modify the firewall settings for each type of network that you use.
Private network settings

’ (®) Turn on Windows Firewall

[]Block all inceming cannections, including these in the list of allewed apps
2] Motify me when Windows Firewall blocks a new app

g () Turn off Windows Firewall (not recommended)

Public network settings

v (®) Turn on Windows Firewall

[]Block all incoming connections, including those in the list of allowed apps
[#] Motify me when Windows Firewall blocks a new app

e (O Turn off Windews Firewall (not recommended)
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2. Now, switch to the Kali Linux virtual machine, launch a command
terminal, type nmap -f <Target IP Address>, and press Enter.

The -f switch is used to scan tiny £

ment packets.

L

Note: In this lab, the provided IP Address i

(10.10.10.10)

nachine. The IP addresses msz

environment.

ile Edit View Search Terminal

oot@kali:~# ) -f 10.10.1
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ile Edit View Search Terminal Help
:~# nmap -T 10.10.16.18

tarting Nmap 7.60 ( https://nmap.org ) at 2017-10-30 07:05 EDT
imap scan report for 10.10.10.10

fjost is up (0.8011s latency).

lot shown: 993 closed ports

*ORT S5TATE SERVICE

21/tcp open ftp

8/tcp open http

35/tcp open msrpc

39/tcp open netbios-ssn

145/tcp open microsoft-ds

1389/tcp open ms-wbt-server

1357 /tcp open wsdapi

IAC Address: 80:15:5D:08:39:83 (Microsoft)

imap done: 1 Er address (1 host up) scanned in 65.18 seconds
Hes 3
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Flle Edit View Search Terminal Help
:~# nmap -mtu 8 10.10.16.16

starting Nmap 7.60 ( https://nmap.org ) at 2017-10-30 67:1@ EDT
imap scan report for 10.10.16.180

fost is up (-0.026s5 latency).

lot shown: 998 filtered ports

"ORT STATE SERVICE

3389/tcp open ms-wbt-server

7357/tep open  wsdapi

IAC Address: 08:15:5D:00:39:83 (Microsoft)

imap done: 1 EP address (1 host up) scanned in 17.11 seconds
~# ||
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, Tvpe nmap -D RND:10 <Target IP Address>
i ltiple decov IP

root@kali: ~

ile Edit View Search Terminal Help
:~# nmap -D RND:18 10.16.10.16

tarting Nmap 7.60 ( https://nmap.org ) at 2017-10-30 ©87:12 EDT
imap scan report for 10.10.10.10

jost is up (-8.13s latency).

lot shown: 998 filtered ports

*ORT S5TATE SERVICE

1389/tcp open ms-wbt-server

3357 /tcp open wsdapi

1AC Address: ©0:15:5D:08:39:83 (Microsoft)

ad in 5.19 seconds

map done: 1 IP address (1 host up) scan
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8. Now, switch back to Windows 10 (target machine), launch Wireshark,
and check with the caprured packets. It shows you the muldple IP
addresses in source section.

Note: If Wireshark is already installed in Windows 10, launch it
through the Start menu apps.

Edit View Go Capture Amshze Statisties Telophory Wirdess Tosk Help
Edo BRBE qes=Fiz=Eaaas
Jaopty o dzpay fiter <>

Tme Source Destnaton Frotocel  Length Info
a6 26. 745200 Microsof 89:39:83  Microsof_98:39:8%  ARP 42 10.18.19.18 iz at 89:1%:5d:98:39:08

Frame 1: 166 bytes on wire (1328 bits), 165 bytes captured (1328 bits) on interface @

Etharnet I, Src: Microsef_88:30:02 (29:15:5d0:08:39:82), Det: IPvEmcast_81:00:02 (33:33:08:@1:00:82)
Internet Protocol Wersion 6, Src: fed®::6925:75e2: 322:c5ce, Dst: FRd2:al:

User Datagram Protocol, Src Port: 546, Dst Port: 547

DHCPUE

GHEEREYD
EITEREY
sgEmge

EEHABTE8LER
cumpguEENae

WIN-0JAQ TQISRAL.
CEH.com. . 7
LMEFT S

&
BEREBLREITE

g
3
ERDLTEEELESR
HESEERREERER
HEZEENNEEG
FEugzgEssy
GECERREUEEE
EELBB8E8EY
REENETzEEEs
B2g8332388%
BEEERREUERR
EE5B3NEEESE
EuEBEIERE
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Lab Scenario

As stated earlier, as an expert ethical hacker or penetration tester, vou should have
sound knowledge of different techniques used for anonymous browsing. In this

lab, you will learn another way to maintain your Internet anonymity.

Lab Objectives
This lab will help vou understand how to use CyberGhost for anonymous
browsing.
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at http://'www.cyberghostvpn.com/en_us/download/windows, in
which case the screenshots shown in the lab might differ
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= A computer running Windows Server 2016
* A Web browser with Internet access

®  Administratve privileges to run twols
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Overview of CyberGhost

CyberGhost is a fast, simple, and efficient way to protect your online privacy, surf
anonymously, and access blocked or censored content. It offers top-notch security
and anonymity without being complicated to use or slowing down vour Internet
connecton.
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If the Open File - Security Warning pop-uy years, click Run.

the Windows

tio VOUT SErver,

Note: An Upgrade Now wi

# MyAccount Login  Support Settings

Thanks for using our CyberGhost Free Service. We hope you enjoy it.
Upgrade now to get full access to all features and servers!

Unblock Streaming

4

Torrent Anonymaoushy Unblock Basic Websites Choose My Server
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'i)CybarGhost # MyAccount Login Support Settings

Thanks for using our CyberGhost Free Service. We hope you enjoy it.
Upgrade now to get full access to all features and servers!

Unblock Streaming

¥ &%

Torrent Anonymaoushy Unblock Basic Websites Choose My Server
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Automatic in the Choose

country i

@Cybeero.ﬂ # MyAccount Login Support Settings - O

© Surf Anonymously

Launch options Choose country

Launch default browser in incognito mode = I Automatic = n

. Block Malicious Websites . | Data Compression
| Block Ads B | Automated HTTPS redirect
. Block Online Tracking . | Extra Speed

¥ Hidden [P + Military Grade Encryption ¥ o Logs
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@CybarGlmt 4 MyAccount Login Support Settings  —

(© Surf Anonymously

Launch options Choose country

Launch default browser in incognito mode Automatic i

. Block Malicious Websites

Bl | Block Ads

NEeB

._ _____ Block Online Tracking s Rica
== Czech Republic
= Germany -

¥ Hidden |P + Military Grade Encryption ¥ No Logs
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Choose country
(*) GyberGhost
© Surf Anonymously

Launch options

Launch default browser in incognito mode =

Block Malicious Websites
Block Ads

Block Online Tracking

44 MyAccount Login Support Settings

Choose country

I- Germany

. | Data Compression

. | Automated HTTPS redirect
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e Start Anonymous Surfing bu

(*) GyberGhost

(© Surf Anonymously

Launch options

Launch default browser in incognito mode =

Block Malicious Websites
Block Ads

Block Online Tracking

CyberGhost.

44 MyAccount Login Support Settings

Choose country

|- Germany

B | Data Compression

. | Automated HTTPS redirect

B | Extra Speed

¥ Hidden |P + Military Grade Encryption ¥ Mo Logs
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(*) GyberGhost s v

=

©) Surf Anonymously

X 00:00:00

Country Time

ou knaw that a simple click can taks you to the next level of privacy?





image59.tmp
4% Myhccount Login Support Settings

Your IP has been replaced by

3183 E8-Frankfurt-514-102 iltary Grade Enarypticn ¥ Mo Logs
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12. Launch the Mozlla Firefox web Dbrowser, wpe the URL
http:/iwhatismyipaddress.com/location-feedback in the address bar,
and press Enter.
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13. Scroll down to the Geographical Details section. Observe that the server [P
address and locaton has changed t 77.243.183.88 and Germany:

Geolocation Details for 77.243.183.88

9 wic 9 Provider & 9 Provider 8 9 Provider ¢ 9 Provider 0
Lathude 553751 501109 501167 500831

Longitude 34360 8.6821 86833 25285

accuracy (m) 175518

Country germany germany germany
SisteRegion hesssn hesse hegzen

City framidurt am main frankbt am main ninderad

Pastal Code. 60311 05228 B528
cyberghost-hanifur:  m247 I8 frankfur cypeighest frankiun

Organization
sanvars infrastnucture sarars
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14. Open a new b in 2 web browser, and surf anonymously using this proxy.

certifiedhacker.com

certifiedhacker.com

- Jucey Boy
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# My Account Login  Support  Settings

243.183.88-Frank Wilitary Grade Encryption ¥ Mo Logs
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Search Diggity  Many error messages found relating to vulnerabilities




image1.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





