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This assignment focuses on different aspects of networks and cybersecurity. It explores the framework, strategies, tools and countermeasures involved in safeguarding digital infrastructure.
In todays interconnected world where networks and digital systems are paramount it’s important to protect sensitive information and defend against malicious attacks and threats.
In Part 1 of the assignment I explored the fundamentals of the NIST Cybersecurity Framework. The assignment features a description of the framework and explains it’s five essential functions. Next, the assignment describes the applications NMAP and Wireshark, and covers their functionality and advantages. The last section explains the operation of two different types of malware (WannaCry and TeleRAT) and two different types of phishing attacks (Whaling and Pharming) and their preventative measures.
In Part 2 of the assignment I designed and produced a functioning network using Packet Tracer, ensuring that the network prevents any single points of failure and provides reliable crossover. The diagram is accompanied by a description of the network and its advantages. Next, the assignment describes four different hardware and software technologies that can be implemented to enhance network security. The last section shows the certificates obtained by successfully completing the courses Introduction to Packet Tracer, Network Security Fundamentals and Cybersecurity Foundation.
In conclusion, by completing this assignment I have gained good knowledge and understanding in the field of networks and cybersecurity. This includes network topology, components and protocols and cybersecurity attacks, threats and preventative measures.








[bookmark: _Toc140520129]INTRODUCTION

In the constantly changing digital world, networks are the foundation of our connected society. They allow information to flow smoothly and enable us to communicate, work together and quickly access data. However, it's crucial to have strong measures in place to protect against cyber threats. As more organisations and individuals rely on networks to store and share sensitive information, safeguarding data has become a major concern.
Networks and cybersecurity are closely connected in the digital world. As technology advances, so do the threats to our networks. By understanding the basics of networks and the continually changing challenges of cybersecurity we can gain the knowledge and skills needed to protect ourselves and ensure that information remains secure and private.
This assignment explores the world of networks and cybersecurity. By learning the basics of networks and their vulnerabilities we can understand the tools, techniques and strategies used to defend against cyber threats.
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NIST Cybersecurity Framework
The NIST Cybersecurity Framework is an effective tool for arranging and enhancing an organisations cybersecurity program. It consists of guidelines and best practices that assist in building and improving cybersecurity systems. The framework offers recommendations and standards that help to better identify and detect cyber attacks, as well as providing guidance on how to respond, prevent and recover from cyber incidents [1].
There are a number of effective strategies for cybersecurity but they are often complex and challenging to understand. The NIST Cybersecurity Framework streamlines cyber risk management and supports prompt and appropriate action. It makes the language of cybersecurity easier to understand by individuals within and outside the organisation. The NIST Cybersecurity Framework outlines a direct process which consists of a simple framework which features five essential functions. Each use straightforward language that focuses on the outcome rather than the technical detail [2].
Identify
In order to defend against cyberattacks, the cybersecurity team must have an understanding of the organisations assets and resources. The identification process includes categories such as managing assets, business environment, governance, risk assessments, and managing risks in the supply chain [3].

Protect
The protect function includes various security measures to safeguard critical infrastructure. The protect process includes categories such as information protection, identity management, data security, access control and protective technology [3].
Detect
The detect function is responsible for providing an organisation with warnings about cyberattacks. The detect process includes categories such as processes for detecting threats, monitoring of security, threat detection and events [3].
Respond
The response function guarantees appropriate reactions to cyberattacks and other cybersecurity incidents. The respond process includes categories such as communication, analysis, planning, mitigation and improvements [3].
Recover
Recovery activities are actions taken to bounce back from a security breach, cyberattack or other cybersecurity incidents. The recover process includes categories such as making plans to improve resilience and ensuring that the business can continue operating smoothly [3]. 
The NIST Cybersecurity Framework plays a vital role in safeguarding digital assets and personal data by providing a structured and complete approach to cybersecurity risk management.
It helps organisations identify and prioritise their critical assets and data which allows them to allocate appropriate resources for protection. The framework promotes the adoption of best practices and industry standards, enabling consistent and effective cybersecurity measures. It also allows organisations to assess their current cybersecurity systems and help to identify improvements, ensuring a proactive approach to addressing vulnerabilities and threats.
By following the framework, organisations can enhance their resilience against cyberattacks, mitigate risks and better protect both their own infrastructure and the personal data of their customers and stakeholders.

NMAP
Nmap is a powerful open source software which is used for security auditing and network scanning. It was created by Gordon Lyon and is capable of analysing large networks and individual hosts. Nmap is used to identify active devices, determine port numbers and find available ports.
Nmap is an excellent tool when performing network penetration testing. It provides network information and helps to uncover system security issues. Nmap is compatible with various operating systems including Linux, Windows and macOS [4].
Nmap can be used during the reconnaissance stage of a cyber attack to gather information about target networks, hosts and services [5]. Port Scanning can gather information on a target and can identify ports and closed ports on a system. The application scans for TCP, UDP or specific protocols. An attacker can identify which services are running on the system and potentially exploit any vulnerabilities associated with those services [6].

WIRESHARK
Wireshark is a network analysing tool that helps professionals and cybersecurity teams understand what is happening on a computer network. It can be used on different types of operating systems like Linux, Windows and macOS. Wireshark looks at data packets that are sent and received on the network and turns that information into useful data. It intercepts network traffic and provides valuable insights about the network activity [7].
Wireshark can be used during the reconnaissance stage of a cyber attack to gather information about target networks and its systems to identify potential vulnerabilities and plan their attack. Sniffing can be used to capture and analyse unencrypted traffic containing usernames, passwords or other sensitive information. This can happen when the protocols in use are outdated or insecure. By analysing captured packets, an attacker may find credentials or information that can be used to further exploit the target system [8].
ATTACKS AND MITIGATIONS STRATEGIES
WannaCry ransomware is a type of computer malware that enters networks by taking advantage of a weakness in older versions of Microsoft Windows. It targets a vulnerability called Server Message Block. This ransomware encrypts data on infected computers, making it inaccessible to the owners. To unlock the data, the cybercriminals demand payment which is usually made using a digital currency such as Bitcoin. There are a number of steps an to take to prevent WannaCry attacks [9]. 
· Updating Microsoft Windows to the latest version. Previous versions of Windows can become unsupported and don’t receive the latest security updates which keep the system protected.
·  Implement a regular backup process to ensure all systems are backed up frequently. If an attack occurs, the system can be easily be restored to a recent state and minimise disruption.
· Mandatory cybersecurity and prevention training for users. Having an understanding of the malware will provide the knowledge that will help prevent attacks by learning the preventative measures and risks involved.

TeleRAT is a type of computer malware which operates on Android devices through an application called Telegram. The malware is designed to steal information from the infected device. It creates two files, one containing device information and one containing a Telegram channel and a list of commands. After installation, the malicious code informs attackers by sending a message to a Telegram bot with the current date and time. The malware starts a background service that listens for changes made to the clipboard and the app retrieves updates from the Telegram bot API. The TeleRAT  receives commands to obtain information such as contacts, location or clipboard contents. It can also obtain photos from the gallery, download files and turn the device off. There are a number of steps to take to prevent TeleRAT attacks [10]. 
· Do not download applications from third party stores or sources.
· Always review application permission requests before installing applications.
· Avoid allowing application sideloading on any device.







Whaling is a special kind of phishing which mainly focuses on important people like Directors, CEOs and Presidents of organisations. Whaling uses more advanced and clever techniques compared to other types of phishing attacks. Instead of sending emails to a number of different people, Whaling attacks are carefully planned and aimed at specific targets. The attackers gathers information such as name, address, job title and other personal information to enable them to identify as someone familiar which makes their attack seem more real and believable. The aim of Whaling is to trick the specific target into giving away their login credentials, steal money, steal data or gain access to systems. There are a number of ways to prevent Whaling attacks [11].
· Ensure all users receives security training to educate, promote awareness and learn preventative measures.
· Implement multi-authentication to increase system security by using third party applications or software
· Establish a range of data security policies and set up email monitoring which can automatically detect malicious or suspicious activity.

Pharming is a type of cyber attack where an attacker tries to trick you and take your personal information. They do this by making fake websites that look identical to the real ones. The goal is to make you believe it's real and give them your personal details such as your username, password, banking information or other important information. Pharming uses special code that runs on your computer to take you to a fake website controlled by the attacker. They don't need you to click on a link or respond to an email as the code on your computer automatically takes you to the attacker's website, where they can attempt to steal your information without you knowing. There are a number of ways to prevent Pharming attacks [12].
· Pharming attacks rely on vulnerabilities within software, so it’s important to keep systems up to date with the latest security updates.
· Secure all Wi-Fi connections by updating default administrator passwords on routers and enabling encryption.
· Take care when entering personal information online and check that the website is legitimate by reviewing the URL.
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Nicholas Aldous Created Spanning Tree Protocol Network Using Packet Tracer

To eliminate any single points of failure and provide excellent crossover capabilities, I designed and developed a network based on the Spanning Tree Protocol. The Spanning Tree Protocol is a loop prevention protocol that allows switches to communicate with each other and discover physical loops within a network [13]. 
Wthin the network topology, there are two separate ISP lines which ensures that there is access to the internet at all times. If one of the connections is lost or disrupted, the link to the internet will be supplied by the other line. This is a similar case for the Adaptive Security Appliances, Routers, Servers, Switches and Wireless Access Points. If one of these devices fails, another will take over and continue to supply the essential connections. This topology design avoids any single point of failure, provides reliable crossover of all components and prevents desiruption to the network. 
Hardware Network Secuirty Technologies
Intrusion Prevention System
An intrusion prevention system (IPS) is a tool used to protect computer networks from harmful actions. It can be a physical device or a program installed on a computer. Its main job is to continuously watch over a network and stop any malicious activities that may happen. This can include things like reporting the activity, blocking it or completely getting rid of it [14].
Harward Secuity Module
A Hardware Security Module is a special device that keeps cryptographic keys safe. It protects important information such as transactions, identities and applications. It also provides services such as encryption, decryption, authentication and digital signing for different applications [15].

Software Network Secuirty Technologies
Network Encryption Software
Network encryption keeps data safe when it's being sent over communication networks. The SSL standard, known as the transport layer security (TLS) is the common way to protect data. Network encryption is used to protect internal networksand virtual private networks to help ensure that all their network traffic is secure [16].
Network Monitoring Software
Network security monitoring software helps identify and analyse activities that might indicate security problems. It gives warnings about cybersecurity issues so you can act fast and keep your system safe from network attacks. This software collects information about how computers communicate and analyses the data to find potential cybersecurity threats. It can also be used to examine network traffic patterns to identify any unusual activity [17].
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Networks and cybersecurity are very important in our connected world. In this assignment I have learnt about the basics of networks, how they work and the different ways data can be transferred. I have also learned about network risks, including unauthorised access and cyber attacks and the applications Ncap and Wireshark which can be used to audit and analyse networks.
During this assignment, I learned that network security is complex and needs technical solutions and policies. Organisations and individuals need to be proactive by regularly assessing security and updating systems.
I explored cybersecurity and discovered that it is always changing. I learnt about different types of threats like phishing and ransomware and how educating users an important step to help reduce the risks. 
As technology advances, so do the threats. It's important to stay informed about new cybersecurity trends and best practices to protect our digital systems. By focusing on network security, we can minimise vulnerabilities, protect sensitive information and ensure our systems continue to work properly.
In conclusion, I have discovered that networks and cybersecurity go hand in hand. This assignment has given me a good foundation of knowledge on both of these topics. Going forward, it's crucial to keep improving network security to counter the evolving threats in our connected world.
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