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Introduction 

NatureGarden (NG) is a globally recognized brand that specializes in products for 
healthy living. With an extensive international presence, NG leverages cloud services to 
deliver IT resources to both staff and clients. Approximately 95% of NG’s network 
infrastructure is wireless, and the company maintains a massive online and social 
media footprint. Recently, NG has faced increasing pressure to allow staff and 
customers to use personal devices (BYOD) to access its network and resources. This 
shift introduces significant security concerns, particularly regarding the protection of 
staff and client data, as well as the company’s valuable intellectual property. Despite 
information security being a stated priority, NG currently lacks an established security 
policy. This paper explores several internationally recognized security frameworks and 
models that NG can adopt to address its security challenges, with a focus on ISO/IEC 
27001, the NIST Cybersecurity Framework, ITIL, and the CIS Controls. 

Security Frameworks and Models 

1. ISO/IEC 27001: Information Security Management System (ISMS) 

ISO/IEC 27001 is the leading international standard for information security 
management. It provides a systematic approach to managing sensitive information, 
ensuring its confidentiality, integrity, and availability. The standard is built around the 
concept of an Information Security Management System (ISMS), which encompasses 
people, processes, and IT systems. 

Key Components: 

• Information Security Policies 

• Risk Assessment and Treatment 

• Asset Management 

• Access Control 

• Cryptography 

• Physical and Environmental Security 

• Operations Security 

• Communications Security 

• Supplier Relationships 

• Incident Management 



Figure 1: ISO 27001 PDCA Cycle 

 

 

 

• Plan: Establish ISMS policies, objectives, and processes 

• Do: Implement the policies and controls 

• Check: Monitor and measure performance 

• Act: Take action to continually improve 

ISO 27001 is highly relevant for NG as it enables the company to systematically identify 
and mitigate risks, implement controls for BYOD and wireless networks, and protect 
intellectual property. It also helps ensure compliance with regulations such as GDPR. 

2. NIST Cybersecurity Framework (CSF) 

The NIST Cybersecurity Framework, developed by the U.S. National Institute of 
Standards and Technology, provides a flexible and cost-effective approach for 
organizations to manage and reduce cybersecurity risk. The framework is organized 
around five core functions: 



Core Functions: 

• Identify 

• Protect 

• Detect 

• Respond 

• Recover 

Figure 2: NIST CSF Functions 

 

 

NIST CSF is particularly valuable for organizations like NG that face evolving threats. It 
enables NG to continuously assess risks, implement appropriate protections, detect 
incidents, and respond and recover effectively. The framework is adaptable to cloud 
environments, wireless networks, and BYOD policies. 

3. ITIL (Information Technology Infrastructure Library) 

ITIL is a set of best practices for IT service management (ITSM). It ensures that IT 
services are aligned with business needs and includes a dedicated security 
management process. ITIL’s service lifecycle ensures that security is integrated 
throughout the design, transition, operation, and improvement of IT services. 

Core Components: 

• Service Strategy 

• Service Design (includes Security Management) 

• Service Transition 



• Service Operation 

• Continual Service Improvement 

Figure 3: ITIL Service Lifecycle 

 

For NG, ITIL helps integrate security into every stage of IT service delivery, ensuring that 
cloud, wireless, and BYOD services are secure and resilient. 

 

 

 



Frameworks VS. NG’s Security Needs 

Security Need ISO 27001 NIST CSF ITIL CIS Controls 

BYOD Security Yes Yes Yes Yes 

Cloud Security Yes Yes Yes Yes 

Wireless Security Yes Yes Yes Yes 

Data/IP Protection Yes Yes Yes Yes 

Compliance Yes Yes Yes Yes 

 

ISO 27001 and the NIST Cybersecurity Framework (CSF) 

Aspect ISO 27001 NIST Cybersecurity Framework (CSF) 

Type International standard (ISMS) Voluntary framework/guideline 

Purpose 
Establishes a formal Information Security 
Management System (ISMS) 

Improves cybersecurity risk posture and 
maturity 

Certification Yes, requires third-party audit for certification No formal certification or external audit 

Approach 
Prescriptive, with specific requirements and 
controls Flexible, risk-based, outcome-focused 

Documentation 
Requires extensive documentation and 
formal processes 

High-level guidance, no strict documentation 
mandates 

Structure Clauses 4-10, 93 Annex A controls 
6 functions (Govern, Identify, Protect, Detect, 
Respond, Recover) 



Aspect ISO 27001 NIST Cybersecurity Framework (CSF) 

Best For 
Organizations needing global recognition or 
client-mandated certification 

Organizations seeking to improve security 
maturity, especially in the US 

Cost 
Higher (audit, certification, documentation 
costs) 

Lower (publicly available, self-paced 
implementation) 

Industry 
Adoption Global, across all sectors 

US-centric, but increasingly adopted 
worldwide 

 

 

Conclusion 

NatureGarden operates in a complex and dynamic environment where information 
security is critical to the protection of staff, clients, and valuable intellectual property. 
The absence of a formal security policy leaves NG vulnerable to a wide range of threats. 
By adopting internationally recognized frameworks such as ISO/IEC 27001, NIST CSF, 
ITIL, and CIS Controls, NG can establish a robust security posture. These frameworks 
provide the structure, processes, and actionable controls needed to secure BYOD, 
cloud, and wireless environments, ensure compliance, and protect the company’s 
reputation and assets. It is recommended that NG implement a combination of these 
frameworks, starting with ISO/IEC 27001 for policy and risk management, supported by 
NIST CSF for ongoing threat adaptation, ITIL for service integration, and CIS Controls for 
technical implementation. Regular training, policy review, and continuous improvement 
should be integral to NG’s security strategy. 
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