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Task 1: Reflection & Personal Development
	
Focussing upon the last 12 months of your career, critically evaluate your own performance using principles of reflection (e.g., skills development, academic achievements, CPD and training). 

Analyse the importance of continuous personal and professional development in achieving organisation objectives and the use of reflective practice in personal and professional development. 



2000 words (+/- 10%: include your actual word count at the end of each section)




[bookmark: _Hlk124256222]ANSWER:
[bookmark: _Hlk123394506]Focussing upon the last 12 months of your career, critically evaluate your own performance using principles of reflection (e.g., skills development, academic achievements, CPD and training). 

[bookmark: _Hlk123394537]In the last 12 months I have taken on the professional challenge of promotion to the rank of Detective Sergeant. I have balanced this challenge with my current work and personal responsibilities. I have found my leadership, management and interpersonal skills tested and I have had to evolve my emotional intelligence and foresight to be a more effective leader, helping to gain the required experience to develop and achieve promotion. 
As a detective constable, I hadn’t fully considered the importance of reflective practice. I was dismissive of the benefits, and I surrendered too easily to the barriers in doing so. I only taken on reflection internally and often post event where I would mentally reflect instinctively, usually due to a stressful or complex scenario. I have learned that reflective practice is not only key to self-development but to the development of those I supervise. 
There are many models of reflective practice one can adopt. The earliest model is discussed by Dewey (1910) who defines reflective thinking as: 
“Active, persistent, and careful consideration of any belief or supposed form of knowledge in the light of the grounds that support it, and the further conclusions to which it tends”
(Dewey, 1910, p.6)
Dewey’s early theories have pathed the way for the evolution of further detailed reflective models. However, even from Dewey’s earliest definition each model emphasises the need for active, persistent, and careful consideration. This is further emphasized by Kolb (2015, p.48) who goes on to develop a wider recognition of the importance of learning through reflection on experience.  
At a similar time, Schön (1992) applied the idea of learning on experience to professional workings in order to gain and develop professional experience and skills. 
Whilst there are a range of reflective models, I have found I internally reflect using Borton’s (1970) Model of Reflection, answering the ‘What? the ‘So What? and the ‘Now What?’.  
What?
In the last 12 months I have taken the opportunity to seek promotion to the rank of detective Sergeant. I successfully completed the National Police Promotion Framework (NPPF) exam in March 2019 and my intention was to work within a supervisory role within my current field of expertise, develop experience as a supervisor and evolve my leadership style. My overall aim was to use the experience gained to assist me in being successful in the NPPF selection process. 
So What?
I undertook the role on the Police Online Investigation Team as an acting detective sergeant. I consider myself a proactive investigator who is confident in conducting complex investigations with a great degree of autonomy. This instinctively led to me taking a very active role in investigations and the daily work of my team. My intention was to get to know the individuals in my team better and learn their strengths, weaknesses and aspirations so that I could help them develop. 
Whilst this provided me the opportunity to be immerse myself in the work of my team. I found myself overwhelmed by the day-to-day management of the team and was also conscious of the negative impact of micromanaging individuals.  
I had taken on a leadership style of leading from the front. On a daily basis there were multiple meetings to attend with senior management, other departments and external agencies. I had sacrificed the importance of attaining a healthy balance between the collective management of the team and the individual leadership and wellbeing of my staff. 
It became apparent an individual on the team was not performing. Through one-to-one engagement, the individual opened up about personal underlying health issues and concerns that was impacting on their mental health and ability to perform. This had led to a decline in their confidence and performance, which exacerbated their isolation and withdrawal from the team environment. I had worked with this individual for a number of years and had been ignorant to the issues they were facing. A study by Ramchunder and Martins (2014) found positive correlations between emotional intelligence, self-efficacy and leadership effectiveness. Concluding that emotional intelligence is an attribute in leadership effectiveness. This is an attribute I would need to develop to identify wellbeing issues in the future and support my team. 
Dyfed Powys Police promotes staff wellbeing at the heart of everything they do, laying out the vision in Calon Leadership and Wellbeing Strategy 2017-2021: “Delivering excellence through the care, values and engagement of our people and putting leadership and wellbeing at the heart of everything we do” (DPP, 2017). To really understand an individual’s wellbeing a leader needs to be emotionally intelligent. 
Now What?
I have experienced that leadership does not require a specific style but more a balance of different styles depending on the scenario and the individual you are supervising. However, in line with the College of Policing (2022a) expectations I should look to adopt a balance of supportive and transformational styles of leadership, by being open honest and fair with my team, showing a focus for their wellbeing and empowering them to develop, whilst setting high standards, fostering collective values and mentoring those I supervise. This will help me to attain the experience required to attain a professional qualification in policing as a sergeant. 
A Rapid Evidence Assessment provides insight into the challenges faced by supervisors. Capacity challenges was identified as being considered high, with personal operational workloads and process and task driven environment inhibiting supervisors from providing support and developing staff (College of Policing, 2022b).   I was naïve to the demand faced as a supervisor and struggled to cope initially. However, the identified capacity challenges provided me with confidence that I could overcome this, with proactive and robust time management, combined with a less hands on approach to the supervision of my team. 
In the future I will use the College of Policing, leadership toolkit to provide me with the resources and guidance necessary to aid my self-development and continuous professional development as a supervisor, this will include appraising myself of the Effective Supervision Guidelines (College of Policing, 2022c), Leadership Expectations (College of Policing, 2022d), and the Leadership Standards for First Line Leaders (College of Policing, 2022e). 
I will look to adopt a regular and more detailed model of reflective practice such as Gibbs (1988) model of reflective practice, encouraged by the College of Policing, (2022), which will allow me to have a consistent and more detailed approach to reflection by following the seven stages and considering individual feelings. My reflection can be in a written medium allowing me to revisit good or bad experiences.  I feel this model will also provide me with more continuous analysis of experiences and an opportunity to develop improvements identified.  
Why should you reflect as a professional? “The reward for you as a professional is that this approach will make your practice more fulfilling and sustainable” (Hargreaves and Page, 2013, p. 21). On the flip side, Schon (1992, p.290) concludes that “Unreflective practitioners are equally limited and destructive whether they label themselves as pro­fessionals or counter professionals”. This is a behaviour I am keen to avoid. 
Research of reflective practice suggest there is no clear definition or preferred model for reflective practice, it is very much a subjective process and that individuals can tailor a practice that suits their needs (Finlayson, 2015, p.729). As observed by Fowler and Chevannes (1998, p.382), individual caution is advised with the adoption of one type of ‘pre-formed model’. Preference is for an individual tailored approach of ones needs. My personal experience is that reflective practice is a tool that should be routinely adopted in all areas of policing, in order to improve our ability to effectively serve the public through a cycle of learning.
(1273 words)
Analyse the importance of continuous personal and professional development in achieving organisation objectives and the use of reflective practice in personal and professional development. 

When analysing the importance of continuous personal and professional development it is essential to understand it’s definition. The College of Policing defines Continuous Professional Development (CPD) as:
“Ongoing; it enables the individual, in collaboration with their organisation, to maintain, develop and gain recognition for existing and new professional skills, knowledge and competence.” 
(College of Policing, 2020)
Understanding what this entails allows investigators to actively progress their own development. However, there is a clear emphasis on collaboration. Failure by the organisation to support development in turn inhibits officers’ ability to develop, perform and impacts morale. A study by Kholstrom (2021) identified that police officers identified 3 conditions of importance for their professional development, which included, opportunity for formal education, line manager engagement in their development and time for work placed learning.
The Dyfed Powys Police and Crime Plan 2021 to 2025 outlines the organisation’s overarching vision to keeping its communities safe and building trust within those communities, in the police and the criminal justice system (DPP Police and Crime Commissioner, no date). 
The importance of CPD is often highlighted as a result of past failings in police investigations. Public confidence can be significantly impacted by failing to learn from experience, which can lead to an increase in crime and disorder. Unfortunately, history is littered with failures, none more publicised than the death of Stephen Lawrence in 1999, which lead to a wholesale reform in UK policing. The resulting Macpherson inquiry highlighted a number of conclusions and recommendations, with the overall finding that the investigation was “marred by a combination of professional incompetence, institutional racism and a failure of leadership” (Macpherson, 1999, p.365). 
The inquiry also highlighted failure to learn from previous mistakes, as covered in Lord Scarman’s report (1981) following the Brixton and Toxteth riots in 1981, in which he concluded that the Police had lost the confidence of the public, which had led to the young black people in those communities showing their resentment and anger towards the police. Modern day policing involves many activities not just restricted to crime fighting and are more community focused (Copley, 2011, p.73). 
As a result of failings not limited to those already mentioned, the UK government has attempted to reform and professionalise UK policing. By doing this it provides an opportunity for public confidence to be increased.  
The College of Policing was established in 2012 as a professional body for the police in England and Wales. Its aim is to provide inclusive membership to police officers, police staff, specials and volunteers and professionally develop staff using a strong foundation of evidenced based working practices at any career level (NPCC, 2013). 
In Dyfed Powys Police, to perform the role of a detective and a digital media investigator I am expected to undertake the College of Policing Professionalising Investigation Program (PIP) level 2 accreditation (Dyfed Powys Police, 2022). The program was introduced as part of the ongoing effort to professionalise the Police and improve the standards of criminal investigations, by ensuring detectives are suitably trained and competent in conducting complex investigations. CPD is mirrored in the development of the Digital Media Investigator (DMI) role. Within my role I have the opportunity to specialise in specific fields of digital investigations, such as cryptocurrency for example. 
Despite the ongoing efforts to professionalise UK policing and recruit and training more detectives, it could be argued that CPD alone is not sufficient in achieving the objectives of the organisation. Current UK tabloids such as The Guardian (2022) echo the sentiment that Police are failing to meet the required standards of investigation in half of English Police forces inspected, which erodes the public confidence in the ability of the police to prevent and detect crime in their communities. Although in the current financial economy there may be outside factors influencing the police ability to effectively investigate crime. With extended periods of austerity Police forces are having to provide a public service with reducing resources and funding (The Guardian, 2020). This puts a tremendous strain on their ability to serve their communities and gain their confidence. 
The level of development does not necessarily equate to providing expertise as demonstrated in research by Fahsing and Ask who state:
“Professional experience is potentially beneficial to detectives’ ability to identify relevant investigative hypotheses and formulate appropriate lines of inquiry. Importantly, however, increased experience does not guarantee expertise or improved performance. Our findings suggest, rather, that the type of basic education, practical training, standardised investigative procedures and formal evaluation that detectives undergo shapes the course of their professional development.”
(Fahsing and Ask, 2016, p.218)
There is also an argument that Police officers can be highly selective when it comes to what they consider appropriate for self-development, even if it is for appropriate police actions (Chan, 2004). Whilst personal aspirations should not be quashed, it would seem there needs to be a balance of directional leadership with development of Police officers, especially if it is to maintain the competency of a specific area of policing. 
Responsibility lies with the individual too. Copley (2011) states that to be effective, there is a need for police officers to translate theory into practice, in addition to continuous professional development. Reflective practice is identified as a tool for officers to be able to assimilate complex situations they encounter. The College of Policing (2020) echo this sentiment. It is then right to consider reflective practices as a way to develop individual skills and learn from complex or challenging scenarios. Without this, individuals and the wider organisation cannot evolve with the ever-changing legislation or guidance.
(923 words)
(Total: 2196 words)
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Task 2: Investigation Challenges
You must choose a serious and complex investigation in which you played a significant role and reflect upon what happened. 
	
Give a brief description of the investigation including social and legislative contexts and any relevant cultural, ethnicity and language issues.  

Demonstrate your critical thinking, analysis and evaluation of assumptions, generalisations and material (that may be incomplete) and how you communicated your conclusions to specialist and non-specialist investigators/departments. 

Critically evaluate the challenges associated with the investigation and the actions undertaken to effectively deal with such challenging situations. 
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[bookmark: _Hlk124256648]ANSWER:
Give a brief description of the investigation including social and legislative contexts and any relevant cultural, ethnicity and language issues.  

I led the digital media investigation of a suspect arrested for the offence of voyeurism (Sexual Offences Act 2003, S.67). A child victim had reported that she had discovered videos on her father’s phone of her naked in her bedroom. The videos appeared to have been taken with a covert camera. There was a concern that her visiting friends would also have been recorded. A large quantity of digital devices was seized from the suspect following arrest. The devices were subjected to a methodical forensic examination, utilising a bespoke digital strategy. This resulted in the effective processing of digital evidence, subsequently identifying further serious sexual offences, including Rape (Sexual Offences Act 2003, S.1) of the suspects daughter (15 years old) and the identification of other victims both child and adult. The application of a digital media strategy was an effective tool to manage the scale and challenge of the digital evidence in the investigation. Over 40 terabytes of data was processed and reviewed, which included the review of over 5 million images with a large percentage of indecent images of children (IIOC). An investigation dominated by digital evidence made communicating technical aspects to non-specialist stake holders particularly challenging. 
(198 words)
Demonstrate your critical thinking, analysis and evaluation of assumptions, generalisations and material (that may be incomplete) and how you communicated your conclusions to specialist and non-specialist investigators/departments. 

Assumptions can affect the way we perceive and assess situations. They are often subconscious and sometimes they can be factual that and may be confirmed. Our assumptions can also be key uncertainties. Being alert to our assumptions will ensure we can isolate them from our reasoning (College of Policing, 2013). Taking this onboard it is critical to exercising objectivity, which is expected as a detective or investigator. “In conducting an investigation, the investigator should pursue all reasonable lines of inquiry, whether these point towards or away from the suspect.” (Ministry of Justice, 1996). 
This investigation involved allegations of serious sexual assault against multiple child victims. Offences of this nature can be very emotive, and assumptions of guilt can overtake objective thinking in the investigation, especially where evidence may appear compelling. 
As police officers we have often heard the phrase “They are bang to rights” or similar, and whilst often a tongue in cheek comment it is a presumptive guilt mindset that can lead to bad investigative practice. During investigations, detectives can fall into a trap of “confirmation bias”, leading to seeking evidence to support predetermined beliefs instead of drawing reasonable conclusions from the evidence gathered (Fahsing 2021).  A critical impact of this mindset was identified in Canadian detectives who would often neglect rules and procedures in order to a secure a conviction for individuals they considered guilty (Brodeur, 2010, p.219). The early evidence in this investigation was from the victim in the investigation. She reported the that she had found videos on her father’s mobile phone, which showed her naked in her bedroom. The videos appear to have been recorded covertly. 
My first assumption was that the suspect was guilty of the offence, he had a sexual interest in children and was likely to have sexually assaulted his daughter, despite only having a suspected offence of voyeurism. This is an easy trap to fall into as an investigator and can result in doing the minimal amount of investigation to secure an obvious conviction. Maguire (2008, quoted in Fahsing 2016, p.4) describes criminal investigation as a vital function for the Police service, which gains legitimacy through its quality. 
As well as the duty to investigate the alleged offence, as a Police officer there is also a duty to safeguard those who are vulnerable from harm. It is easy to assume as a suspect that they don’t need support. It is well documented for offences of this nature that suspects are at a higher risk of suicide or self-harm. The most recent data from the Independent Officer of Police Complaints shows that just that 48% of all apparent suicides in police custody were for suspects detained for alleged sexual offences. 39% of those were detained for IIOC. Further data suggests suicide attempts are often made within the first 48 hours of being aware of an investigation (IOPC, 2021)
The suicide risk wasn’t initially apparent to the investigation team due to their lack of experience in dealing with suspects alleged of IIOC offences. He was subsequently released on bail. Shortly after his release a covert video showing the serious sexual assault of his daughter was recovered from a seized device. In this instance the risk of suicide to the suspect hadn’t been considered. The National Decision Making (NDM) model is an effective tool to for decision makers to utilise and structure their rationale about any indent or risk they deal with. It is a tool that is encouraged to be used when making decisions carrying risk (College of Policing, 2023). A suspect’s death following police contact can have a devastating effect on the investigation and those involved. It was imperative to disseminate learning of the risk and provide advice and guidance utilising the operational guidance, which provides Practitioner advice in order to safeguard suspects under investigation, including a suicide risk management plan (College of Policing, 2019). It is imperative that safeguarding measures are addressed before the release of the suspect and they are signposted to the relevant support agencies. 
When investigating any complex crime an investigator should foster the approach of applying the principles adopted in any murder investigation this view is supported by Her Majesty’s Inspectorate of the Constabulary (2000, p.115) states “the investigation of murder should set a standard of excellence that all other criminal investigations can follow”. When we look at the guidance for murder investigations in the UK; managing material, decision making, developing working hypothesises, strategies and implementing strategies are key strategic considerations during the investigation phase (NPCC, 2021, p.28). 
The ability to recognise and manage assumptions is a positive attribute to an investigator. Assumptions based on fact can help objectively to develop working hypothesis and direct investigations. However, it is essential to be open minded as an investigator, be alert to the dangers of assumptions and test facts and hypothesises rather than seeking evidence to support them (NPCC, 2021, p.32).  By adopting an investigative mindset in this investigation, and developing hypothesises, even from assumptions based on fact, it was possible to identify and secure evidence of multiple serious sexual offences against children and ultimately secure a sound conviction. Utilising a digital strategy tailored to the investigation, I was able to communicate the objectives, hypotheses and investigation strategy to those involved in the investigation. 
(875 words)


Critically evaluate the challenges associated with the investigation and the actions undertaken to effectively deal with such challenging situations. 

One challenge faced during the course of the investigation was the sheer scale of digital devices seized. The capacity of media held on the devices eclipsed. The subsequent remand of the suspect gave added time constraint pressures. 
Irrespective of the size or scope of the investigation the development of a sound digital strategy is encouraged to assist in securing and interpreting evidence (ACPO, 2011, p.34). As a Digital Media Investigator (DMI) I routinely practice the development of investigation strategies, encompassing the objectives of the officer in charge of the case and any working hypotheses. 
Due to the sheer volume of IIOC and the fact some of it was very graphic in nature it was essential to ensure the welfare of the staff conducting the review of the digital media in the investigation. To do this a select number of experienced forensic examiners were used instead of a single examiner to manage the case. This helped to minimise the impact of exposure across the investigation. 
Whilst being diligent to the impact of and wellbeing I had not considered the likelihood of inconsistencies with image categorisation between the forensic examiners, especially with a case containing first generation images. Some were more desensitised to images than others, resulting in different image categories for the same image appearing on multiple devices being examined. By conducting research, I was able to allay the initial fears through identifying relevant case law, which determined that a decision on the indecency of an image is for the jury to decide, and any categorisation of images was only useful for sentencing (‘R v M’, 2015). To reduce this impact further any first-generation images identified were categorised by a single investigator. 
To overcome this, I utilised photo albums consisting of images of the known victim and persons likely to associate the property such as friends. This was provided the examiners with a visual aid to assist in the review of the IIOC, whilst being alert to potential victims in the images. This result in one female identifying herself in an indecent image. Further work ident 
The Crown Prosecution Service (CPS) can take a streamlined approach to the charging of IIOC offences. In high volume cases it applies a threshold limit for the categorising of IIOC. The threshold standard is set at least 250 Category A images or where no Category A images are present a total of 1000 images. Once this threshold is reached additional images will have a limited effect in the final sentence (CPS, 2020). 
There is an argument that automated forensic software could have been utilised in the investigation. Whilst there is evidence to suggest this would have significantly assisted in managing the scale of the media reviewed and reduce the impact of exposure of indecent images on staff wellbeing (NPCC, 2020, p.21). It’s inability to flag first generation images without advancements in current technology means its use was precluded. 
Another challenge in the investigation was the attributing some of the digital evidence to the suspect. In particular videos of him sexually abusing a victim whilst unconscious. Although the victim was identifiable in the videos, the suspect did not show his face. In some of the videos the only parts of his body that could be seen were his hands. This resulted in utilising innovative methods to obtain individual image frames of the suspects hands and fingers isolating suitable images for traditional fingerprint comparison. By fully attributing the suspect in the video it would confirm individual counts of serious sexual assault against the victim. It was vital to identify the subject committing the acts in the videos, with no account from the victim due to incapacitation, there would be evidential difficulties in proving the offences. 
Unfortunately, the suspect fingerprints taken in custody were of insufficient quality and the suspect had been charged and remanded to prison. Section 61 of PACE provides Police with the power to take fingerprints of any person following their arrest for a recordable offence. This power also extends to circumstances, where insufficient prints have been taken from the suspect (Police and Criminal Evident Act 1984, S.61).   
Fingerprint experts were initially with fingerprint experts were initially hesitant to complete the forensic comparison citing that the method of comparison was not an accredited method and could not be used evidentially.
The key was to get this. However, the suspect had not had his fingerprints taken correctly in custody and was now on remand. This was an untested and non-compliant method with respect of the ISO 17025 standards (British Standards Institute, 2017) and the codes of practice for an accredited forensic service. However, the codes of practice provides scope for recognising and adopting new forensic methods. It also gives direction on the use of non-complaint techniques by ensuring declarations of non-compliance are made to the relevant stakeholders and documented in any statements or reports (Home Office, 2022). Due to the rapidly evolving and dynamic nature of digital forensics it is a common occurrence to use non-compliant techniques, whereas in standard forensics, such as fingerprint comparison it is not commonplace. 
Although non-complaint methods were used, by ensuring that the process undertaken was meticulous and documented accordingly, evidence attained would meet the acceptable criteria to be admissible in any court proceedings and stand up to scrutiny in the event the court has to consider powers to exclude evidence (Home Office, 2020).  
Feedback undertaken in the investigation identified the need to assign a Digital Media Investigator in all investigations where ‘first generation’ indecent images of children were identified, or child contact sexual offences were alleged. Wilson-Kovacs (2021) expresses the importance of the DMI role in bridging the gap in the understanding of technical skills between specialist departments, operational teams and frontline officers.  
(953 words)
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You must choose a serious and complex criminal investigation in which you played a significant role in providing a response. 
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Analyse how you employed established techniques to progress the investigation. 

Critically evaluate how you applied specific legislation and/or powers to the investigation. 

Explore the use of the techniques you applied to the investigation and demonstrate your understanding of their use. 
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[bookmark: _Hlk124196662]ANSWER:
Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues.  

In 2020, I led the investigation into to an individual, identified as being a vendor on a Dark Web Marketplace. He accumulated over £1.5 million worth of assets held in cryptocurrency through illegal sales. The investigation commenced following the identification of a Bitcoin address on a seized mobile device, leading to his arrest for money laundering (Proceeds of Crime Act 2002, S.327), fraud and drug supply offences. The main challenges during the investigation were the application of the correct seizure powers and communicating the technical aspects of the investigations to colleagues and non-specialist departments in order to ensure the correct application of police powers and legislation.
(106 words)
Analyse how you employed established techniques to progress the investigation

Deployed techniques during the investigation, included forensic analysis and triage of digital devices, brute force techniques for password attacks, statutory search and seizure powers, POCA (Proceeds of Crime Act 2002) powers to seize and restrain assets held by the suspect and applications under IPA (Investigatory Powers Act 2000).
The suspect was arrested on multiple occasions and his home address searched. The first occasion was during a drugs warrant (Misuse of Drugs Act 1971, S.23), where the object of the search was drugs and paraphernalia.
PACE (Police and Criminal Evidence Act 1984) was introduced to consolidate many areas of legislation, setting a framework enabling police to gather evidence, whilst balancing police powers with the rights and freedoms of the public. (Home Office, 2013). PACE provides specific powers to enter and search premises with or without a warrant. Section 19 of PACE allows for officers to seize items they reasonably believe is evidence (Police and Criminal Evidence Act 1984, S.19). Whilst the objects of the search warrant were specific, additional search powers under PACE allow for the seizure of evidence whilst lawfully on premises. Without this the seizure would be limited and vital evidence could be lost. 
During warrant a mobile phone belonging to the suspect was seized. It could be questioned why a mobile phone would be seized for offences related to drugs. If this was a case of simple possession that would be a valid critique. However, there is research to suggest that drugs dealers are more frequently using technology and social media applications to enhance profits and reduce the risk involved in connecting buyer with seller (Moyle et al, 2019). Therefore, it is reasonable to believe that suspects involved in the supply of drugs would have evidence relating to supply on their digital devices. Correct use of legislation provides the opportunity to secure valuable evidence of the men’s rea of drugs supply offences. The use of mobile phones in County Lines drugs dealing offences presents such an issue that the Government introduced legislation to allow law enforcement to request network providers to close down particular phones lines involved in drugs supply. However, a review of the use of this legislation has provided limited evidence to show the orders caused any significant disruption to suppliers (Home Office, 2022). 
The Proceeds of Crime Act 2002 (POCA) was introduced to provide law enforcement with the powers to seize and recover criminal assets. Its inception has been welcomed and yielded positive results. The use of the act and other powers under the Serious and Organised Crime Act 2005 is expected to have a significant impact on bringing organised criminals to justice (Home Office, 2006). 
Part II of POCA was utilised during the investigation to seize and restrain assets suspected to be criminal property acquired by the suspect (Proceeds of Crime Act 2002). These assets included a quantity of Bitcoin worth over £1.5 million. A seizure of this scale was one of the first in the UK and at the time there was no legislation, guidance or policies available. Cryptocurrencies in the UK are not classed as legal tender and the Financial Conduct Authority (FCA) class them as high-risk assets and in the case of Bitcoin, unregulated (Financial Conduct Authority, 2019). The classification of Bitcoin and other crypto assets provides some limitations to seizure powers under POCA. If Bitcoin or crypto assets are not legal tender and are unregulated, then they cannot be seized as cash.  
Guidance from the NPCC National Cybercrime Programme (2022) following consultation with a leading POCA barrister provided an overview for the lawful seizure of crypto assets. It stipulated the routes available to Police under Parts II and V of the Proceeds of Crime Act and issued warning to the incorrect use of PACE powers due to cryptocurrency being intangible property, stating “Crypto assets consist of a piece of information that has a value, but they do not constitute a physical thing and are therefore not covered under Section 19.” (NPCC, 2022, p.4). Whilst this guidance is post seizure of crypto assets in this investigation, it ratified the steps taken to secure them.  
(683 words)
Critically evaluate how you applied specific legislation and/or powers to the investigation. 

The acquisition of Cloud data or Remote Stored Electronic Data (RSED) was a key line of enquiry. The suspect had access to online cryptocurrency wallets and cryptocurrency services, where the private keys to crypto assets holding value were stored, as well as transaction history. Although owned by the suspect, these accounts were only accessible via the internet and the user data is stored remotely on severs owned by the service providers. Examination of devices seized from the suspect provided account credentials.
“We don’t always know if we’re doing it in a lawful manner” is a view shared from a senior police manager in reference to investigating cloud data (The Police Foundation, 2021). There has been much debate within policing as to the lawful process for accessing cloud data. It has been recognised by Tully (2020, p.2) a senior Forensic Science Regulator, that the previous methods for digital forensics are no longer fit for purpose. A contributing factor is due to a substantial volume of the data is in the cloud. Tully further states that investigators lack the tools and methods to be able to interrogate the data effectively. 
In the absence of guidance or specific legislation, the use of seizure powers under PACE appeared the most appropriate starting point. The powers to seize whilst lawful on premises (Police and Criminal Evidence Act 1984, S.19) and further power to require any information in which is containing in a computer and accessible from the premises to be produced in a legible form (Police and Criminal Evidence Act 1984, S.20), was considered following the seizure of the devices. However, these powers do not stipulate the access to RSED using a user’s credentials, and they appear confined to the limitations of the initial search and seizure of devices. 
The only other consideration available is powers under the (Investigatory Powers Act 2016) (IPA). IPA was introduced by Government to bring together all of the powers available to UK law enforcement and security and intelligence agencies in order to obtain communications data. It radically overhauled the way powers under the legislation were authorised and overseen and ensured the powers were fit for the digital age (Home Office, 2016).  
Part 5 of the act covers Equipment Interference, which enables interference with electronic equipment for the purposes of obtaining communications, equipment data, any other information (but not interception) in the course of its transmission.
In principle, there are two approaches to accessing RSED, overt or covert. Overt methods involve the suspect having an awareness of some of the activity taking place but may not have full knowledge of the extent of the activity, whereas covert activity takes place with no awareness. IPA does not distinguish between overt and covert and is only concerned whether the acquisition of stored data is lawful. Search and seizure powers in PACE are considered overt statutory powers. 
Cloud computing inhibits the ability to access and see all of the digital evidence available, due to data being in unknown locations on remote servers (Garfinkel, 2010, p.67). This investigation shows that there is a gap in suitable powers available to law enforcement to effectively investigate data stored in the Cloud. It is recommended by the Police Foundation (2017, p.11) that The College of Policing should issue clearer guidance regarding to the use of powers available for police to extract cloud data. In 2023, it is yet to be delivered.    
It could be argued that the used of section 19 and 20 of PACE was not appropriate in this investigation. However, in the absence of specific legislation the most suitable powers and legislation were considered. To give greater confidence of the admissibility of the evidence in further cases then the use of IPA is a preferred. 
The admissibility of evidence is a test for the court to consider. As long as the police have documented their processes, justification and acted in good faith then it does not preclude the automatic exclusion of evidence. The courts power to exclude evidence comes from PACE (Police and Criminal Evidence Act 1984, S.70). Case law further assists the courts in the test they can consider when doing so (‘R v Robinson’, 2005).
This investigation has highlighted the need to have suitable legislation in place  to acquire RSED lawfully. In 2022 the United States and United Kingdom entered into an agreement referred to as the Cloud Act (DIVISION V - CLOUD ACT, 2018). The agreement allows for RSED that is held by electronic service providers in their respective nations to be more accessible to law enforcement, for the purpose of prevention, detection, investigation, or prosecution of serious crime (Home Office, 2022). 
(770 words)
Explore the use of the techniques you applied to the investigation and demonstrate your understanding of their use. 

Using Part III of RIPA (Regulation of Investigatory Powers Act 2000) during the investigation, was a valuable tool in combating challenges faced with the use of encryption of data or on modern digital devices seized from the suspect. All devices were protected with passcodes encrypting the data held on them or in data files. It was a challenge to secure digital forensic evidence and at times efforts were frustrated.
Government legislation provides a power to obtain a notice for persons to disclose protected information in an intelligible form or any key related to protected information (Regulation of Investigatory Powers Act 2000, S.49). Any applications for a notice have to be made through the National Technical Assessment Centre (NTAC) as outlined in the codes of practice, which also details the appropriate permissions required for obtaining a notice (Home Office, 2018). 
NTAC is a government unit responsible for supporting law enforcement with a range of technical assistance or advice. They are the lead national authority in relation to the processing of protected information into an intelligible form, the disclosure of key material and the complex processing of lawfully obtained protected information (GCHQ, 2019). 
Through practical experience of applications made to NTAC, there is a 2-part remit for the work they undertake. Firstly, they only take on work that can't be done by any other agency and secondly, they only take on work that is connected with a serious crime. ‘Serious Crime’ is defined under section 81 of the legislation (Regulation of Investigatory Powers Act 2000, S.81).
It is a defence for a person to show they are not in possession of the key, or they may argue that grounds for the notice were not justified, and the protected information or data could be obtained via other reasonable means. Whilst a person does not have to supply the key or comply with a notice, section 53 of the legislation makes it a criminal offence not to comply with a section 49 notice. This is punishable with imprisonment of up to 2 years, or up to 5 years in cases involving national security or child indecency (Regulation of Investigatory Powers Act 2000, S.53). Therefore, the lawful seizure and sound attribution of any digital devices or encrypted data is paramount to the success of any notice. 
The use of this legislation could be considered archaic, and its application is cumbersome. The legislation was enacted in 2007 and in comparison, the first Apple iPhone was released the same year (Appleinsider, 2022). The complexities and capabilities of smart phones have vastly advanced since, meaning the requirements to request the key occurs in every instance the legislation is used for a smart phone. This brings higher justification and requires permission from a rank of no less than a Chief Officer for every successful application (Home Office, 2018, p.34-35).  
A benefit of instigating an application under section 49, is making support accessible to law enforcement agencies from a world leading intelligence and cyber security agency, whose mission includes the tackling of serious and organised crime (GCHQ, 2019). This allows for advanced techniques and experts to be deployed to decrypt digital evidence, which may otherwise be unattainable. 
The benefit to the investigation far outweighed the limitations of the legislation and its application. My conviction was rewarded when NTAC successfully decrypted a number of the remaining cryptocurrency wallets and supplied the keys, leading to the decryption of key evidence in the investigation, which allowed the tracing of cryptocurrency further obfuscated by the suspect. Van Someren (2007) predicted soon after the enactment of this legislation that it would “provide police and other law enforcement officers a powerful tool for combating modern day crime or terrorism.” He further added “The power to force the disclosure of those keys will, in many cases, allow convictions to be progressed where it might previously have been impossible”.
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[bookmark: _Hlk124256393]ANSWER:
Research and critically analyse current theories and methodologies relevant to your own specified area of investigation (e.g., use of specialist interviewing techniques, crime scene management, NDM).

I currently work in the Digital Investigation Unit (DIU), a dedicated unit that deals with digital investigations for a range of criminal investigations. The use of forensic triage is a valuable methodology that is deployed to investigations featuring a digital element. As a Detective Sergeant and experience Digital Media Investigator working in the Police Online Investigation Team, I routinely utilise digital forensic triage during the execution of warrants under the (Protection of Children Act 1978). It assists me in determining and prioritising the primary suspect digital device for full forensic examination and allows for the exclusion of non-relevant digital devices from any forensic examination. 
When exploring the meaning of digital forensic triage, it differs depending on the context in which it is used. The NPCC commissioned, Digital Forensic Strategy defines ‘triage’ as: “The process by which you collect, assemble, analyse, and prioritise digital evidence from a crime or investigation to support investigative decision-making” (NPCC, 2020, p.34). 
Triage is applied to a number of different aspects of digital investigation, which includes the prioritisation of digital devices for forensic examination, triage during the process of forensic examination within a laboratory or triage of digital devices at a scene. 
Dyfed Powys Police have internal methods for managing escalation processes for. This includes the application of a priority matrix, allocating a score depending on risk identifiers in the investigation. There is also an escalation policing with respect of fast-tracking forensic submissions, where there is an operational need to bypass the priority scoring matrix. This would be used in instances where suspects were in custody for a serious offence and remand was sought or cases involving a risk to life. These processes have standardised operating procedures (DPP, 2021) and adhere to forensic standards and accreditations dictating by ISO 17025 (British Standards Institute, 2017)   and the Forensic Science Regulator codes of practice which governs the practices of Dyfed Powys Forensic Unit (Home Office, 2022a).  
In modern policing, as new technology grows at a rapid pace, digital forensics plays a vital role in the vast majority of criminal investigations (The Police Foundation, 2021a). The advancements in technology has enabled the rapid growth of the internet in the last decade, in turn amplifying the manner in which children are sexually exploited online and indecent images of children are created, accessed and distributed (Lee et al, 2020, p.1). The Science and Technology Select Committee has stated that this growth presents challenges to the criminal justice system with no strategy to deal with the impact (House of Lords, 2019). 
A recent HMICFRS inspection of Police forces in the UK identified that there are currently over 25,000 devices waiting to be examined, and this didn’t include all of the devices likely to be in the system (2022, p.1). The inspection further revealed that too often victims were being let down and face delays of at least 18 months before the device examinations commenced (2022, p.2). 
The National Police Chief’s Council leads The Transforming Forensics Programme, which was commissioned in order to create a strategy to improve the use of digital forensics in the criminal justice system. As a result, the programme delivered a research report outlining the significant challenges faced by digital forensics, which included Demand and Capacity, Skills and Knowledge, System Weaknesses, Technology, and Law and Ethics (The Police Foundation, 2021b). If not addressed would lead to an ineffective criminal justice system and serious miscarriages of justice (House of Lords, 2019). The report subsequently influenced the development of the Digital Forensic Strategy, which aims to address the opportunities and challenges faced in policing due to over 90% of all crime being recognised as having a digital element (NPPC, 2020). 
A HMICFRS (2022) inspection revealed backlogs and delays as a consistent theme across all forces, and this was impacting on the criminal investigations and the undermining relationships with victims and witnesses. Furthermore, the inspection revealed forensic triage wasn’t being conducted by those with sufficient skills, experience and sufficient tools to do so. 
It could be argued that forensic triage goes against the 4 ACPO Principles of Digital Evidence in particular Principle 1, which in summary states no action should be taken by law enforcement that would change data, which could be later relied on in court proceedings (ACPO, 2011, p.6). The forensic triage of devices involves the physical interaction of a live device outside of a forensic environment. This will always result in a change in data. In addition, if trained and competent staff are not undertaking any forensic triage then it would most certainly be in conflict of Principle 2 (ACPO, 2011, p.6). 
It would appear that forensic triage is not an evidentially sound method for the seizure and examination of digital devices. However, the demand faced by digital forensic units and investigators to produce evidence in a timely manner compels them to exploit gaps in the current standards dictated by the Forensic Science Regulator. To combat this gap some police forces have started to deploy and provide digital forensic services through self-serve-kiosks, used by trained frontline officers for the examination of mobile devices (NPCC, 2020c, p.22). 
From experience forensic triage drastically improves the ability to prioritise and manage digital devices seized during the course of a search warrant related to child sexual offences. To do this a combination of staff and equipment are utilised, including a digital van, Digital Forensic Investigators (DFI) with forensic equipment and software, and Detective Constables trained as Digital Media Investigators (DMI). 
This working practice has been classed as innovative in a HMICFRS (2022, p.17) inspection, which identified similar practice in the management of digital crime scenes, resulting in Bedfordshire Police force reducing the demand on their digital forensic unit with the. This shows that forensic triage in combination with appropriately trained and skilled staff can be a useful practice in digital investigations. 
Research has not identified any clear or specific process or strategy for digital triage, especially on scene triage. It is clear that this is an area in policing that needs further research and strategic direction at a national level. As Casey (2013, p.86) suggests there are associated risks and trade-offs with triage in digital forensics. The acceptable level of risk will depend on the context it is used. 
(1036 words)
Evaluate the importance of applying skills, knowledge and experience to reach appropriate investigative outcomes. 

To reach appropriate investigative outcomes has different meanings depending on who the outcomes apply to. For a long time, the success of police forces was measured on their detection rates. A new investigative outcome model was introduced in order to move away from target driven policing and towards a framework with greater transparency, strengthen police discretion and promote a victim orientated approach (Home Office, 2021). There are 22 formal outcomes listed under Home Office Counting Rules (Home Office, 2022b, p.31-40). 
Whilst removing this target driven approach, the public perception of policing has not improved. In fact, there is evidence to suggest that the public confidence in policing has been in decline for the last decade. Key findings of crime outcomes in England and Wales provide evidence that the number of crimes recorded by the Police is continuing to rise, up 16% to the year ending March 2022. In addition, the proportion of crime resulting in a charge or summons continues a long-term downward trend, since the Outcomes Framework was introduced in 2015 (Home Office, 2021b). 
The (Criminal Procedure and Investigations Act 1996) was established to provide a statutory legislation to regulate the procedures for conducting criminal investigations. This included a focus on disclosure and a code of practices for conducting investigations. The Professionalising Investigation Programme was introduced by the College of Policing in 2003 to ensure investigators were trained with the key skills to gather evidence and conduct investigations to the highest standard. Its overall aim was:
“To deliver a professional, ethical and effective investigation capacity for policing in the 21st century by providing robust, national benchmarked standards maintained and overseen by a professional policing institute.”
(College of Policing, 2018) 
Recent failures in criminal proceedings have highlighted the importance of skills, knowledge and experience, especially in complex investigations involving a digital element. The case of R v Allan was one of the most publicised recent failures, which led to considerable reform in the way Police mange the disclosure of digital evidence. A joint review of the investigation identified “The disclosure problems in this case were caused by a combination of error, lack of challenge, and lack of knowledge” (Metropolitan Police, 2018, p.6). In another instance a rape trial collapsed after the prosecution failed to find images on a suspect device, which undermined the prosecution case. The suspect had been under investigation for 5 years. Only when the suspect’s mobile device was submitted for independent examination the images were located (The Guardian, 2018). 
Failures highlighted above can lead to a miscarriage of justice. Victims feel let down, lose trust in the criminal justice system and don’t have an opportunity to receive fair justice. This further perpetuates the downward spiral of public confidence in the ability of the Police to investigate crime effectively. 
The recommendations in R v Allan rightly focused on addressing the disclosure issues in the investigation. However, there is little mention of upskilling investigators in digital evidence. However, it is widely recognised in police forces that DMIs will significantly improve investigations with a digital element. However, there isn’t enough of them. With recommendations of an increase in DMI numbers by 2024 in order to advise investigators and crime scenes (HMICFRS, 2022). To address failings in complex investigations where digital evidence was a key aspect of the case, the College of Policing introduced the Digital Media Investigator (DMI) Programme in order to train investigators. To ensure the capabilities of DMIs are high some forces like Dyfed Powys Police have elected to ensure that PIP2 accreditation is part of the role profile of a DMI.
One argument for the decline in positive outcomes could be attributed to the decreasing number of detectives and increase in young and inexperienced officers. A HMICFRS (2017, p.12) national effectiveness report referred to the shortage as a “national crisis”, with some forces unable to cope with the considerable increase in complex investigations and other forces not having enough trained investigators to deal with demand. Even 4 years after this report there is still a shortage with DCC Jason Hogg, the NPCC lead for Investigator Resilience giving reasons for the shortage due to high workloads, increasing complexity of investigations, impact on work life balance and even a reduction in pay (Police Federation, 2021b). 
In an effort to boost dwindling numbers of detectives the Homes Office launched a national detective training programme in order to train up to 1,000 new detectives over a 5-year period on an accelerated 12-week programme, which includes digital training to equip investigators with relevant skills for modern policing (Home Office, 2018). It is yet to be seen what impact this has had. 
Op Soteria (Home Office, 2022c) is a joint Police and CPS programme set out to transform the Police response to Rape investigations. The objective is to improve the skills, knowledge and experience of investigators in order to improve the victim’s satisfaction of serious sexual assaults, leading to greater support for victims and a better focus on. The programme explores and pays particular attention to the digital aspects of investigation. The programme gave greater emphasis to the used of Digital Processing Notices (DPN) in order expediently examine victim and witnesses’ devices with informed consent and only seeking data relevant to the investigation. Whilst is too early for to assess the impact of this. It would make sense that this will increase victim and witness satisfaction and assists with positive outcomes in investigations where people may have refused or withdrawn support in investigations rather than face losing their mobile device for an indeterminate amount of time. 
(923 words)
(Total: 1959 words)
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Task 5: Personal Development Plan (PDP)

As part of your reflective process, please use this table to aid you in identifying the next steps for your development. Consider using ‘SMART’ as part of your answer. 

NOTE: This is equivalent to 2000 words towards the overall wordcount, please note this is not the actual number of words used in completing the table, the count reflects the thought and research behind it.

	Area of Development
	How it will be achieved 
	Who can provide support?
	Timeline

	Enhance leadership skills for the role of Detective Sergeant and secure a permanent prometon to the rank.  





	Undertaking and completing the NPPF 5 course encompassing operational leadership and an introduction to NPPF. 

Engaging with work-based coach to seek support and guidance and challenge reflective thinking.

Conduct wider reading and research. Foster and encourage the implementation of learnt skills into the workplace.

Arrange updated 360 feedback
utilising bespoke question set relevant to emotional intelligence and motivation.

Identify a breadth of individuals to seek feedback, including ranks below, equal to and above. 

Include non-work associates to achieve greater understanding of personal traits and perception.

Conduct further research and learning into leadership skills, utilising the NPPF resources. 

Robust time management factoring in family life and other work commitments including degree work. 

	Peers.
Supervisors.
Training dept.
External Coach.
Self.

UWTSD resources. 

COP resources.
	Completion of 4-day NPPF 5 course.  

Monthly review with work-based coach.

6 monthly 360 feedback.

Completion of NPPF portfolio within 12 months. 




	Learn Python computer language and apply the skills to working practices within digital investigations. 





	Identify and partake in online Python courses. 

Further reading and discussions with colleagues about the subject field and practical applications. 

Complete practical projects in coding to reinforce learned skills. 

Encourage the use of coding skills to solve data analysis problems relevant to my field of work. 

	Peers.
Self.
External tutors.
	Online self-learning with no time limit. Aim to have a competent understanding in 12 months.

	Complete the BSc in Professional Investigation degree.




	Engaging with monthly classes in person and online. 

Consultation with peers and tutor.

Proactively engage in one to one and group sessions. 

Conduct wider reading and research. Utilising library and external resources.

Robust time management factoring in family life and other work commitments including NPPF. 

	Tutor.
Peers.
Supervisors.
Self.
Family. 

UWTSD resources. 

COP resources.
	Final submission in November 2023. 

Workbook 2 Submission in May 2023.

Dissertation Proposal Submission in February 2023. 
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