Assignment 2
Task 2:
1.  Utilising ARP and Routing Tables


ARP Stands for "Address Resolution Protocol." ARP is a protocol used for mapping an IP address to a computer connected to a local network LAN. Since each computer has a unique physical address called a MAC address, the ARP converts the IP address to the MAC address.
The ARP table ‘maps’ logical IP (Internet Addresses) to Physical Addresses of Network Interfaces, this is how a packet is sent/received on a Network Interface, or if you like, how packets arrive at your machine over the Internet.
[On the Server 1 VM]:
[image: ]Click Start – run – cmd and at the command prompt type ARP -A The information you see displayed comprises of:
[image: ][image: ]The Interface (NIC’s) in your Machine. The Physical (MAC) Address of this NIC The Internet Address of this NIC.
You may not at present have any (or you may have very few entries). As you connect to, are connected to; other servers, this ARP Table (MAC Table) will be updated; One common way to see this in practice, is by using an ICMP operation such as ‘PING’
To verify what networks your host is connected to, you can use the route print command to print out the Routing Table information on your operating system. o Click Start – run – cmd and at the command prompt type route print

3. Installing and configuring the Routing and Remote Access Service
[On the Server 1 VM]:
· Open Server Manager – Add roles and features.
· Role based or feature based installation – Click Next
· Select a Server from the Server pool (choose your server1 Server) - click Next
· At the Select Server Roles screen – check on Remote Access choose Next
· Do not make any changes in Features and click on Next.


In Role services, select DirectAccess and VPN, Routing services and click on Next.
· Review installation page and click on install once you are ready.

· Once the installation is completed, click the link ‘Open the Getting Started ‘Wizard‘
· At the ‘Configure Remote Access‘ wizard screen - click on Deploy VPN only
· You should now be brought to the Routing and Remote Access Window:
· Right click on the icon with your Servername listed – choose Enable and Configure Routing and Remote Access.
· Choose Next at the Welcome wizard
· At the Configuration wizard screen, select ‘Custom Configuration’
· Choose LAN Routing – click Next Click on Start service.

Task 4: IP Packet Filtering
IP Packet filtering is Microsoft’s basic firewall configuration service. It is able to restrict packet flow by utilising a combination of source/destination ports and the protocol that these services use. Packet filtering uses two concepts known as Inbound and Outbound Filters. Inbound Filters are a rule which apply to the Firewall/Router (In our case, Server 1). Outbound filters are concerned with packets that are trying to leave the Router’s/servers.
Filter 1: Stopping ‘anyone’ in Private net from Pinging the Router Firewall Service.
· Open Server Manager – Tools – Routing and Remote Access.
· In the left hand console window, expand your Server Name if needed and click to expand IP Routing – Then Click General
· Right click the PrivateNet1 Connection interface, click Properties.
· Click Inbound Filter (anything coming into the Router on the PrivateNet1 Connection interface).
· Choose New
· Check on Destination Network
o IP Address: 192.168.100.1
· Subnet Mask: 255.255.255.255 (This mask value is applied, since we know the EXACT HOST that we want to affect by our rule).
· Protocol: ICMP
· Click Ok (leave the last two fields ICMP code and type empty, the filter will include these itself).
· Ensure that the following option is checked ‘Receive all packets, except those

that meet the criteria below’
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