MedData Soluctions Breach Incident Scenario
1. CNSS Model (McCumber Cube) Analysis
	Security Objective
	Information State
	Evidence from Scenario

	Confidentiality
	At rest
	Customer health records were stored on an outdated legacy server that contained an unpatched zero-day vulnerability.

	
	In transit
	Patient data was transmitted through unencrypted internal channels, allowing attackers to intercept and exfiltrate sensitive information.

	
	At rest
	No enterprise information security policy existed to require encryption, patch management, or data protection standards.

	
	At rest / in transit
	Employees lacked awareness training and may not have understood the risks associated with handling sensitive healthcare data.

	Integrity
	At rest
	Ransomware encrypted local databases, compromising the integrity of healthcare records by making them inaccessible and potentially altering data.

	
	In use
	The malware affected systems processing health records, disrupting the accuracy and reliability of information.

	
	In use
	Lack of formal security governance meant patch management and vulnerability management processes were inadequate.

	Availability
	At rest
	The ransomware encrypted databases, preventing authorised users from accessing patient records.

	
	In use
	Healthcare analytics services would likely be disrupted because critical systems were unavailable.

	
	At rest / in use
	The rejected server upgrade left critical infrastructure vulnerable and increased the risk of service outages.

	Availability
	In use
	Senior management failed to prioritise cybersecurity investment, contributing to the successful attack.



Technology Failures:
· Legacy server remained unpatched.
· Zero-day vulnerability was exploited.
· Internal data transfers were unencrypted.
· Insufficient ransomware protection.
· Failure to modernise legacy infrastructure.
Policy Failures:
· No formal information security policy.
· No patch management policy.
· No risk management framework.

Education Failures:
· No employee security awareness training.
· Board members viewed cybersecurity as only an IT responsibility.
· Poor executive decision-making regarding risk and funding.
· Lack of security culture throughout the organisation.

2. Governance vs. Management & Communities of Interest
The board treated cybersecurity as an IT problem rather than a business risk. 
The IT department identified the risk and proposed a solution by requesting funding for upgrades. However, they did not develop an alternative solution or consider mitigating controls.
Security teams prioritised protection, IT prioritised operational continuity, and senior management prioritised cost reduction. 

3. Strategic Remediation via the 6’s
Need to move cybersecurity from being viewed as an IT responsibility to being an enterprise governance responsibility and align Communities of Interest priorities.
Planning – Include cyber security in strategic planning. Establish board accountability. Risk assessments, BC planning, legacy system replacement plan. 
Policy – Information security, encryption, patch management, and incident response policies
Program – Security awareness training, auditing and monitoring, testing and risk management program.
Protection – Encryption, MFA, Anti-virus, add blocklists to email gateways, block untrusted domains, backups, ransomware protection, and infrastructure upgrades
People – Define governance roles for directors, IT managers and non-technical managers. Staff and board training, accountability, and awareness
Project Management – Secure by design, use Secure Software Development Lifecycle (SSLDC), risk assessments, and governance throughout project lifecycles
