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1. [bookmark: _Toc235191288]Introduction

  This report will provide an overview of the risks associated with the Brimstone missile system and the controls required to ensure that they are minimised and an ALARP position is maintained. This assessment is limited to Open Source information and thus does not have the technical details required for a more in-depth report.
The report used a Hazard and Operability Study (HAZOP) to identify hazards. Each were then assessed against a 5x5 Risk Matrix to determine an initial level of risk before controls and mitigations were implemented. Suitable controls, both engineering and personal were identified and implemented to achieve and ALARP position.

2. [bookmark: _Toc235191289]Brimstone Missile Overview

  The Brimstone missile is an air to ground guided munition utilising a solid rocket motor to power it to target. It is designed to defeat enemy armour and fortifications and is deployed by RAF Typhoons [1]. It utlises a tandem shaped charge warhead to defeat Explosive Reactive Armour and has proven successful in its deployments with the RAF.
  Being a precision guided munition, it is capable of both manual targeting in the form of a laser guidance unit as well as automative seeking of targets to destroy minimising the risk to the pilot and aircraft as they can engage enemy forces beyond the range of a protective Anti-Air umbrella [2]. 
  Overall, it is a very capable munition that has seen upgrades from its earliest form only adding features never removing them and continues to be an effective weapon on the modern battlefield.
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[bookmark: _Toc235191294]Table 1; Brimstone Technical Specification [1]










3. [bookmark: _Toc235191290]Risk Matrix

	Risk Matrix
	Insignificant (No Injury, Negligible Damage) 1
	Minor (Injuries/ No injury to Civilians/ Limited Damage to System) 2
	Significant (Serious Injuries/ Minor Injury to Civilian/ Repairable Loss) 3
	Major (Fatality/Serious Injury to Civilian/ Major System Loss) 4
	Severe (Multiple Fatalities/Single Civilian Fatality/ Total System Loss) 5

	Almost Certain (10^-2)
Frequent Occurrence 5
	5
	10
	15
	20
	25

	Likely (10^-4)
Occurs Regularly 4
	4
	8
	12
	16
	
20

	Moderate (10^-5)
Known to Occur 3
	3
	6
	9
	12
	15

	Unlikely (10^-6)
Could Occur Occasionally  2
	

2
	4
	6
	8
	10

	Rare (10^-9)
Extremely Unlikely to Occur 1
	1
	2
	3
	4
	5
















	Broadly Acceptable
	Broadly Acceptable
	Tolerable
	Tolerable if Demonstrated ALARP
	Intolerable
	Not to Be Accepted

	
	
	
	
	
	



[bookmark: _Toc235191295]Table 2: Risk Matrix

This is the risk matrix that hazards were marked against. This is a standard 5x5 risk matrix that is commonly used in industry and was thus considered to be good practice.









4. 
5. [bookmark: _Toc235191291]HAZOP
	ID 
	Keyword 
	Cause 
	Consequence 
	Risk
	Controls
	Controlled Risk

	001 
 
	Guidance System 
Failure 
	· Electrical Failure 
· Mechanical Failure 
· ESM Interference 
· Loss of communications 
	· Hits wrong target. Death of civilians. 
	20
	· ESM protection
· Use of Laser Designation where possible
· Internal closed loop for autonomous tracking
· Limit use in areas where civilians present
	10

	002 
 
	Propulsion System Failure 
	· Electrical Failure 
· Mechanical Failure 
· Chemical Failure 
	· Hits wrong target. Death of civilians. 
· Fail to launch. Death of Personnel 
 
	20
	· Proper storage and inspection of missile
· Solid fuel for Rocket
· Safeguard to prevent inadvertent activation of intended
· Stored in secure location
	5

	003 
	Targeting  
Failure 
	· Electrical Failure 
· Mechanical Failure 
· ESM Interference 
	· Hits wrong target. Death of civilians. 
· Fail to launch. Death of Personnel 
 
	20
	· Ensure personnel are trained to properly identify and illuminate targets with lasers
· Review software to prevent the targeting of civilian vehicles
	5

	004 
	Fire 
	· Slow heating 
· Fast heating 
· Sustained Exposure 
	· Detonation. Death of civilians. 
· Sympathetic detonation. Death of civilians. 
· Burning. Death of civilians. 
	20
	· Store in a secure location with  a fire suppression system
· Use IM explosive and/or chemicals in the motor that will only deflagrate when ignite and not detonate
	5

	005 
	Handling 
	· Dropping 
· Improperly Fitting 
· Lifting Failure 
· Maintenance error 
	· Crushing. Death of personnel. 
· Detonate. Death of civilians. 
· Loss or increase of performance. Death of civilians. 
	20
	· Ensure personal are SQEP and training is kept current
· Handling should only occur in secure locations
· Have appropriate tools and devices to assist in handling
· Have a written procedure to follow
	5

	006 
	Inadvertent Detonation 
	· ESD 
· Shock 
· Humidity 
· Vibration 
	· Detonate. Death of civilians. 
 
	20
	· Use an IM explosive
· Ensure the Explosive Train is not aligned unless it is in operational use
· Store in a secure location
	5







6. [bookmark: _Toc235191292]Summary

  This assessment demonstrates that there are potentially severe risks associated with the use and storage of the Brimstone missile system. These risks can be controlled and reduced to an tolerable level. For further details on the controls associated with each hazard an ALARP is required. 
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1. [bookmark: _Toc235187801]Introduction

  This report will provide ALARP justification for Hazard 3 identified in the Risk Assessment. This report will cover the inadvertent ignition or energetic failure of the Rocket Motor of the Brimstone II missile during Transportation, Storage and Handling. Due to the potential for severe consequences, as outlined in the risk matrix, it is important that this Hazard attain an ALARP position. This report takes solutions from legislation and recognised good practice to demonstrate how an ALARP position can be achieved.

2. [bookmark: _Toc235187802]Hazard Summary

	
	Description

	Hazard
	Inadvertent activation of the Rocket Motor

	Consequences
	Fatality, Injuries, Fire, Fragmentation, Loss of the Asset

	Initial Risk
	Intolerable

	Persons at Risk
	Operators, Maintenance Personal, Transport Staff, Civilians


[bookmark: _Toc235187949]Table 1: Summary of Initial Risk
This is a summary of the initial risk. As can be seen by the Severe consequences of the Hazard the initial Risk is currently intolerable. While the use of a Solid Rocket motor in the design reduces the risk in comparison to a liquid rocket engine in cannot be used to lower it any lower than likely at this stage [1]. 
	Risk Matrix
	Insignificant (No Injury, Negligible Damage) 1
	Minor (Injuries/ No injury to Civilians/ Limited Damage to System) 2
	Significant (Serious Injuries/ Minor Injury to Civilian/ Repairable Loss) 3
	Major (Fatality/Serious Injury to Civilian/ Major System Loss) 4
	Severe (Multiple Fatalities/Single Civilian Fatality/ Total System Loss) 5

	Almost Certain (10^-2)
Frequent Occurrence 1
	
	
	
	
	

	Likely (10^-4)
Occurs Regularly 2
	
	
	
	
	
X

	Moderate (10^-5)
Known to Occur 3
	
	
	
	
	

	Unlikely (10^-6)
Could Occur Occasionally 4
	
	
	
	
	

	Rare (10^-9)
Extremely Unlikely to Occur 5
	
	
	
	
	


















	Broadly Acceptable
	Broadly Acceptable
	Tolerable
	Tolerable if Demonstrated ALARP
	Intolerable
	Not to Be Accepted

	
	
	
	
	
	



[bookmark: _Toc235187950]Table 2: Risk Matrix with key and marking initial risk position before any controls.
3. [bookmark: _Toc235187803]Applicable Legislation

  The Health and Safety at Work Act 1974 provides the modern legislative basis following on from the foundation of the introduction of ALARP in Edwards vs NCB in 1949. The 1974 Act enshrines that, “provision and maintenance of plant and systems of work are such are, so far as is reasonably practicable, safe and without risks to health” [2]. This provides the basis for ensuring that we obtain an ALARP position for the Hazard.
  This is further expanded upon in the Management of Health and Safety at Work Regulations 1999 [3] where it enforces that employers must have and create a record of preventative measures to help ensure workers safety.
  Finally is the DSA 02 OME regulations [4], this outlines the regulations around explosives in the UK and the safe handling and storage of them. It uses multiple sources to provide a comprehensive document from UN regulations to NATO STANAGs. 

Compliance with these documents provides a baseline risk as following this is both a legal requirement and recognised goof practice. Further measures to be implemented must be justified on reasonable practicality and not on cost alone. 

4. [bookmark: _Toc235187804]Risk Controls
4.1. [bookmark: _Toc235187805] Controlled Storage
   A primary engineering control is to have an appropriate storage facility for the assets. Having a facility that is separated from surrounding structures, is temperature controlled and has a secure access reduces both the risks of an inadvertent ignition and the consequences of one. 
  The separation of the building will reduce the risk to the surrounding of an incident and help reduce the potential for harm. Separation of assets inside the building is also important to provided sympathetic detonation or ignition similar to what was experienced on the USS Forrestal [5]. 
  Temperature control is important to prevent the degradation of the propellant used in the rocket motor. Extremes in heat and cold and especially a hot and cold cycle can cause the degradation of an explosive and potential create sensitive crystals or hotspots in it that increase the likelihood of an incident. By having a temperature stable environment this will reduce risk.
  A secure storage facility with only authorised personal allowed access this will prevent non-SQEP individuals from coming into contact with the device and reduce risk as only qualified individuals will encounter the device.
  A secure storage facility will also reduce the risk of fire especially if it has in built fire suppression systems. This is particularly important as prolonged exposure to such heat can cause the inadvertent ignition of the motor.
The cost of installing monitoring equipment is relatively modest compared with the potential consequences of motor degradation. Consequently, this measure provides a favourable balance between cost and safety benefit and is considered reasonably practicable.
4.2. [bookmark: _Toc235187806] Inspection and Inventory Management

  An inspection regime should be carried out to ensure that assets remain in good condition throughout their service life. A regular inspection schedule should prevent against unknown degradation and thus reduce risk.
  Maintaining proper records of inventory will allow for it to be clearly known when an asset is approaching the end of its shelf life and should prevent the use of devices that are beyond their safe working life.
  This will require some administrative effort but overall the cost of it is relatively low so this is considered reasonable practicable.

4.3. [bookmark: _Toc235187807] Competency and Training

  Human error remains a significant cause of accidents in any industry. By ensuring that personal are SQEP and competent this will reduce the risk of an accident occurring. Reason demonstrates that the more automatic an individual can perform an action the more this reduces the risk of an incident occurring [6]. By having a continuous training regime, it can be ensured that personal are kept up to date with the latest god practice and help to reduce risk.
  Properly qualified individuals do command a higher salary as well as the cost of training however, it remains relatively low compared to a potentially serious incident, so this is reasonably practicable. 

4.4. [bookmark: _Toc235187808]  Handling Procedures

  Having a set of formalised handling procedures will reduce the risk of an incident during any point where the asset has to be interacted with. This is particularly important during Transport, maintenance and Operational use of the device. These procedures should include the use of approved lifting devices and have clearly defined roles and responsibilities so that staff have a clear understanding of what is required of them. 
  While these controls rely to an extent on human performance they will complement the engineering controls. This measure is thus practicable and will help contribute to the overall lines of defence. 

4.5. [bookmark: _Toc235187809] Disruption of the Explosive Train

  By ensuring that there is a separation in the explosive train so the device cannot activate as intended until operationally required to, the risk of an inadvertent ignition is dramatically reduced. This in addition would be an engineered solution and thus would not be subject to human error giving far greater confidence in it providing a far more effective reduction in risk.
  This is something that should be part of the design and provides such secure reduction in risk that it can be considered reasonably practicable. 

5. [bookmark: _Toc235187810]Discounted Risk Controls
5.1. [bookmark: _Toc235187811] Fully Automated Handling
  By fully automating any handling of the device you would reduce the risk of human error causing an incident as well as any human exposure lowering risk. This would be reducing the risk to personal to as low as practicable within current technological limitations.
  However, this would require the implementation of highly specialised infrastructure and increase the ongoing maintenance as such infrastructure would have to maintained to ensure it is working as intended. Given the already strict handling procedures that should be implemented as outlined in 4.4 the overall reduction in risk would be relatively modest. Therefore, this is not reasonably practicable.

5.2. [bookmark: _Toc235187812] Climatic monitoring of all Devices
  Monitoring each device would give a highly detailed history of the conditions each device has been subject to and allow for the condition it to be in to be better understood. This should reduce risk as assets are kept in better condition.
  However, this would require investment in sensors, improved inventory management and data storage for a relatively minor reduction in risk is the measures outlined in 4.1 and 4.2 are followed. It must be noted though that such measures may become more practical in the future as technology improves but for now it is not reasonably practicable.

6. [bookmark: _Toc235187813]Risk Control Overview

	Control
	Risk Reduction
	ALARP Decision

	Controlled Storage
	High
	Yes

	Inspection and Inventory Management
	Low
	Yes

	Competency and Training
	Medium
	Yes

	Handling Procedures
	Medium
	Yes

	Disruption of the Explosives Train
	High
	Yes

	Fully automated Handling
	Low
	No

	Climatic Monitoring of all Devices
	Low
	No


[bookmark: _Toc235187951]Table 3: Overview of Controls

	Risk Matrix
	Insignificant (No Injury, Negligible Damage) 1
	Minor (Injuries/ No injury to Civilians/ Limited Damage to System) 2
	Significant (Serious Injuries/ Minor Injury to Civilian/ Repairable Loss) 3
	Major (Fatality/Serious Injury to Civilian/ Major System Loss) 4
	Severe (Multiple Fatalities/Single Civilian Fatality/ Total System Loss) 5

	Almost Certain (10^-2)
Frequent Occurrence 1
	
	
	
	
	

	Likely (10^-4)
Occurs Regularly 2
	
	
	
	
	
X

	Moderate (10^-5)
Known to Occur 3
	
	
	
	
	

	Unlikely (10^-6)
Could Occur Occasionally 4
	
	
	
	
	

	Rare (10^-9)
Extremly Unlikely to Occur 5
	
	
	
	
	
X
















[bookmark: _Toc235187952]Table 4: Risk matrix showing risk before (white x) and after controls (black x) are implemented

After these measures have been implemented, we can expect the risk to Tolerable. While measures were taken to reduce consequences, they cannot reduce it enough at all times to remove it from the severe column.

7. [bookmark: _Toc235187814] Maintenance of ALARP

  ALARP is a position that moves as technology and circumstances change. The controls outlined are what is recommended at the current moment. There should be a continual review of new legislation and technology to see how that effects the existing arrangements and whether they can be improved.
  In addition, regular audits should be conducted to ensure that all procedures that are laid out to ensure an ALARP position are being maintained. Any incidents from across the industry should be reviewed to see if there are any pertinent lessons that may be learned and implemented.

8. [bookmark: _Toc235187815]Conclusion
  
The selected hazard poses a potentially severe hazard. Through a combination of engineering controls and risk management the risk can be reduced to a tolerable level. The controls outlined are consistent with legislation and industry best practice. Additional controls were considered but were not reasonably practicable at the moment but there should be an ongoing review to maintain ALARP. 
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