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[bookmark: _Toc200432400]1.0	Introduction
1.1.1	A group composed of members from primarily the public sector but also industry was required to develop a technical solution to a requirement to neutralise a hostile communications centre. 
1.1.2	The author’s role within the design process was primarily focussed upon the disposal of the weapon system. It was critical to consider disposal at the earliest stages of the weapon system’s design, preventing potential safety concerns with rendering the energetic materials safe etc. It can be seen from Figure 1 that disposal comes at the end of the CADMID lifecycle, which means it could fall from the forefront of a project’s priorities.  Given the challenges posed by remediating contaminated areas from poorly disposed of energetic materials and the obligations both legal and moral, it was necessary to ensure disposal was considered from the project’s inception. 
[bookmark: _Ref199062519]Figure 1 - CADMID Lifecycle [1]
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[bookmark: _Toc200432401]2.0	Project Development
[bookmark: _Toc200432402]2.1	Overview
2.1.1	To initiate the development process, a stakeholder map was developed to understand the broader set of requirements. The customer’s requirements were heavily influenced by the concept of the Defence Lines of Development (DLOD) [2], which is a holistic approach to defence equipment. It looks at materiel more broadly, rather than focussing on their end function it looks at how they form a capability which captures: training, equipment, personnel, information, doctrine and concepts, organisation, infrastructure and logistics. 
[bookmark: _Toc200432403]2.2	Role Allocation & Individual Responsibilities 
2.2.1	The roles within the group were chosen based upon the principles of what constitutes a suitably qualified and experienced person (SQEP). The need for SQEP is driven by the nature of the system, where the consequences of incidents related to its operation could be catastrophic in nature, i.e. multiple deaths of operating personnel or third parties and potentially significant environmental impact. A basic assessment of team members took into consideration their respective qualifications and work experience. Further assessment would possibly take into account aspects such as skills and competency assessments, and potentially an evaluation of personal attributes and attitude. The role of the author in the system’s development were constricted to principally those of disposal activities. 
2.2.2	The role allocation was driven by the author’s experience within Defence Equipment & Support, where disposal plans have formed part of their work. 
[bookmark: _Toc200432404]2.3	Project Management
2.3.1	Regular engagement between team members took place via a series of working groups held on MS Teams. This enabled an open forum for individuals to present their progress and relate any areas that were proving difficult to overcome. 
2.3.2	The decision making process was conducted via group consensus and engineering judgement. This would have benefitted from a set of criteria to prioritise the determination of any possibly contentious decisions. It would also have given a clear justification for any decisions made and an auditable process, which is a requirement for the acquisition of OME systems. i.e. assurance activities. 
2.3.3	Within any project there needs to be clear direction and guidance. Although the necessity for a team leader was found not to be required in this instance, further project development would require this role. 
2.3.4	To assist with the progression of individual work taskings, an action tracker was put in place. This highlighted team member’s responsibilities and detailed their task progression. It highlighted obstacles to progression and where additional resource was required to resolve potential issues. 
[bookmark: _Toc200432405]2.5	Presentation Delivery Method
2.5.1	The presentation was delivered visually using a PowerPoint presentation. This was found to be the most effective method, if not the only realistic and practical method of displaying a significant amount of information in an effective manner. 
[bookmark: _Toc200432406]2.6	Disposal Requirements Development
2.6.1	The process followed for developing the disposal centric requirements is shown in Figure 2. This required utilising system engineering tools such Failure Mode Effects Analysis and a Pugh matrix. The processes available for disposal were constrained to known, proven methods which didn’t lend themselves readily to innovation given the hazardous nature of the material to be disposed of.
2.6.2	The disposal requirements were then passed into the broader requirements development process, as depicted in Figure 3. It was established early within the development process, that disposal based requirements should complement and not hinder/constrain the design of the weapon system in terms of its operational effectiveness. The requirements developed from the disposal analysis required the system to be modular in nature, enabling the energetics components to be readily separated from the rest of the delivery system when required. This was found to be of benefit when considering the broader operational effectiveness of the weapon the system. 
[bookmark: _Ref200431048]Figure 2 - Development of disposal requirements into the broader systems requirements
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[bookmark: _Ref200431367]Figure 3 - Simplified Requirements Process [3]
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[bookmark: _Toc200432407]2.7	Challenges of OME Disposal 
2.7.1	Legislation was found to be one of the challenges to the development of a drone based weapon system, particularly the level of legislative compliance. Not only would the system have to demonstrate compliance against those set out in Table 1; it would also need to demonstrate compliance against regulations stemming from the aerospace domain such as Regulatory Article (RA) 1600 – Remotely Piloted Air Systems [3]. This regulatory burden would need to be assessed as part of the requirements. 
[bookmark: _Ref200431964]Table 1 – Defence Regulations for OME Acquisition
	Regulation Number
	Regulation Title

	OME 101
	OME Design Requirements

	OME 102
	Use of Independent OME Competent Personnel for Independent Technical Evaluation

	OME 103
	Safety and Environmental Case(s) and Report(s)

	OME 104
	Manufacture to Target or Disposal Sequence (MTDS)

	OME 105
	Safety Risk Management

	OME 106
	Classification for Transport and Storage

	OME 107
	Explosive Material (EM) Qualification	

	OME 108
	Initiation Systems (IS) Qualification

	OME 109
	Software and Programmable Hardware

	OME 110
	Environmental Assessment (Climatic and Mechanical)

	OME 111
	Environmental Assessment (Electromagnetic Environmental Effects (E3))

	OME 112
	OME Vulnerability (Insensitive Munitions (IM))

	OME 113
	OME Through-Life Capability Management (TLCM)

	OME 115
	Management of Safety Information

	OME 116
	Incident and Accident Reporting and Analysis

	OME 117
	OME Safety Review Panel and Assurance Statement

	OME 118
	Certification of Ordnance, Munitions and Explosives (OME)



Figure 4 - Categorization Flow Chart [3]
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Figure 5 - Categorization Schematic [3]
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Table 2 - Relevant Legislation & Regulation
	Disposal Relevant Legislation and Regulation 

	Manufacture and Storage of Explosives Regulations 2005

	The Explosives Act 1875

	Health and Safety at Work etc Act 1974

	Classification and Labelling of Explosives Regulations 1983.

	Control of Noise at Work Regulations 2005

	Electricity at Work Regulations 1989

	The Control of Explosives Regulations 1991

	Manual Handling Operations Regulations 1992

	Workplace (Health, Safety and Welfare) Regulations 1992

	Personal Protective Equipment at Work Regulations 1992

	Placing on the Market and Supervision of Transfers of Explosives Regulations 1993

	Provision and Use of Work Equipment Regulations 1998

	Lifting Operations and Lifting Equipment Regulations 1998

	Management of Health and Safety at Work Regulations 1999

	Control of Major Accident Hazard Regulations 1999

	Control of Substances Hazardous to Health Regulations 2002

	Control of Lead at Work Regulations 2002

	Dangerous Substances and Explosive Atmospheres Regulations 2002

	Carriage of Dangerous Goods and Use of Transportable Pressure Vessels Regulations 2004 (CDG 2004)

	Chemicals (Hazard Information and Packaging for Supply Regulations) 2002 (CHIP 3)












[bookmark: _Toc200432408]3.0	Reflection
[bookmark: _Toc200432409]3.1	Feedback & Response
	John James
	Team 2 

	Team feedback / Questions

	To team. Liaison with drone manufacturer?
How do you get clearance onto drone? (Vibration, bumping into things?)
What do you do with returns from Ops?
simple slides with a clear layout. Good contrast between text and backgrounds for the most part, some slides had white text on pale green, peach and yellow backgrounds which could be difficult to read properly at the back of the room. Images are a good size throughout. Fairly consistent theme throughout the different sections gives a good cohesive team feeling. Some of the slides did deviate from the theme, try and ensure that the slides all conform to the same theme. References made to other people’s sections of the presentation and contributions; this shows collaboration. Good introduction to participants and roles. No real conclusion, a slide summarising key points may have been good. No references? Including a reference slide at the end would have been good

Author’s Response: 

The liaison with the drone manufacturer would require a form of integration work. Clearance onto the drone would need to demonstrate the limitations and clearances applicable to the system for its safe use and operation. This would need to be proportionate to the risks posed by the weapon system, in accordance with the severities defined in the system’s risk classification matrix. Regulations such as, potentially, Regulatory Article 1350 – Air Launched Weapon Release would need to be complied with. 

For any munition a level of surveillance would need to take place to ensure it remains safe and suitable for service. Weapon systems will need to be monitored in terms of temperature exposure, humidity, shock etc. These parameters would need to be monitored on operations. Weapon systems that have not undergone sufficient surveillance, or insufficient data pertaining to the levels of environmental exposure they were subjected to, would need to be removed from service. 

	Feedback / Comments Dave

	Design for disposal
Broke down the waste streams 
Disposal risk assessment required before going onto a specific method
Options described
How do you certify article safe to transport to your disposal site?
Detonation for end-of-life disposal? What about in service? Do you need it?
Potential for life extension pointed out. What trials would you need?

Author’s Response: 

To certify the weapon system as safe for transport, the weapon system will need to demonstrate sufficient evidence, test results, etc. to be compliant with DSA 02.OME 118: Certification of Ordnance, Munitions and Explosives (OME) [4]. It would need to be subjected to a vibration and shock regime that is representative of the system’s full MTDS covering the storage, handling, transportation, and deployment environments imposed on the weapon system during its service life. The necessary evidence and acceptable methodology to be followed is detailed within STANAG 4370 Environmental Testing. This would be used to inform the weapon system’s life profile, setting out an acceptable amount of time in can be held in e.g. storage within an acceptable temperature and humidity range. 

If in-service weapons required disposal, they would undergo the same procedure for end-of-life assets, with the energetics undergoing disposal via detonation. 

A project of accelerated ageing and subsequent test using ‘real-life’ items in order to provide evidence to support extending the existing assessed service life. The activities would consist of sequential environmental test and potentially followed by breakdown, test and critical analysis. 

	Feedback / Comments Jenni

	good volume and pace. Presented for the most part with one/both hands in pocket, this is not ideal presentation body language. Quite a bit of presenting to the screen but overall reasonable attempts at audience interaction throughout. Some “umm” and “err”ing with some minor hesitation in places, this could come across as being unprepared or lacking in confidence when this is not the case.



[bookmark: _Toc200432410]4.0	Conclusion
4.1.1	The key requirements necessitated a technical solution which could neutralise a communications centre whilst minimising collateral damage. It was found to have been achieved with the technical response utilising an energetic laden drone which could be directed with precision from range to its target. Therefore, the key customer requirements were met; however, the further ‘stretch’ requirement to immobilise as opposed to eliminate hostile personnel was found to be challenging to meet. It is improbable that the design meets this requirement but further trials and testing e.g. Arena trials to ascertain the fragmentation pattern and projection could demonstrate a more constrained lethal effect than envisaged. 
[bookmark: _Toc200432411]4.2	Positive and Negative Aspects
4.2.1	The positive aspects of the process include:
a. A clear understanding of the roles performed by each team member was determined before the design process began. This enabled clarity as to what each team member would be undertaking without potentially conflicting with other team members’ work. 

b. Regular engagement via working groups enabled interaction between team members and exchanges of ideas. 

c. The design solution achieved its objective of meeting the customer’s key requirements. 

d. An innovative solution was embraced with the use of a drone as the weapon system’s delivery system. This has been demonstrated to be highly effective in the Ukraine conflict.
e. A disposal solution was proposed which was based on a set of criteria which had analysed the potential effects of each available method. These were then taken into consideration when determining the preferred option. 
4.2.2	The negative aspects of the process include:
a. The system design did not consider the complexity of the legislation and regulation it would need to demonstrate compliance against. This could have potentially influenced the design proposal given the potential bureaucratic obstacles which would need to be overcome by the design solution. 

b. No dedicated team leader in place to give clear direction.

c. Disposal was limited to the end of life of the weapon system without proposing solutions to areas such as energetic manufacture. 

d. The process did not inform what was required from the drone manufacturer and what critical aspects of the design they would need to be informed on. 

e. The design requirements set in standards such as STANAGs, Defence Standards etc. were not considered as part of the requirements gathering process. 
[bookmark: _Toc200432412]4.3	Potential Improvements
4.3.1	The following aspects could be incorporated into the project to improve its performance:
a. Structured management system in place for each individual to follow. This would provide guidance and a clear basis for when decisions are needed.

b. A single, suitably SQEP individual to act as the team leader. This would provide greater direction, especially when group consensus cannot be found.  

c. A separate of analysis of the potential drone to ascertain its suitability could have been run concurrently if sufficient resource was available. 
· 

[bookmark: _Toc200432413]Annex A: Breakdown and Disposal Presentation
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Disposal Requirements

Two separate sets of disposal requirements were necessary, as the nature of the
components to be disposed of were disparate in nature. They could be reduced to
two main categories:

Hazardous waste: primarily produced by the energetics but could also be contained
within the delivery system.

Non-Hazardous Waste: primarily the delivery system.
Delivery System Disposal Requirements

- Arequirement can be placed on the delivery system to have been built against the
requirements laid out in, for example, ISO 14001: 2015 Environmental Management
System. This will ensure that a structured approach to the disposal and waste
management of its manufacture would have been applied.

- - Can be disposed of via conventional methods.

Energetics Disposal Requirements

- Can be separated from the delivery system and therefore be modular in nature.
- Can be disposed of via conventional methods within a defined disposal life.
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Hazard Analysis

* ‘An essential element of any disposal or destruction process
involving explosives is hazard identification and risk analysis.
Paragraph 431 of the ACOP to MSER states: -

» “Arisk assessment is required to decide the most suitable method of disposal. The
assessment needs to consider the nature of the explosive and its hazards, the
disposal method and hazards created during the disposal process, and the type and
position of the disposal site”

-
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The hazard identification process lends itself to an Objective Tree methodology,
whereby, the top-level general requirement of ‘Safe and Suitable for Disposal’ can
be developed into more defined low level achievable objectives.
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Disposal Hazard Analysis Synopsis

* Can be broken down into occupational and environmental hazard analysis.
These can be used to inform the disposal requirements.

* Focusing on RDX, which constitutes 86.5% by weight of PE8 forming the weapon

system’s Main Fill. :] ] [ ]

Dissolves very slowly in water
Not readily absorbed into soil o
Is not bioaccumulative in plant or animal tissue but can * Toxic if swallowed

be taken up by plants from contaminated soils. » Causes damage to organs after prolonged or
Raised concentrations in contaminated areas can result repeated exposures.

in stunted, to no growth of plants.

Toxic to aquatic life.
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Chosen Method of Disposal for the Energetics

Principal reasons for choosing this method:

- The isolated nature of the disposal site makes it
suitable.

- Other methods such as chemical destruction

generate hazardous materials which would require
further treatment.

me

|
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